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1 EXECUTIVE SUMMARY 

This report is the result of the work done in Task 3.1 of the project (“Definition of safety criteria 
for contracts”) and presents the procedure for the identification of required safety and 
security acceptance criteria that an update shall satisfy in order to preserve system safety and 
security. This acceptance criteria are defined in the form of non-functional safety and security 
(SASE) properties that fully characterize the update component and its integration on the 
system. These properties will serve to evaluate the suitability of the updates during different 
phases of the update execution process, like checking whether the update is applicable to the 
target device, evaluating if it would cause interferences on the running system before 
initiating the update, and confirming that interference bounds are not exceeded at runtime. 
To this end, this document additionally defines the checks that shall be implemented to 
enforce such properties in the update process. 

The definition of safety and security properties is guided by an analysis of possible failures and 
errors resulting from the update execution procedure defined in D3.2. For each identified 
failure mode, the document describes the method for its mitigation or control, which will be 
supported by a safety and security property. The resulting potential failure modes and 
associated SASE properties fall into one of the following categories: (i) the result of an 
unsuitable or faulty system resource dimensioning, (ii) the negative effects of the update on 
other dependent or related software components, and (iii) those originated by a wrong 
execution of the update process itself. The definition of SASE properties of this report will then 
be an integral part of the safety and security concept that will be delivered and reviewed by 
an external certification authority in future project activities. 

 

This deliverable is released at the same time with deliverables D3.2, D4.1 and D5.1 from WP3, 
WP4 and WP5 respectively. Due the strong bonds in terms of concepts and content (explained 
in Section 2.2), the authors would like to suggest the following deliverable reading order: 

 

Figure 1: Suggested M15 deliverable reading order 

  

D3.2 D3.1 D5.1 D4.1
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2 INTRODUCTION 

Despite the potential benefits of Over-the-Air Software Updates (OTASU), their adoption in 
the safety or security-critical domains is challenged by their conservative nature and 
restrictive certification requirements. Whenever a certified system is modified, it shall be 
subject to partial or complete system re-certification, which can become a very expensive and 
time-consuming procedure if the impact of changes is not limited by design. In this regard, 
standards such as IEC 61508 [1] for functional safety certification require the adoption of 
design methods that ease modifications. 

UP2DATE adopts a modular approach where each component is independently developed, 
verified, validated, and certified according to its target safety integrity and security level. In 
this context, a vital objective of the project is to guarantee the correct integration of the 
different components that form a system, including updates of its parts. IEC 61508 refers to 
these pre-certified components as compliant-items and to make possible an assessment of a 
system that depends on them, it requires that each software component is accompanied by a 
sufficiently precise and complete description of the attributes and hardware/software 
constraints that shall be taken into consideration during system integration [1]. To achieve 
this, in UP2DATE, the software components will be characterized in the form of safety and 
security (SASE) properties, the main topic of this report. These SASE properties are part of the 
update metadata, which is a set of information generated on the server and provided together 
with the update file. This metadata is used to apply multiple checks during the update process; 
thus, it is assumed to be valid. SASE properties are an integral part of the update procedure 
defined in project deliverable D3.2, since through the mechanisms defined within deliverable 
D4.1, they provide the means for update acceptance prior to its execution as well as for update 
and system validation at runtime. Figure 2 in the next page shows the different update process 
steps where SASE properties will be used in the project (refer to Figure 9 in D3.2 for the 
UP2DATE update cycle): 

1. During software development (step 0), a pre-condition for the project is that each 
critical software component is developed and tested according to the requirements of 
functional safety and cybersecurity standards, in such a way that they are considered 
as compliant-items. 

2. Within the update execution process, the purpose of SASE properties is the following: 

▪ Design time checks (Step 2): whenever a new update file is stored in the server, 
some basic checks are done before its release (e.g., file type, version, target 
device ID). This information is obtained from the SASE properties of each 
component (stored in the update metadata). 

▪ Virtual Compatibility and Integration check (Step 4): this is an important step of 
the update-cycle to ensure the safety and security of the update by evaluating 
its integration with the existing system in the server before it is downloaded to 
the target device. For this, virtual integration checking tools (refer to 
deliverable D4.1 for more information) developed within the project will rely 
on SASE properties to test: 
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- The dependencies of the new software with the running system (see 
Section 5.2); 

- The dependencies of the new software with system configuration (see 
Section 5.3); and 

- Resource availability to carry out the update without causing interferences 
(see Section 5.4). 

▪ Verification (Step 7): Once the new update is installed in its target device, a 
number of features (e.g., configuration, file integrity) are checked before 
proceeding with its activation. 

3. Finally, at runtime, a set of measurable indicators, referred as SASE metrics, provide 
the state of the system with respect to the SASE properties. These SASE metrics are 
continuously observed to perform runtime system monitoring as explained in D5.1: 

▪ Online monitoring (Step 9): the update and complete system is verified at 
runtime, providing the means for additional diagnostics. 

▪ Offline monitoring (Step 10): the observations are sent to an external device 
(i.e., the server) for the later evaluation of the SASE properties for instance, for 
continuous security monitoring as well as for the optimization of the non-
functional properties of the applications (e.g., timing and power consumption), 
following a Development and Operations (DevOps) software development 
approach. 
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Figure 2: SASE property relation with update procedure steps 

This deliverable focuses on the definition of those SASE properties based on the considerations 
of standards for incremental and modular certification (Section 3) and on an analysis of the 
potential failures of the update process (Section 4). Section 5 defines the properties and the 
checks for their evaluation and finally Section 6 closes with a summary and conclusions. 

2.1 Scope of this deliverable 

The work reported in this deliverable is the result of project Task 3.1 “Definition of safety 
criteria for contracts” which finalizes with the submission of this document at Month 15 of the 
project. The outcomes of this task are part of the complete safety-security strategy of 
UP2DATE approach. As shown in Figure 3, the present document focuses on a specific part of 
the overall safety and security concept, more particularly, on the possible residual system 
design faults or runtime errors that could impact the safety or security of the system during 
or after an update, and that are not mitigated by the architecture itself. Accordingly, the 
failure analysis of the present document is limited to this scope (i.e., update process design 
faults and runtime errors) 
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Figure 3: UP2DATE Safety and Security approach 

2.2 Relation to other UP2DATE deliverables 

This deliverable is released at the same time (month M15) with deliverables D3.2 (“Initial 
UP2DATE Architecture definition”), D4.1 (“UP2DATE Middleware foundations”) and D5.1 
(“Initial Monitoring and Controllability report”) from WP3, WP4 and WP5. Together, these 
deliverables constitute the theoretical basis of UP2DATE, since each of them discusses a piece 
of the foundation of the project (see Figure 4). Moreover, the outcomes presented in this 
deliverable together with the outcomes in D3.2 will have their continuity in the SASE Concept 
defined in future WP3 deliverables (D3.3/D3.4). 

As depicted in Figure 4, this deliverable has a strong link with deliverable D3.2, since both aim 
to set the foundations to guarantee the safety and security of UP2DATE approach. deliverable 
D3.2 describes the initial UP2DATE architecture, which is built upon a joint safety and security 
update management procedure. Then, the present document defines, based on an analysis of 
the potential failures of the update process (defined in D3.2) that could impact on the safety 
and security of the system, the SASE properties and the corresponding contracts and 
constraint checks that shall be implemented to enforce such properties in the update process. 
The mechanisms to define and evaluate these SASE properties are then defined in D4.1 
(following a design-by-contracts approach that is combined with additional constraint checks). 
To implement the contracts and constraint checks, D5.1 refines the monitoring middleware 
architecture defined in D3.2 with a selection of monitoring tools and defines a set of 
techniques and metrics to measure the SASE properties, which are referred as SASE metrics. 
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Figure 4: UP2DATE M15 deliverable’s relationship 

3 BACKGROUND ON MODULAR SYSTEM DESIGN AND 
CERTIFICATION 

Software updates or modifications on a certified system may bring the need for partial or 
complete recertification, depending on the results of an impact analysis. Accordingly, the 
bigger the impact of the modification, the higher is the cost associated to its recertification. In 
this situation, modularity becomes crucial to limit the impact of such changes. Based on a 
modular approach, the system is divided into smaller parts (components) that can be 
independently developed and reused across multiple systems in such a way that a change in 
one component has minimal impact on other components. This section introduces the 
component-based software architecture as well as the contract-based design adopted in 
UP2DATE and reviews their implications from a modular certification point of view. 

3.1 Component-based software architecture 

This project assumes systems to be built from components [2] (see Figure 5), which depending 
on the design context, may represent software functions, hardware elements or any other 
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part of a system. Components interact with the environment (including other components) 
through a set of ports, which are linked through connectors. A connector can either be simple, 
when it takes no time to transport a value between the connected ports, or complex, when it 
represents a physical transmission medium that comprises a complex behaviour. In fact, a 
complex connector is a component itself. 

A component may be a composed system (SW Component in Figure 5) constructed from a set 
of (sub-)components (Component A and Component B in Figure 5). These (sub-)components 
are connected through connectors and ports with each other (Component A with Component 
B) and with the ports of the surrounding component (SW Component). To reason whether a 
component can be used in a given context and connected with other components, the ports 
that are to be connected shall be compatible. Compatibility shall also be ensured from a 
behavioural point of view. To this end, the specification of the requirements and deployment 
scenario of components is provided in the form of contracts, combining the component-based 
architecture with the contract-based design approach (see Section 3.2 for a description of 
contract-based design). 

Besides compatibility, composition shall also be ensured, where the behaviour of (sub-) 
components (Component A and Component B) refines the behaviour of the parent 
component (SW component). In other words, it shall be guaranteed that the specifications 
(contracts, see Section 3.2) of all (sub-)components, when put together, satisfy the 
specification(s) of the parent component (SW component). 

Further details concerning component compatibility and composition are provided within 
deliverable D4.1. 

 

Figure 5: Component model 
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3.2 Contract-based design 

In the contract-based design paradigm, specifications about components are expressed in 
terms of contracts. Component specifications express on the one hand what a component is 
supposed to do, and on the other hand, what the legal context for a component is [2]. In other 
words, a contract states assumptions about the component’s environment and the behaviour 
that the component’s implementation must guarantee, considering the component is used in 
a context where the assumption about the environment is accomplished. However, a contract 
does not deliberately impose any restriction in the behaviour of a component if it is used in a 
context that is not compliant with the assumption. Consider the following example taken from 
[3] to illustrate this fact: 

The component 𝑀 computes the division between two real inputs 𝑥 and 𝑦, and returns the 
result through a real output 𝑧. Component 𝑀 assumes that it will be used in a context that 
never submits 𝑦 = 0. Since input variables cannot be constrained, 𝑀 shall behave in an 
arbitrary manner if 𝑦 = 0 is given, for example, 𝑀 always outputs the value 𝑧 = 0 in such a 
case. A similar situation could arise from an undefined behaviour in the execution of a program 
(e.g., accessing an array out of its bounds). In terms of contracts, if at a given point in time the 
environment's behaviour may not be compliant with the assumption of a contract, this is seen 
as an underspecified description of a component. Therefore, it shall be ensured that a 
component with an associated contract is never used in a context not compliant with its 
assumption. 

Based on the component model described in the previous subsection, in UP2DATE, the safety 
and security acceptance criteria for updates (i.e., SASE properties) are defined over 
component interfaces, that is, the ports of components, since any behaviour in the component 
is only observable at the component ports. Given that contracts are well suited for the 
specification of the system requirements and the deployment scenario, UP2DATE combines 
the use of SASE properties (i.e., vertical platform properties, horizontal component 
compatibility and composition properties, and update process properties) with a contract-
based design approach to provides the means for characterizing the update as well as its 
embedding environment. Vertical platform properties characterize the system software and 
hardware, the context where the update will be embedded. Horizontal compatibility and 
composition properties cover the dependencies between related software components. 
Whereas update process properties ensure a correct implementation of the update process. 
Using the defined component specifications, contracts and constraint checks are implemented 
to realize a conflict-free software component update. 

3.3 Standards and modular certification 

Based on the component model and contract-based design of previous subsections, an 
interesting feature for the project is being able to pre-certify each component independently 
from others to keep certification costs, and more particularly modification costs, low. There 
are two important and complementary aspects to be considered in this regard: 

1. Where a pre-existing software element is reused to implement all or part of a safety 
system, IEC 61508-3 requires that there is evidence that the component is either: 
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a) A compliant-item, i.e., it meets with IEC 61508 requirements for the avoidance 
and control of systematic faults in software. 

b) Proven in use: that is, there is sufficient operational experience that 
demonstrates that the likelihood of dangerous systematic faults is low enough. 

In both cases, it is mandatory that the software component is accompanied by a safety 
manual, which provides the required information to make possible an assessment of 
the system that fully or partially depends on such pre-existing software component. 

2. To limit the impact of the integration of pre-existing software and its modification in 
the final system, IEC 61508-3 defines techniques and mechanisms to achieve 
independence of execution between different software components that contribute 
to the same system. Mixed-criticality systems are a particular application of this 
modular approach, where in addition, each software component could be developed 
for a different level of safety criticality. Therefore, it shall be ensured that components 
will not adversely interfere to each other in such a way that a dangerous failure would 
occur. To this end, the standard defines the concepts of spatial and temporal 
independence. 

For the former, IEC 61508-3 already defines the contents that the safety manual shall contain. 
This includes the necessary properties to inform the integrator about the hardware and 
software constraints that shall be considered when using the compliant-item and what the 
item was designed for, its behaviour and characteristics. The SASE properties, defined in next 
subsections, consider the contents that IEC 61508 require to define in the safety manual of 
compliant items. Some examples for these requirements are the following: 

▪ Identification, name, description, issue, version, modification state 

▪ Configuration (software and hardware runtime environment). All the assumptions made 
on which the justification for use of the element depends. 

▪ Installation instructions, reason for release, mechanism to initiate the change request 

▪ Compatibility (with previous releases, with other systems (e.g., OS version) 

▪ Safe state 

▪ Interface constraints 

▪ Security measures 

4 UPDATE EXECUTION FAILURE ANALYSIS 

Although updates are a common practice for security and required by security standards, with 
regards to safety standards, once the system has been certified and deployed, modifications 
are rather uncommon. To identify the failure modes that could arise in the update-cycle 
resulting in a loss of safety/security on the system under update, in the following, we present 
a Failure Mode and Effect Analysis (FMEA) for updates. This analysis serves as a guide through 
the identification of the update process failure modes and potential failure causes to define, 
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based on this analysis, the properties that shall be considered while checking that: (i) the 
update has no potential conflicts with other system software elements, (ii) the system can 
accommodate the new update, and (iii) the update process can be properly carried out. 

4.1 Update Failure Modes and Effects Analysis (FMEA) 

To analyse the impact of updates, as a first step, the simplified FMEA shown in the following 
table analyses the possible failures modes of the system during or after an update. Therefore, 
the failure analysis sets its focus on the safe and secure update process and the update 
services defined within deliverable D3.2. Through this FMEA we identified multiple SASE 
properties (described within Section 5 SASE properties). 

As described in Section 2.1, D3.2 proposes multiple safety and security countermeasures to 
deal with the protection of the system from attackers as well as with the systematic and 
random faults in the architecture. To cover residual systematic errors and failure in the update 
process, the update FMEA considers the catalogue of unintentional errors and failures (E.*) 
defined within MAGERIT information risk analysis and management methodology [4]. This 
catalogue consists of unintentional failures cause by errors; the following are some examples 
that have been used in the update failure analysis: 

▪ E.4 Configuration errors: the entry of erroneous configuration data 

▪ E.8 Malware diffusion: unintended propagation of malware 

▪ E.9 [Re-]routing errors: an incorrect routing when sending via a system or network with 
information reaching an incorrect target 

▪ E.15 Information alteration: information or data is altered accidentally 

▪ E.21 Defects in software maintenance/updating: defects in the software update 
procedures or controls 

▪ E.24 System failure due to exhaustion of resources: the lack of sufficient resources to 
handle an excessive workload causes a system failure 

Note that, as stated in deliverable D3.2 (see Section 3.4), new software components are 
assumed to be designed, developed, and tested individually before they are made available 
for update. In fact, critical software components shall be developed and tested according to 
the requirements of functional safety and cybersecurity standards, in such a way that they are 
considered as compliant-items. Therefore, this analysis assumes that there are no errors in 
the development of new versions of software or new applications in the server and possible 
failures cause by a systematic error in the update file have not been considered. 
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Table 1: Update FMEA 

Update Failure 
Mode 

Potential Failure Cause 
(affected update step) 

Failure Effects SASE Countermeasures SASE properties 

Update cannot be 
installed, is not able 
to boot or 
deployment takes 
too long 

E.21 Defects in software 
maintenance / updating–wrong 
update file retrieved from the 
repository. 

The system fails to apply 
the intended update. 
System availability might 
be compromised (offline 
update). 

Design time checks (Step 2) – 
Check the correctness of the 
update file (e.g., file type 
according to the update 
granularity and target, file 
version according to update / 
rollback) that is being deployed. 

Update file type 
Update file 
version 

E.21 Defects in software 
maintenance / updating – 
Update manager tries to 
update the wrong component 
(i.e., partition or end-device). 
E.9 [Re-]routing errors – Wrong 
distribution of the update file 
(update file transmitted to the 
wrong end-device). 

Installation (Step 6) – Verify that 
the update is being applied to the 
right component. 

Update target 

E.24 System failure due to 
exhaustion of resources – 
Limited resource availability to 
accomplish the update on time. 

Virtual Compatibility and 
Integration check (Step 4) – 
Check before the update that 
there are enough resources (i.e., 
processor time, RAM, comm. 
bus) available to accomplish the 
update on time. 
Online Monitoring (Step 9) – 
Verify at runtime that the update 

System Resource 
allocation 
Timing 
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does not exceed a predefined 
maximum update time. 

E.24 System failure due to 
exhaustion of resources – 
Limited resource availability to 
run the updated component(s). 

Virtual Compatibility and 
Integration check (Step 4) – 
Check before the update that 
there are enough resources (i.e., 
processor time, RAM, comm. 
bus) available to run the updated 
component(s). 

System Resource 
allocation 

E.4 Configuration errors – 
Wrong system configuration 
during the update process. 
E.15 Information alteration – 
Accidental alteration of the 
update file. 

Verification (Step 7) – Verify that 
the system configuration is 
correct according to the update 
dynamicity. 
Verify the integrity of the update 
file before its installation. 

System 
configuration 
Update file 
integrity 

E.21 Defects in software 
maintenance / updating – 
update process is not initiated. 

Online Monitoring (Step 9) – 
Verify that the update timeframe 
is not violated. 

Update 
timeframe 

Update overwrites 
the wrong data 

E.21 Defects in software 
maintenance / updating – The 
update manager tries to 
update the wrong server 
partition or end-device. 

Other systems 
component(s) fail to 
execute their function or 
run with wrong data. 

Installation (Step 6) – Verify 
using, for example, a partition, 
end-device or hardware ID, that 
the update file is being installed 
on the appropriate component. 

Update target 

E.21 Defects in software 
maintenance / updating – 
Update file installed in a wrong 
target. 
E.4 Configuration errors – 
Updated component is given 

Virtual Compatibility and 
Integration check (Step 4) – 
Check that system resource 
requirements match the resource 
allocation. 

System Resource 
allocation 
System 
configuration 
Update file 
integrity 
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access to restricted data or 
resource. 
E.8 Malware diffusion – A 
malware inserted 
unintentionally during the 
update process overwrites 
data. 

Verification (Step 7) – Verify that 
design decisions on the 
configuration holds after an 
update. 
Installation (Step 6) – Verify that 
the update file has not been 
corrupted during its 
transmission. 

Update installed 
with wrong program 
binary, erroneous 
configuration or in a 
wrong target 

E.21 Defects in software 
maintenance / updating – 
Wrong update file downloaded 
from the server. 

The system fails to boot 
the updated 
component(s). 
Updated component(s) 
is unable to execute its 
function. 
The hypervisor fails to 
boot due to an 
inconsistent 
configuration. 
A group of end devices 
fail to accomplish their 
function. 

Design time checks (Step 2) – 
Check before downloading, for 
example, through a version check 
or a file type check that the 
updated file is the right one. 

Update file type 
Update file 
version 

E.9 [Re-]routing errors – Wrong 
distribution of the update file 
(update file transmitted to the 
wrong end-device). 

Installation (Step 6) – Verify 
using, for example, a partition, 
end-device or hardware ID, that 
the update file is being installed 
on the right component. 

Update target 

E.4 Configuration errors – 
Configuration files sent to same 
and different end devices are 
not compatible. 

Design time checks (Step 2) – 
Apply version compatibility 
checks on configuration files to 
be sent to different and same 
end-devices. 

Version 
Compatibility 

E.15 Information alteration – 
Accidental alteration of the 
update file. 

Installation (Step 6) – Apply a 
checksum to ensure update file 
integrity. 

Update file 
integrity 

E.4 Configuration errors – 
Configuration (e.g., hypervisor, 
end-device, partition) is 

Virtual Compatibility and 
Integration check (Step 4) – 
Check that the system resource 
configuration is suitable for the 

System Resource 
allocation 
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incompatible with existing 
hardware resources. 

hardware platform it is running 
on. 

Updated 
component runs out 
of resources or is 
unable to access a 
private/shared 
resource 

E.24 System failure due to 
exhaustion of resources – 
Update component has not 
been assigned enough 
resources (wrong resource 
usage dimensioning). 
E.4 Configuration errors – 
Update component has a 
wrong configuration and is not 
able to access a resource. 

The updated 
component(s) are not 
able to execute their 
function or execute with 
wrong data or deadline 
misses. 

Virtual Compatibility and 
Integration check (Step 4) – 
Check that the configuration 
meets with the resource 
requirements of the updated 
component(s). 
Virtual Compatibility and 
Integration check (Step 4) – 
Check that system resource 
requirement is bellow systems 
resource capacity. 
Online Monitoring (Step 9) – 
Monitor at runtime the resource 
usage of the updated component 
to verify that resource allocation 
meets the needs of updated 
component(s). 

System Resource 
allocation 

E.24 System failure due to 
exhaustion of resource – 
Configured contenders cause 
too high contention in the 
updated component(s). 

Online Monitoring (Step 9) – 
Monitor at runtime the resource 
usage of other components in 
the system and take actions to 
prevent contention. 

Contention 

Updated 
component causes 
interferences in 
other components 

E.4 Configuration errors – 
Updated component(s) have a 
wrong configuration which 
blocks a shared resource or 
causes too high contention in 
other components. 

Other component(s) in 
the system are unable to 
execute their function or 
execute with wrong data 
or deadline misses. 

Virtual Compatibility and 
Integration check (Step 4) – 
Check that the configured 
resource budget meets with the 
resource requirements of the 
updated component(s). 

System Resource 
allocation 

Contention 
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Virtual Compatibility and 
Integration check (Step 4) – 
Verify that the interference 
estimated for configured 
contenders does not exceed the 
maximum interference that a 
component can support. 

E.24 System failure due to 
exhaustion of resources – 
Updated component(s) cause 
too high contention. 
E.8 Malware diffusion – A 
malware inserted by error 
during the update blocks a 
shared resource or causes too 
high contention. 

Virtual Compatibility and 
Integration check (Step 4) – 
Check that every system 
component will meet its 
execution time deadline 
considering the contention 
caused by the updated 
component. 
Online Monitoring (Step 9) – 
Monitor at runtime the 
interferences caused by updated 
component(s) and take actions to 
prevent possible interferences. 

Timing 
Contention 

Updated 
component is not 
compatible with 
existing software 

E.21 Defects in software 
maintenance / updating – 
Updated component(s) not 
compatible with system 
software (e.g., OS, libraries, 
services). 

The updated 
component(s) or any 
other component in the 
system is unable to 
execute its function or is 

Virtual Compatibility and 
Integration check (Step 4) – 
Check that the version of 
updated component(s) is 
compatible with the versions of 
system software. 

Version 
Compatibility 
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E.21 Defects in software 
maintenance / updating – 
Resource needs for the 
updated component(s) are 
incompatible with the resource 
needs of the rest of the 
software components (e.g., 
assigned resources, resource 
sharing policy). 

executed with wrong 
data or deadline miss. 

Virtual Compatibility and 
Integration check (Step 4) – 
Check that the resource and 
timing requirements for the 
updated component(s) are 
compatible with the resource 
requirements for the rest of the 
system components. 

System Resource 
allocation 
Timing 
Compatibility 

E.21 Defects in software 
maintenance / updating – 
Updated component ports are 
not compatible with the rest of 
the software components (e.g., 
wrong data type, wrong 
transmission frequency, 
missing data). 

Virtual Compatibility and 
Integration check (Step 4) – 
Check that the communication 
ports of the updated 
component(s) are compatible 
with the ports of the rest of 
system components. 

Component 
Communication 
Port Compatibility 

No security update 
to solve 
vulnerability or the 
security update fails 
to solve 
vulnerability 

E.21 Defects in software 
maintenance / updating – The 
update does not address the 
detected vulnerability. The component keeps 

running with the 
vulnerability. 

Offline Monitoring (Step 10) – 
Verify that the update has solved 
the vulnerability by checking that 
the vulnerability was in the 
updated component(s) and that 
it was solved after the update. 
Verify that the downloaded 
update file is the right one. 

Security audit 
Update file 
version 

E.21 Defects in software 
maintenance / updating – The 
update is not delivered in a 
timely manner. 

Online Monitoring (Step 9) – 
Verify that the update timeframe 
is not violated. 

Update 
timeframe 
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5 SASE PROPERTIES 

The previous FMEA (see Table 1), presents a set of potential failure causes that could result in 
an unsuitable update and identifies the corresponding countermeasures. These causes could 
be driven by systematic failures committed unintentionally by users and developers in the 
design. As a summary, the potential failure causes can be classified into three groups: (i) faulty 
or wrong system component composition and/or compatibility, (ii) faulty or wrong system 
resource management, and (iii) faulty or wrong update procedure and/or update middleware. 

The SASE properties specify the dependencies and constraints of the system software 
components and the underlying hardware as well as the properties and constraints of the 
update process and file. These SASE properties are classified into vertical, horizontal, and 
update process properties: 

▪ Vertical platform properties define the interfaces of a component with the underlying 
system software and hardware (i.e., resource assignment). This is critical to ensure that a 
component with an associated contract is only used in contexts compliant with its 
assumption and that there exists at least one acceptable system configuration and 
environment to accommodate the new update, without causing unexpected 
interferences on the rest of the system. 

▪ Horizontal component compatibility and composition properties cover the 
dependencies between related software components (e.g., timing and causality 
properties in a chain of software components). Their main purpose is describing the 
compatibility and composition rules of the various components that form a higher-level 
component of the system. 

▪ Update process properties consist of a set of criteria to determine, on the one hand, that 
the system complies with the conditions on which the update has to be executed and, on 
the other hand, the correct implementation of the update process according to the 
update dynamicity and granularity. 

Next subsections describe first the scope of SASE properties and present a simplified gateway 
architecture. This architecture is then used for the description of the safety and security 
properties identified through the previous FMEA and considering also the requirements posed 
by functional safety standards (i.e., IEC 61508-3 Annex D) for compliant items (see Section 
3.3). Moreover, the following sections also state how SASE properties will be used for update 
acceptance and runtime verification, which is further described through the contracts and 
constrain checks in D4.1. Finally, a summary of the described properties and associated checks 
is provided. 

5.1 Scope of SASE properties 

The UP2DATE reference architecture (refer to Section 4 in D3.2 for a complete description) is 
comprised of three main system elements distributed across a secure network design: a 
server, a Mixed-Criticality Cyber Physical System (MCCPS) gateway and end-devices. The 
update server is responsible for update management, providing the main mechanisms for the 
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gateway and end-devices update. The SASE properties will be used as an integral part of the 
update strategy, to evaluate the suitability, integration, and compatibility of any new 
application update against the status of the system (gateway or end-device) before and after 
an update. The SASE properties defined within the following subsection are related to the 
update file as well as to the various software components running on the gateway and end-
devices. However, the multiple examples given in the following subsections for describing the 
SASE properties refer to a simplified version of the gateway architecture described in 
deliverable D3.2. The main reasons for the selection of the gateway as the example platform 
is that, in contrast to the end-devices, it comprises a more complex and complete solution, 
however, the properties described for the gateway could be applicable to end-devices too. 
Note that this deliverable identifies and describes the properties that are considered relevant 
(based on the FMEA of Section 4) for guaranteeing the safety and security of the update at a 
high level. Then, the detailed application of a subset of these properties in the UP2DATE 
architecture and its elements will be described in future WP4 deliverables (D4.1, D4.2, D4.3). 

In terms of functionality, the simplified gateway architecture shown in Figure 6 comprises an 
update middleware, a monitoring middleware and multiple mixed-criticality user applications. 
These functions are integrated into different partitions on top of a virtualization layer (i.e., 
hypervisor). User applications form component CA, which is composed by a safety-critical 
application (component CB) and a non-safety critical application (component CC). Each of the 
(sub-)components is assigned to a different partition and can be individually updated. As show 
in the figure (the colouring represents the resource allocation for each partition), there is a 
one-to-one partition to core allocation, core sharing, or virtual cores are not considered in the 
example and the hypervisor runs in an independent core. Each partition has its own separate 
memory region, in fact memory sharing or virtual memory is not considered in the example. 
In contrast, the system bus/interconnect is shared among all system software components. 

 

Figure 6: MCCPS gateway architecture 

5.2 Vertical platform properties 

Integrated mixed-criticality systems rely on a partitioning approach to guarantee 
independence of execution in the spatial and temporal domains, where resource 
encapsulation is a key feature. Spatial independence concerns about the code and private data 
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of a partition, which shall not be altered by another partition. Whereas temporal 
independence ensures that the execution of one partition does not interfere the execution of 
other partitions in such a way that a deadline violation is caused. 

However, in general system components are designed to interact, i.e., to exchange or share 
data, to wait and synchronize on control events, etc. For that purpose, the components share 
common resources for both, communication – i.e., shared access to busses, memories, and 
I/O (input/output) devices – and for computation, i.e., shared use of processing units. 
Therefore, many relevant properties of such shared resources, like the actually remaining 
memory or the actually available computation power, are not solely determined by these 
components, but are also dependent on the timed evolution of (maybe multiple) other 
components’ properties, such as those components’ claims for memory budgets or 
computation load budgets. In this sense, the rather complex architecture of high-performance 
heterogeneous MPSoC platforms, such as the reference platforms we considered in UP2DATE 
as described in deliverable D2.2, pose major challenges concerning time predictability and 
resource sharing. This usually results in an overly pessimistic scenario where many resources 
are wasted for the sake of safety, or in underestimations that cause interferences or deadline 
misses. For example, consider a system with multiple software components with their 
corresponding timing specification in the form of contracts; the execution of a new software 
component (not considered at the time of defining the timing specifications) competing for 
the same shared resources could cause contention and affect the timing behaviour of the 
existing system in such a way that it is no longer compliant with a contract’s assumption. 
Therefore, it is necessary to guarantee both, the independence of execution among different 
components and that the assumptions of the contracts hold at system runtime execution. 

The FMEA shown in Table 1, analyses update process failures which are related to resources 
assignment and resource usage (i.e., updated component runs out of resources or is unable 
to access a shared resource, updated component causes interferences in other components). 
SASE properties to detect such failures, rely on multiple vertical platform properties which 
have been grouped into contention, system configuration, system resource allocation, timing, 
power and temperature. 

5.2.1 Contention 

Interference caused by the complex architecture of high-performance heterogeneous MPSoC 
platforms, known as resource contention, is a potential source of failures [5, 6]. Functional 
safety standards such as IEC 61508 require the definition of cyclic scheduling algorithms 
supported by WCET analysis to achieve the required independence of execution. In addition, 
ISO 26262, which explicitly covers multicore processors in its latest revision, highlights the 
importance of evaluating the influence of hardware and software interactions and its effects 
on timing behaviour. Accordingly, we rely on multicore WCET analysis techniques that 
consider the temporal contention caused by software running at the same time in parallel 
cores and accessing shared resources, so it is composed of: 

𝑀𝑢𝑙𝑡𝑖𝑐𝑜𝑟𝑒 𝑊𝐶𝐸𝑇 = 𝑊𝐶𝐸𝑇𝑖𝑠𝑜𝑙 + 𝑐𝑜𝑛𝑡𝑒𝑛𝑡𝑖𝑜𝑛 𝑏𝑜𝑢𝑛𝑑  
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UP2DATE considers two possible alternatives to estimate the contention bound: the fully-time 
composable (FTC) and the partially-time composable (PTC) models. The former, derives a 
WCET estimate that is an upper bound to the slowdown of a component regardless of the load 
that any of its contender components puts on the shared resources [7, 8]. Although the FTC 
model derives time composable WCET bounds, which considers the worst scenario 
independent from the components that are running on parallel cores and therefore poses 
clear advantages on incremental integration. However, obtaining the actual worst case for all 
possible combinations in a multicore environment may result in overly pessimistic WCET 
estimates that might not be suitable for meeting with application timing requirements. On the 
contrary, the latter offers tighter WCET estimates by making some assumptions on the 
contenders that can be executed together with the component under analysis. For instance, 
it is possible to derive a contention model that assumes a pre-defined maximum number of 
parallel contenders, the number and type of request to shared resources and the time each 
type of request holds the shared resource [7, 8]. This model allows limiting interferences in 
shared resources to guarantee that as far as the defined pre-conditions are met, every 
component shall be capable of finishing its execution without exceeding its timing deadline. 
However, a higher contention than the one considered at design time might cause deadline 
misses either in the updated component or in other components in the system. 

Multiple factors might cause such deviation from design time estimates (e.g., design time 
error, malware diffusion, configuration error). To avoid and control the interferences caused 
by shared resource usage, guaranteeing that the conditions assumed for the WCET estimation 
are met, the following contention properties are defined (Figure 7 shows an example for 
contention management properties): 

▪ Interference budget: estimated shared resource utilization upper bound (e.g., bus 
accesses, cache misses) of a particular component during a given time interval. 

▪ Supported interference bound: maximum shared resource utilization a particular 
component can support from other parallel components in a given time interval. 

▪ Caused interference: actual shared resource utilization of a particular component in a 
given time interval. 
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Figure 7: Example for contention management properties 

It is then crucial to check the interference bound before an update, as part of Step 4 in the 
Update Cycle (Virtual Compatibility and Integration Check). Moreover, to detect unexpected 
interferences or anomalies in resource usage, the interferences caused by each component is 
checked at runtime (Update Cycle Step 9 - Online Monitoring). 

▪ Interference bound check: it verifies that the sum of the interference estimate for all 
configured contenders does not exceed the supported interference bound of any of the 
parallel components, updated as well as existing components. 

𝑠𝑢𝑝𝑝𝑜𝑟𝑡𝑒𝑑 𝑖𝑛𝑡𝑒𝑟𝑓𝑒𝑟𝑒𝑛𝑐𝑒 𝑏𝑜𝑢𝑛𝑑
> 𝑠𝑢𝑚 𝑜𝑓 𝑐𝑜𝑛𝑡𝑒𝑛𝑑𝑒𝑟 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡𝑠′ 𝑖𝑛𝑡𝑒𝑟𝑓𝑒𝑟𝑒𝑛𝑐𝑒 𝑏𝑢𝑑𝑔𝑒𝑡 

▪ Caused interference check: it monitors interferences caused by all system components, 
such as cache misses or bus accesses and verifies that they are below the predefined 
interference budget. 

𝑖𝑛𝑡𝑒𝑟𝑓𝑒𝑟𝑒𝑛𝑐𝑒 𝑐𝑎𝑢𝑠𝑒𝑑 𝑏𝑦 𝑎 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡 < 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡′𝑠 𝑖𝑛𝑡𝑒𝑟𝑓𝑒𝑟𝑒𝑛𝑐𝑒 𝑏𝑢𝑑𝑔𝑒𝑡 

5.2.2 System configuration 

The system configuration describes the running partitions and end-devices, assigned 
resources and access rights among others (e.g., CPU allocation, and operation frequency; 
memory, clock or I/O device allocation and access rights). It is defined by the user and shall be 
compatible with the update (e.g., if the update implies adding a new mixed-criticality partition 
with a new user function the configuration should consider this new partition). In fact, 
according to IEC 61508-3 Annex D, compliant items (i.e., update software) shall provide 
information concerning the configuration of the software element itself as well as its software 
and hardware runtime environment among others. Related to the system configuration, the 
following properties are defined (see the example Figure 8): 
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Figure 8: Example for system configuration 

▪ Required system configuration: it specifies the system configuration considered at 
design time. 

▪ Current system configuration: it specifies the actual configuration of the system 
platform at a given time instance. 

When the properties considered in contracts depend on other system properties (e.g., timing), 
these properties shall be considered in the assumptions about the components environment 
(context). The system configuration constitutes to a large extent the context for the system 
components. As described in Section 3.1, if a component is used in a context not compliant 
with its assumptions, its contract can be jeopardized. Moreover, timing independence might 
also be compromised if the runtime system configuration differs from the configuration 
considered when performing the timing analysis. Therefore, it shall be ensured that the 
runtime system configuration is the same as the configuration considered at design time to 
derive the specifications for dependent SASE properties. Moreover, design decisions on the 
configuration shall hold after an update. Therefore, when reconfiguring the system as part of 
the update installation (step 6 in the update cycle), it shall be ensured that the system 
configuration matches the design time configuration. 

▪ System configuration check: verify that the runtime system configuration (after 
reconfiguration at deployment) is equal to the required system configuration (design time 
configuration). 

𝑟𝑒𝑞𝑢𝑖𝑟𝑒𝑑 𝑠𝑦𝑠𝑡𝑒𝑚 𝑐𝑜𝑛𝑓𝑖𝑔𝑢𝑟𝑎𝑡𝑖𝑜𝑛 = 𝑟𝑢𝑛𝑡𝑖𝑚𝑒 𝑠𝑦𝑠𝑡𝑒𝑚 𝑐𝑜𝑛𝑓𝑖𝑔𝑢𝑟𝑎𝑡𝑖𝑜𝑛 
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5.2.3 System Resource allocation 

An appropriate assignment and usage of resources (e.g., CPU, memory, I/O devices, inter-
partition communication channel) is critical to ensure either independence of execution or 
bounded interference. Moreover, the resource overhead that will be introduced during the 
update process (i.e., resource usage of the multiple partitions that take place in the update 
process) is also critical. Therefore, the following system resource properties have been 
defined for each platform resource (Figure 9 shows an example): 

▪ Resource requirement: resource needs of a particular component based on its 
specification. 

▪ Resource budget: assigned amount of each resource to a particular component. 

▪ Resource capacity: total amount of each resource in a particular hardware platform. 

▪ Resource usage: runtime use done of each resource by a particular component. 

 

Figure 9: Example for system resource allocation 

The resource allocation is done at design time and enforced by configuration at runtime. In 
order to detect failures in the resource allocation, multiple checks are required. Before an 
update, as part of the update cycle step 4 virtual compatibility and integration check, the 
resource budget configured to each component shall be checked against its requirements. 
Moreover, to ensure that the system’s resource capacity is not exceeded, a resource capacity 
check is required (see IEC 61508-7 C.5.20 [1]). The system resource usage shall also be 
monitored at runtime (update cycle step 10 online monitoring) to ensure that the 
configuration is appropriate. System resource runtime monitoring (update cycle step 10 
offline monitoring) also allows detecting anomalies in the system which might be caused by 
security issues, such as Denial of Service attacks. 

▪ Resource budget check: it verifies that the configured resource budget is sufficient to 
meet with the component's resource requirements. 

𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡′𝑠 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑏𝑢𝑑𝑔𝑒𝑡 > 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡′𝑠 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑟𝑒𝑞𝑢𝑖𝑒𝑚𝑒𝑛𝑡 
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▪ Resource capacity check: it verifies that for each hardware resource (e.g., CPU, memory, 
I/O device, number of inter partition communication channels) the sum of the hardware 
resource budget assigned to every component (e.g., update manager, monitoring, 
application partition, hypervisor) is below the system capacity of that particular hardware 
resource. 

𝑠𝑦𝑠𝑡𝑒𝑚 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑐𝑎𝑝𝑎𝑐𝑖𝑡𝑦 > 𝑠𝑢𝑚 𝑜𝑓 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡𝑠′ 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑏𝑢𝑑𝑔𝑒𝑡 

▪ Resource usage check: it verifies that resource usage does not exceed a predefined 
resource budget. 

𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡′𝑠 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑢𝑠𝑎𝑔𝑒 < 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡′𝑠 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑏𝑢𝑑𝑔𝑒𝑡 

𝑠𝑢𝑚 𝑜𝑓 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡𝑠′ 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑢𝑠𝑎𝑔𝑒 <  𝑠𝑦𝑠𝑡𝑒𝑚 𝑟𝑒𝑠𝑜𝑢𝑟𝑐𝑒 𝑐𝑎𝑝𝑎𝑐𝑖𝑡𝑦 

5.2.4 Timing 

To ensure execution independence, resource allocation shall be combined with a suitable 
scheduling table, which is defined considering the Worst-Case Execution Time (WCET) of each 
component. Figure 10 shows a definition of timing related properties: 

▪ WCET: maximum length of time a particular component could take to execute on a 
specific hardware platform. 

▪ Time budget: assigned amount of CPU time (time slot) to a particular component. 

▪ Time capacity: total amount of CPU time in an execution cycle. 

▪ Execution time: time elapsed while a particular component is running. 

 

Figure 10: Example for timing management properties 

Before an update (Update Cycle Step 4 - Virtual Compatibility and Integration Check), the time 
budget assigned to each component shall be checked against its requirements. Moreover, a 
check is also required to determine whether there is enough processor time available (i.e., 
time capacity) to run all the components in the system, including the updated component(s). 
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However, as already mentioned, time predictability in high-performance MPSoC platforms is 
a known, open challenge and timing faults are a potential source of failure. For this reason, 
standards require the use of monitoring techniques (e.g., watchdogs) (see IEC 61508-7 A9 [1], 
ISO 26262-5 Table D.8 [9]) that allow detecting and reacting to faults or deviations from 
specification while the system is in operation. Therefore, execution time shall be continuously 
monitored (Update Cycle Step 9 - Online Monitoring). 

▪ Time budget check: it verifies that the time budget assigned to each component is greater 
than the component’s WCET. 

𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡′𝑠 𝑡𝑖𝑚𝑖𝑛𝑔 𝑏𝑢𝑑𝑔𝑒𝑡 > 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡′𝑠 𝑊𝐶𝐸𝑇 

▪ Processor time capacity check: it verifies that the processor time capacity is sufficient to 
run all the allocated components 

𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑜𝑟 𝑡𝑖𝑚𝑒 𝑐𝑎𝑝𝑎𝑐𝑖𝑡𝑦 > 𝑠𝑢𝑚 𝑜𝑓 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡𝑠′ 𝑡𝑖𝑚𝑖𝑛𝑔 𝑏𝑢𝑑𝑔𝑒𝑡 

▪ Execution time check: it is a continuous runtime monitoring mechanism which verifies 
that the execution time of every component fits within the allocated time budget and 
that, therefore, no component exceeds its deadline. 

𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡′𝑠 𝑒𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒 < 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡′𝑠 𝑡𝑖𝑚𝑖𝑛𝑔 𝑏𝑢𝑑𝑔𝑒𝑡 

5.2.5 Power and Temperature 

Apart from timing, other non-functional aspects such as power and temperature are also 
relevant in a safety-critical system since a deviation from specification of such properties can 
lead to dangerous failures. Properties related to power and temperature management are 
defined bellow and an example is provided in Figure 11: 

▪ Power / Temperature specification: power / temperature range (upper- / lower-bound) 
at which the system shall operate. 

▪ Power consumption / Runtime temperature: system’s runtime temperature and power 
consumption. 

 

Figure 11: Example for power and temperature management properties 
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Standards highly recommend taking measures against temperature increase (see IEC 61508-2 
Table A.16 / IEC 61508-7 A.10). Concerning power consumption, the runtime power 
consumption of the system after an update shall not exceed a predefined power consumption 
upper-bound. Moreover, monitoring the system’s power consumption at runtime provides 
means to detect anomalies in the system operation which might be caused by security issues 
(e.g., a component is not allowed to run so the power consumption is lower than expected). 
Therefore, runtime power consumption and temperature monitoring (update cycle step 9 
online monitoring) are required. 

▪ Power consumption check: it monitors power consumption at runtime to detect 
over/under-voltage conditions. 

𝑠𝑦𝑠𝑡𝑒𝑚′𝑠 𝑝𝑜𝑤𝑒𝑟 𝑐𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛 𝑙𝑜𝑤𝑒𝑟 𝑏𝑜𝑢𝑛𝑑 < 𝑠𝑦𝑠𝑡𝑒𝑚′𝑠 𝑝𝑜𝑤𝑒𝑟 𝑐𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛
< 𝑠𝑦𝑠𝑡𝑒𝑚′𝑠 𝑝𝑜𝑤𝑒𝑟 𝑐𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛 𝑢𝑝𝑝𝑒𝑟 𝑏𝑜𝑢𝑛𝑑 

▪ Temperature check: it monitors system’s temperature at runtime to take emergency 
actions before the system starts to operate outside its specification. 

𝑠𝑦𝑠𝑡𝑒𝑚′𝑠 𝑟𝑢𝑛𝑡𝑖𝑚𝑒 𝑡𝑒𝑚𝑝𝑒𝑟𝑎𝑡𝑢𝑟𝑒 < 𝑠𝑦𝑠𝑡𝑒𝑚′𝑠 𝑡𝑒𝑚𝑝𝑒𝑟𝑎𝑡𝑢𝑟𝑒 𝑢𝑝𝑝𝑒𝑟 𝑏𝑜𝑢𝑛𝑑 

5.3 Horizontal component compatibility and composition properties 

From a general point of view, compatibility between components can be understood as the 
capability of either cooperating in an intended manner, or, at least, coexisting without 
unintended impact (i.e., interference) or harm on each other. The compatibility between 
components depends on the individual properties of all the components to be composed. 
Describing these properties in terms of contracts, allows to decouple interdependent 
component properties such that for each component on its own the assumption determines 
all the environments the component is compatible with. In this way, it shall be ensured that a 
component with an associated contract is never used in a context not compliant with its 
assumption. For this purpose, as described in Section 5.2, vertical properties and associated 
checks have been defined. 

Beyond this contract-based understanding of compatibility, the initially mentioned more 
general understanding of compatibility, in terms of cooperating in an intended manner, leads 
to another aspect that is called refinement in contract-based design. In short, the properties 
of a component refine the properties of another component if the refining properties imply 
the refined ones, i.e., that for any compatible environment of the refined component, the 
refining component would be a valid substitution. 

Based on this notion of compatibility and composability, the following subsections give an 
overview over relevant checks which are necessary to validate the overall integration of an 
update (i.e., a replacement for an application partition) in the environment in which this 
update is expected to replace another component. These checks shall be accomplished before 
the update deployment, as part of Step 4 (Virtual Compatibility and Integration Check) in the 
Update Cycle. 
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5.3.1 System Resource Compatibility and Composition 

Besides checking the appropriate hardware resource management in the system, to ensure a 
safe and secure update, it is also necessary to verify the compatibility of the update with the 
rest of the system in relation to hardware resources (virtual integration and compatibility 
check). Therefore, as shown in the example Figure 12, the resource requirements (refer to 
Section 5.2.1 for resource requirement definition) for every system component shall be 
compatible and composable. To this end, hardware resource sharing/privacy as well as access 
rights shall be considered. 

 

Figure 12: Example for system resource compatibility and composition 

▪ HW resource sharing/privacy check: it verifies that if the resource requirements of a 
component (e.g., updated component) consider a shared hardware resource with 
another component, the resource requirements of this other component also consider 
the sharing of the same hardware resource with the first component (e.g., updated 
component). It also verifies that if the resource requirements of a component (e.g., 
updated component) specify a set of software components to share a resource with, no 
other component, besides those specified, requires that shared resource. On the 
contrary, if a hardware resource is required to be private according to the resource 
requirements of a component (e.g., updated component), it verifies that no other 
software component in the system requires that exact hardware resource. 

▪ HW resource access right check: it verifies that if the resource requirements of a 
component (e.g., updated component) consider that this is the only component with 
write access to a shared hardware resource, no other software component in the system 
requires write access rights on that shared resource. The same is verified for read access 
rights. It also verifies that if the resource requirements of a component (e.g., updated 
component) specify a set of software components to have read access rights to a shared 
resource, no other component, besides those specified, requires read access rights to that 
shared resource. The same is verified for write access rights. 
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5.3.2 Component Communication Port Compatibility 

A component shares information with other system components through component ports. 
To ensure a safe, secure, and functionally correct runtime behaviour after an update, port 
compatibility shall be ensured for the updated component with the rest of the system 
components. In fact, IEC 61508-3 Annex D states that the safety manual for a compliant item 
shall include details of any constraint in the interface of the software element. In relation to 
communication port compatibility, the following properties are defined (Figure 13 shows an 
example): 

▪ Communication port requirements: port specifications for a particular component (e.g., 
data, unit, type, read/write frequency, interaction permission). 

 

Figure 13: Example for component communication port compatibility 

Before an update, the compatibility of port requirements for every system software 
component, updated and existing components, shall be verified (step 4 of the update cycle, 
virtual compatibility and integration check). Possible conflicts are, for example, that no 
component generates the input(s) required on the updated component or that the output(s) 
of the updated component is/are not needed by other components, component blocking due 
to synchronization mechanisms for data coherence among components, incompatible data 
format, component interacts with a component that is not allowed to interact with. 

▪ Port compatibility check: it verifies that every component port is connected, that the 
interaction is permitted (based on a security policy), and that this connection is coherent 
(i.e., the data, unit, type, and read/write frequency of two connected ports are equal). 
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5.3.3 Version Compatibility 

The version is a unique number that specifies the order in which updates for the same update 
target correlate to each other. The component version could be used for expressing and 
providing abstract functional properties, mapping the required and provided functional 
services of the application running in a component to this single type. A component could 
require other system components to provide certain services of other applications. As stated 
in IEC 61508-3 Annex D, a compliant item dependent on other systems shall provide 
information concerning its compatibility with them (e.g., operating system version, previous 
releases, etc.). Therefore, the following version related properties are defined (Figure 14 
shows an example): 

▪ Version compatibility list: it specifies the system software components’ versions a 
particular component version is compatible with. 

▪ File version: it identifies the version of the update file to be installed in a particular 
component (i.e., partition or end-device). 

▪ Component version: it identifies the current application version running in a particular 
component (i.e., partition or end-device). 

 

Figure 14: Example for version compatibility 

When updating a component, the whole system shall preserve version compatibility to ensure 
system’s safety, security, and functionality. Therefore, prior to initiating the update 
procedure, component version compatibility shall be verified: 

▪ Version compatibility check: looking into the version compatibility list, it verifies that the 
version of the updated component is compatible with the version of the rest of the 
components in the system and the underlying system software layer (i.e., OS, libraries, 
services, etc.). 
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5.3.4 Timing Compatibility and Composition 

To ensure a safe and functionally correct system behaviour after an update, the updated 
component shall be timing compatible with its embedding environment. The timing aspect 
specially concerns repetition time, period and jitter of repeated input/output events and 
signals, and time-coordinated computation (i.e., synchronization) of system components 
through timed events, durations, and reaction delays. Considering these aspects, Figure 15 
shows an example of the timing properties defined bellow: 

▪ Timing requirements: it refers to the timing specifications (e.g., repetition time, offset 
and jitter of repeated input/output events and signals, and time-coordinated 
computation – i.e., synchronization – of system components through timed events, 
durations, and reaction delays) of a component. 

▪ Timing behaviour: it refers to the runtime observation of timing properties in a 
component’s execution. 

 

Figure 15: Example for timing compatibility and composition 

Prior to an update, through the timing requirements defined for each component, system 
timing compatibility and composability shall be checked. Nevertheless, timing predictability in 
high performance MPSoC platforms is a known challenge. For this reason, besides checking 
timing compatibility and composability before the update, it shall also be verified at runtime 
to detect possible deviations of the components’ timing behaviour from their specification. 

▪ Timing compatibility/composability check: it verifies that the timing requirements of the 
component under update are compatible with the timing requirements of the rest of the 
system components. Moreover, it verifies that the timing requirements of a component 
(parent component) can be refined into the timing requirements of its (sub-)components 
(child components). 
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▪ Timing monitoring: it verifies at runtime that the timing behaviour of every component 
meets with its timing requirements. 

5.4 Update process properties 

The update execution process, defined in deliverable D3.2, will be accompanied by metadata, 
which is generated on the server and provided together with the update file. Thus, this meta-
information is used to apply the multiple checks on the update process properties. These 
update process checks can be related to either (i) the update dynamicity and granularity, or 
(ii) user or system runtime information concerning the conditions on which the update shall 
be executed. The update dynamicity relates to the different system states at which an update 
can take place, that is: offline, online, and runtime update (Section 3.4.2 in deliverable D3.2 
provides a complete description for each case). Whereas the update granularity refers to the 
scope of the update: full system, partition (CPU), partition (GPU), configuration parameters of 
the applications or security related functions and protocols (Table 3 in deliverable D3.2 
provides information concerning updatable components). Update process properties shall be 
determined based on these two factors. In addition, these properties depend on user design 
time or runtime information concerning the update execution criteria. The following 
subsections provide a description of the various update process properties and the 
corresponding checks. 

5.4.1 Update file type 

The file type hints which software or hardware is compatible with a file, as it describes its 
internal structure. Figure 16 in the next page shows an example for the defined properties 
related to the file type: 

▪ Required file type: expected file type according to the update granularity and target. 

▪ Actual file type: file type of the update package in the update repository. 

The update file type might be different according to the update granularity (i.e., full system, 
partition (CPU), partition (GPU), configuration parameters of the application, security related 
functions and protocols) and the candidate platform for the update (i.e., gateway partition or 
end-device). Therefore, verifying the coherency of the update file type with the update 
granularity and the update target device prior to its deployment (Update Cycle Step 2) 
provides means to detect, for example, defects in the update manager (e.g., wrong update file 
retrieved from the repository). 

▪ Update file type check: verifies that the update file type that is going to be deployed 
matches the required file type according to the update granularity and update target 
device. 

𝑟𝑒𝑞𝑢𝑖𝑟𝑒𝑑 𝑓𝑖𝑙𝑒 𝑡𝑦𝑝𝑒 = 𝑎𝑐𝑡𝑢𝑎𝑙 𝑓𝑖𝑙𝑒 𝑡𝑦𝑝𝑒 
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Figure 16:Example for update file type 

5.4.2 Update target 

The update target identifies the component (i.e., partition or end-device) which is to be 
updated. This is a unique identifier to make sure only the correct component is being updated, 
while components which are not an update target are not interfered with. Properties related 
to the update target identification are defined bellow and an example is provided in Figure 
17: 

 

Figure 17: Example for update target 
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▪ Required update target: it specifies the component where the update file is expected to 
be deployed. 

▪ Actual update target: it identifies the component that is being updated. 

To ensure that the software update deployment is being done in the appropriate partition or 
end-device, before installing the update, it shall be checked that the target where the update 
is going to be installed is the required update target. This provides means to detect, for 
example, defects in the update manager (i.e., wrong target selection) or communication re-
routing errors (e.g., transmission to the wrong target). 

▪ Update target check: verifies before the installation of the update that the actual update 
target matches the required update target. 

𝑟𝑒𝑞𝑢𝑖𝑟𝑒𝑑 𝑢𝑝𝑑𝑎𝑡𝑒 𝑡𝑎𝑟𝑔𝑒𝑡 = 𝑎𝑐𝑡𝑢𝑎𝑙 𝑢𝑝𝑑𝑎𝑡𝑒 𝑡𝑎𝑟𝑔𝑒𝑡 

5.4.3 Update file version 

Application updates and the corresponding updatable target should follow a common version 
numbering system to uniquely identify different versions and families of an application by 
individual identifiers and version numbers. Therefore, the component version and file version 
properties (please refer to Section 5.3.3 for their definition) are used to validate the update 
file version (an example is shown in Figure 18). 

 

Figure 18: Example for update file version 

Before deploying the update file, as part of the Update Cycle Step 2 (Design time Check), its 
version shall be verified. To be a valid update, the update should have a version number that 
identifies this update as a newer version than the component to be updated. Vice versa, if an 
update fails, rolling back to a previous configuration should ensure, that the version number 
of the rollback has a version number older that the current component version. As a third 
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case, replacing the application in a component by another application with a completely 
different version number – e.g., due to enforcing the installation of a much older version or 
due to belonging to a different family branch – should be considered as a different process. 
Adding a new component with its corresponding application should also be considered as a 
different process. Therefore, the following checks are defined: 

▪ Update check: verifies that the version of the update file that is going to be deployed is 
greater than the version of the component that is being updated. 

𝑢𝑝𝑑𝑎𝑡𝑒 𝑓𝑖𝑙𝑒 𝑣𝑒𝑟𝑠𝑖𝑜𝑛 > 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡 𝑣𝑒𝑟𝑠𝑖𝑜𝑛 

▪ Rollback check: verifies that the version of the rollback file that is going to be deployed is 
smaller than the version of the component that is being updated. 

𝑟𝑜𝑙𝑙𝑏𝑎𝑐𝑘 𝑓𝑖𝑙𝑒 𝑣𝑒𝑟𝑠𝑖𝑜𝑛 < 𝑐𝑜𝑚𝑝𝑜𝑛𝑒𝑛𝑡 𝑣𝑒𝑟𝑠𝑖𝑜𝑛 

5.4.4 Update file integrity 

To ensure that valid software elements and data are deployed in the target device, the 
integrity of the update file must be verified. For this purpose, an update file error-detecting 
mechanism is needed, a checksum such as Cyclic Redundancy Check (CRC) code, widely used 
in storage devices and digital networks to detect accidental data changes. This technique is 
also extensively used in embedded and safety-critical systems, as recommended by safety 
standards (i.e. IEC 61508 [1]). As shown in the example Figure 19, the following properties 
have been defined: 

 

Figure 19: Example for update file integrity 

▪ Baseline checksum: it consists of a trusted CRC code (or equivalent) for the update file. 

▪ Current checksum: the CRC code (or equivalent) of the update file at a given time 
instance. 



Page 40 of 48 

D3.1 - Definition of relevant SASE criteria for contracts 
V2.00 

The integrity of the update file and data shall be verified prior to its installation to ensure, on 
the one hand, that the update file has not been corrupted and avoid if so a malware diffusion 
due to a user error (not a deliberate attack) and, on the other hand, that the update file has 
not been damaged due to an accidental information alteration in the communication, 
memory, or disk. 

▪ Update file integrity check: verifies that the CRC code of the update file and data that is 
being installed matches its baseline CRC code. 

𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒 𝑐ℎ𝑒𝑐𝑘𝑠𝑢𝑚 = 𝑐𝑢𝑟𝑟𝑒𝑛𝑡 𝑐ℎ𝑒𝑐𝑘𝑠𝑢𝑚 

5.4.5 Update timeframe 

For security reasons, the delivery of update shall be accomplished in a timely manner (i.e., 
within the update timeframe). The update timeframe defines the time elapsed since the 
update is available in the server, until it is deployed and running in the target gateway partition 
or end-device. In relation to the update timeframe, the following properties are defined 
(Figure 20 shows an example): 

 

Figure 20: Example for update timeframe 

▪ Required update timeframe: it specifies the maximum update timeframe according to 
the update nature, granularity, and criticality, among others. 

▪ Current update timeframe: it is the time elapsed since the update was stored in the 
update repository. 

To ensure that the update is delivered in a timely manner, from the moment a new update is 
stored in the update repository, the update timeframe shall be continuously monitored 
(Update Cycle Step 9 - Online Monitoring). 
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▪ Update timeframe check: verifies that the update timeframe does not exceed the 
maximum update timeframe. 

𝑚𝑎𝑥𝑖𝑚𝑢𝑚 𝑢𝑝𝑑𝑎𝑡𝑒 𝑡𝑖𝑚𝑒𝑓𝑟𝑎𝑚𝑒 > 𝑐𝑢𝑟𝑟𝑒𝑛𝑡 𝑢𝑝𝑑𝑎𝑡𝑒 𝑡𝑖𝑚𝑒𝑓𝑟𝑎𝑚𝑒 

5.4.6 Security audit 

Security audits are executed to detect and characterize security incidents in a timely manner, 
which may statically or continuously be executed, in which updated security policies and 
profiles should be enforced. Periodic policy compliance (such as fulfilment of standards 
requirements) and vulnerability assessments (list of all detected and characterized public 
vulnerabilities) are crucial to detect early system vulnerabilities, which may be later exploited 
by an attacker. In line with this, the following properties are defined: 

▪ Security policy: it specifies the security policy and profiles to be enforced by the system. 

▪ Known public vulnerabilities list: it specifies the known public vulnerabilities present in 
the system. 

The following checks, accomplished by the security auditor, are then defined: 

▪ Policy compliance check: The compliance of the system against security policies, 
including system configuration, and standards. 

▪ Vulnerability assessment check:  All public vulnerabilities present in the system are 
identified and evaluated. 

Once a new system weakness/vulnerability is discovered, the applicability of such security 
issue on the target system shall be verified. The potential impact of the security-related 
incidents shall be then evaluated, and the security incident assessed. At this point, a risk 
analysis is performed, and after that, a remediation measure defined [10]. It must be noted 
that, specially dealing with industrial control systems and legacy systems, a software 
vulnerability is not always remedied with a software upgrade and other measures, such as 
deactivation of certain functions or implementation of additional organisational procedures 
might be applied. After the update process is successfully accomplished, a new security audit 
shall be performed to ensure that the security vulnerability has been fixed. 
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5.5 Summary of SASE properties 

Table 2 summarizes the SASE properties that should be checked to detect and prevent the potential failure causes identified in the previous 
FMEA (see Table 1). According to the failure that it is intended to mitigate, SASE properties might be checked statically and/or dynamically. 
The static check could be accomplished in the server, before the update file is downloaded (i.e., update cycle step 2 – Design time checks) or 
in the gateway, either before or after the update has been installed (i.e., update cycle step 4 – Virtual Compatibility and Integration check or 
update cycle step 7 – Verification). Some SASE properties might also be checked dynamically at runtime, either in the gateway or in the end-
device based on the runtime monitoring mechanism of D5.1 (i.e., update cycle step 9 – Online monitoring or update cycle step 10 – Offline 
monitoring). The SASE properties and associated checks provide means to detect and avoid failures cause due to a faulty or wrong system 
component composition and/or compatibility, faulty or wrong system resource management, and faulty or wrong update procedure and/or 
update middleware. 

Table 2: Summary of SASE properties 

SASE property 
Method 

Static check Continuous runtime monitoring 

Vertical platform 
properties 

System configuration 

▪ System configuration check: verify that 
the system configuration after 
reconfiguration at update installation 
step is equal to design time system 
configuration. 

n.a. 

System 
Resource 
Allocation 

Resource 
requirement 

▪ Resource budget check: verify that the 
HW resource requirements of each 
component do not exceed the 
configured resource budget. 

▪ Resource usage check: verify that 
every component’s resource 
usage is within the allocated 
resource budget and that the sum 
of every component’s resource Resource 

budget 
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SASE property 
Method 

Static check Continuous runtime monitoring 

Resource 
capacity 

▪ Resource capacity check: verify that the 
sum of HW resource budgets allocated 
for all running components is below 
systems resource capacity. 

usage does not exceed system 
resource capacity. 

Resource 
usage 

Timing 

WCET 
▪ Time budget check: verify that the 

execution time budget assigned to each 
component is greater than its WCET. 

▪ Processor time capacity check: verify 
that there is enough processor time 
available (system capacity) to run every 
component in the system, including the 
update component(s). 

▪ Execution time check: verify that 
the execution time of every 
component fits within the 
allocated execution time budget. Timing budget 

Processor time 
capacity 

Execution time 

Power and 
Temperature 

Power capacity 
n.a. ▪ Power consumption check: verify 

that the power consumption of 
the system is within the defined 
consumption bounds. 

▪ Temperature check: verify that 
the runtime temperature of the 
system is within the defined 
temperature bounds. 

Power 
consumption 

Temperature 

Contention 
Interference 

bound 

▪ Interference bound check: verify that 
the sum of the interference budget 

▪ Caused interference check: verify 
that the interference caused by 
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SASE property 
Method 

Static check Continuous runtime monitoring 

Caused 
interference 

estimated for each of a component’s 
contenders does not exceed the 
supported interference bound of that 
component (e.g., maximum supported 
cache misses or bus accesses). 

each component (e.g., caused 
cache misses or bus accesses) is 
below the estimated interference 
budget. 

Horizontal 
component 

compatibility and 
composition 
properties 

System Resource Compatibility 
and Composition 

▪ HW resource sharing/privacy check: 
verify that the resource sharing/privacy 
requirements of a component are 
compatible with the rest of the system 
components. 

▪ HW resource access right check: verify 
that the resource access rights of a 
component are compatible with the rest 
of the system components. 

n.a. 

Component Communication 
Port Compatibility 

▪ Port compatibility check: verify that 
every component port is connected, that 
the interaction is permitted, and that the 
connection is coherent (e.g., coherent 
data, unit, type, read write frequency). 

n.a. 

Version Compatibility and 
Coherency 

▪ Version compatibility check: verify that 
the version of the updated component is 
compatible with dependant user 
software components and with 
underlying system software layer. 

n.a. 



Page 45 of 48 

D3.1 - Definition of relevant SASE criteria for contracts 
V2.00 

SASE property 
Method 

Static check Continuous runtime monitoring 

Timing Compatibility and 
Composition 

▪ Timing compatibility / composability 
check: it verifies that the timing 
requirements of components are 
compatible with each other. It verifies 
that the timing requirements of a 
component can be refined into the 
timing requirements of its sub-
components. 

▪ Timing monitoring: it verifies at 
runtime that every component 
timing behaviour meets with its 
timing requirements. 

Update process 
properties 

Update file type 

▪ Update file type check: verify that the 
update file type is coherent with the 
update granularity and with the target 
partition/end-device where it is meant 
to run. 

n.a. 

Security audit 

Security policy 
▪ Policy compliance check: verify that system fulfils with the security policies, 

configuration, and standards. 

▪ Vulnerability assessment check: verify that all public vulnerabilities are 
identified and evaluated. 

Known public 
vulnerabilities 

Update target 

▪ Update target check: verify that the 
target where the update is going to be 
installed is the required update target. 

n.a. 

Update file version 

▪ Update check: verify that the update is 
identified with a newer version than the 
component to be updated. 

n.a. 
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SASE property 
Method 

Static check Continuous runtime monitoring 

▪ Rollback check: verify that the rollback is 
identified with a version older that the 
component to be updated. 

Update file integrity 

▪ Update file CRC check: before the 
installation verify there have not been 
accidental data changes. 

▪ Update file checksum check: before the 
installation verify there have not been 
unauthorized changes. 

n.a. 

Update timeframe 

n.a. ▪ Update timeframe check: verify, 
continuously since an update is 
available in the repository, that 
the maximum update timeframe 
is not exceeded. 
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6 CONCLUSION 

This report provided the definition of the safety and security acceptance criteria to be 
considered in the process of running software updates. To this end, we relied on the 
definitions and considerations of standards with respect to incremental certification and we 
complemented it with an evaluation of the possible failures in the update process and their 
effects. As a result, we present a set of SASE properties, which are used for update acceptance 
prior to its execution as well as for update and system validation at runtime. 

The adoption of OTASU in the safety- and security-critical domains is an open research 
challenge. In this direction, UP2DATE proposes a modular update approach that guarantees 
the correct integration of update components into the overall system. To this end, update 
components, which shall be pre-certified compliant-items according to IEC 61508, are 
characterized through a set of SASE properties. Through an FMEA of the update cycle defined 
within D3.2, and also considering IEC 61508 requirements for compliant items, three groups 
of SASE properties are defined: vertical platform properties, horizontal component 
compatibility and integration properties, and update process properties. The first group 
defines the interfaces of the update component with the underlying system software and 
hardware. These properties concern about system resource management and configuration 
and are critical to reason about the environment where a component is used. The second 
group covers the dependencies between related software components providing means to 
describe the composition and compatibility of components that form a higher-level 
component in the system. The third group of properties is related to the update process itself 
and defines the criteria to ensure the compliance of the conditions under which the update 
can be performed as well as the correct implementation of the update process itself. 

Based on the defined SASE properties, the deliverable proposes the checks that shall be 
applied to verify that the update meets with the safety and security criteria for its acceptance. 
These checks will take place in various steps of the update process, covering design time 
checks, virtual compatibility and integration checks, update verification activities as well as 
runtime checks through online and offline monitoring. The mechanisms to define and evaluate 
the SASE properties and associated checks that are defined within deliverable D4.1 combine 
the adoption of a design-by-contract approach with additional constraint checks. 
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