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1 EXECUTIVE SUMMARY 

This deliverable is the result of the definition of a contract-based, modular specification and 
verification concept for composable updates performed in “Task 4.1 – Contract concept for 
modular and composable updates”. The objective of this task is to define a contract-based 
specification and verification concept for the safety and security (SASE) properties of Over-
the-air Software Updates (OTASU), which are identified in deliverable “D3.1 – Definition of 
relevant safety and security criteria for contracts”. The resulting contract-based design (CBD) 
concept for SASE-properties provides the formal basis for the later update-verification, i.e., 
compatibility- and integration-checking for online- and runtime-updates, as well as for the 
online monitoring. 

The CBD-concept comprises of two parts: First, contract-based compositional specification 
and verification of timing-properties (i.e., task-runtimes, response-times, event-offsets, and 
jitter), and second, constraint-based specification and hierarchical verification of additional 
requirements for the compositionality of the timing-specifications, using metadata- and 
resource-constraints to determine the hardware/software (HW/SW) configuration the timing-
properties are valid for. Based on that, the deliverable defines update-compatibility as 
satisfying both, the timing-contracts and the corresponding metadata- and resource-
constraints. With that, checking UP2DATE update-compatibility becomes a combination of 
contract-based composition and refinement-checking (called VIT - virtual integration test), 
and checking a fixed set of formal metadata- and resource-constraints over a dedicated set of 
interface-types (called HCMC – hierarchical constraint- and metadata checking).  

To give an overview of how timing-contracts and metadata- and resource-constraints can be 
used to verify update-compatibility, the deliverable shows the formal concepts and gives an 
outline for a prototypic tool implementation for the specification and verification of the 
timing-properties and the metadata- and resource constraints. 

 

This deliverable is released in relationship to deliverables D3.2, D3.1 and D5.1 from WP3 and 
WP5 respectively. Due the strong bonds in terms of concepts and content (explained in section 
2.2.), the authors would like to suggest the following deliverable reading order: 

 

Figure 1: Suggested M15 deliverable reading order 

D3.2 D3.1 D5.1 D4.1
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2 INTRODUCTION 

This document will introduce the concepts for a contract- and constraint-based specification 
and verification of modular and composable updates. Contracts and CBD have evolved to a 
powerful theory for the formal specification and verification of composed systems’ properties, 
particularly, for checking the correctness of refining the property specification of a system by 
the property specifications of the subcomponents the system will finally be composed of. 
Describing properties in terms of logical implications between assumptions (preconditions) 
and guarantees (postconditions) contracts allow to formally express and analyze the 
interdependencies between the properties of different components, using assume-guarantee 
reasoning. Applying this to the horizontal interdependencies between the properties of 
neighboring components, and to the vertical interdependencies between the properties of a 
system-component and the properties of its encapsulated subcomponents, allows to formally 
define a concept of substitutability called refinement. Intuitively, refinement declares, 
whether a component can be replaced by another one without causing incompatibilities. 
Consequently, this notion of formal refinement provides the formal baseline for verifying the 
compatibility of UP2DATE OTASU updates. 

2.1 Scope of this deliverable 

 The work reported in this deliverable is the result of project Task 4.1 “Contract concept for 
modular and composable updates”. Task 4.1 finalizes with the submission of this document at 
Month 18 of the project. The outcomes of this task are the baseline for developing the update-
validation strategy, for its integration within the update execution process and thus, for its 
implementation by the update middleware as well as for the online- and runtime-monitoring 
concept. To this end, the focus of this document is mainly the declaration of interface- and 
composition-types, together with a methodology, a language and a tooling concept for a 
component-based, hierarchical specification and verification of composable updates. 

2.2 Relation to other UP2DATE deliverables 

This deliverable, “D4.1 -UP2DATE Middleware Foundations”, provides the basic definition of 
update-compatibility (i.e., the SASE-relevant compatibility-requirements of updates) as well 
as of a framework for the formal specification and verification of update-compatibility based 
on timing-contracts and metadata- and resource-constraints. These definitions form the 
baseline for: First, the definition and implementation of pre-update compatibility-checking 
and virtual-integration-testing, both, at the server-side, as well as at the system side, as a part 
of the update-process, to be explained in deliverables “D4.2 - UP2DATE online updates” and 
“D4.3 - UP2DATE runtime updates”. And second, for the post-update monitoring of software-
properties and resource-constraints during the runtime, based on the monitoring strategies 
and SASE-metrics presented in “D5.1 – Initial Monitoring and Controllability report” and “D5.2 
– Mid Monitoring and Controllability report”.  

To achieve that, the contract concept for modular and composable updates is strongly based 
on a definition of first concepts for an updateable system, summarized in deliverable “D3.2 – 
Initial UP2DATE Architecture definition”, as well as on the definitions of first concepts for the 
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update process and the post-update validation checking, which will be reported in detail later 
deliverables “D4.2 - UP2DATE online updates” and “D4.3 - UP2DATE runtime updates”. 

Finally, to validate and test our concepts, our exemplary implementations will mainly focus on 
the resource- and timing-properties of updates for the primary research platform, consisting 
of the NVIDIA Jetson AGX Xavier development board with an ARM multicore processor 
running the Linux-based hypervisor KVM. The detailed information can be found in deliverable 
“D2.2 – Baseline definition”. However, our definition of update-compatibility and our 
approach to update-compatibility checking is not limited to this platform.  

 

Figure 2: UP2DATE M15 deliverable’s relationship 

Since extra-functional properties of a software-application, such as timing, memory-usage, or 
power-consumption, highly depend on the platform the software is running on, it is necessary 
to express strong assumptions about the platform-configuration (i.e., resource-constraints) to 
allow for a contract-based reasoning about extra-functional properties (EFP). Hence, the 
deliverable is also based on knowledge about the initial architecture definition, reported in 
“D3.2. – Initial UP2DATE Architecture”. Later, to characterize these properties to get the model 
and the monitors for a specific hardware-software platform, its details become relevant, as 
they are given for the primary research platform in “D2.2 – Baseline definition”.  
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Furthermore, while the focus of the contracts is mainly on timing-properties and timing-
compatibility, the necessary resource-constraints for ensuring update-compatibility and 
compositionality are strongly based on deliverable “D3.1 – SASE criteria for contracts”, 
providing the safety- and security-relevant properties to be considered. Additional input 
comes from “D5.1 – Initial Monitoring and Controllability Report” which provides a technical 
inside to the properties that can actually be measured on the target platform. 

In Figure 2 we can see a graphical overview of the relationships between deliverables that 
were originally planned for M15 of UP2DATE. 

3 INTRODUCTION TO CONTRACT-BASED DESIGN 

This deliverable is built on the concepts of contract-based design and other methodologies 
based on it. Thus, before delving deeper into details of the UP2DATE concept, we introduce 
the necessary preliminaries to understand those. 

3.1 Preliminaries of contract-based design 

In recent years, the theory of CBD has become a powerful theory to support system design 
with formalisms for a component-based, and thus modular, specification, composition, and 
verification. Considering running applications, application updates, and their embedding 
HW/SW environment by the means of components, and specifying their properties in terms 
of contracts, the principles of CBD can become applicable to formally verify updates. The 
following sections provide an overview of the motivation of using CBD and its formal 
background 

3.1.1 Motivation  

The central motivation of contracts and contract-based design is to formally analyze whether 
a given property specification of a system can safely be replaced by another, possibly more 
detailed and composed property specification of that system. In this notion of substitutability 
(called refinement) several key questions of system design are involved, namely:   

 whether a given component-model fulfils a given property specification (i.e., the 
notion of satisfaction) 

 whether two given component-models are equal or behave equally (i.e., the notion 
of equality) 

 whether a given component can safely and correctly run in those environments that 
previously have been safe and correct for another component were (i.e., the 
notions of refinement, compatibility, and consistency) 

For updates, these questions are essential, to check whether the runtime-properties of a 
component are correct after the update (i.e., runtime-monitoring), to detect erroneous 
changes of an update (i.e., coherency-validation), e.g., affected by an erroneous upload or a 
security attack, and finally, to check the compatibility and consistency of an update with 
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respect to other applications and their embedding HW/SW-environment (i.e., replaceability-, 
or refinement-checking). 

Furthermore, the contract-based notion of refinement-checking aims at a framework with 
compositional contracts for compositional properties, i.e., with a formal definition for the 
interpretation of properties in terms of component-models and component-model classes 
(i.e., types), as well as for the composition operation(s) between those component-models. 
Consequently, the contract-based notion of refinement-checking involves the following key 
questions of system design, too: 

 which properties and which type has the component-model of the composed 
system, resulting from integrating its individual sub-components (i.e., the notion of 
compositional, component-based design) 

 whether there exists a composed system-model, i.e., a composition of sub-
component-models, whose properties and type are either equal to or a refinement 
of a given specification for that system components (i.e., the notion of a 
compositional interpretation and satisfaction of properties) 

For updates, these questions are essential, to analyze, to which extend the properties of an 
update for a component affect the properties of the overall composed system, and vice-versa, 
whether this update properly works within that given composition. 

For that purpose, Contracts and CBD provide a language and a compositional semantic 
framework for specifying such component-models in terms of their properties as well as the 
corresponding operations and relations of composition, interpretation, satisfaction, and 
refinement. The next section formally explains these concepts in detail. 

3.1.2 Theoretical foundation (meta-theory)  

The Meta-Theory of CBD [1] provides the fundamental definition of CBD in terms of the 
general set of formal requirements a consistent CBD-Theory must satisfy. In other words, the 
CBD-Meta-Theory can be considered as the general requirements specification of a CBD-
Theory. Shortly summarized it requires: 

1. the definition of a set of composable component-models (shortly components), that is 
denoted by the symbol 𝕄, and which is closed under component composition 

2. the definition of component composition, denoted by ⊗𝕄, such that it is an internal 
operation on 𝕄, i.e., ⊗𝕄 : 𝕄 × 𝕄 →  𝕄, and such that it is associative and 

commutative, respectively, i.e., (𝑀1 ⊗𝕄 𝑀2) ⊗𝑀 𝑀3 = 𝑀1 ⊗𝕄  (𝑀2 ⊗𝑀 𝑀3), and, 
𝑀1 ⊗𝕄 𝑀2 = 𝑀2 ⊗𝕄 𝑀1, for all components 𝑀1, 𝑀2, 𝑀3 ∈ 𝕄. 

3. the definition of a set of contracts, denoted by the symbol ℂ; typically, for A/G-
Contracts (A/G: Assume/Guarantee), this definition equals the formal, contract 
specification language ℒℂ ≔ { (𝐴, 𝐺)|𝐴, 𝐺 ∈  ℒΦ}, whose assumptions and guarantees 
𝐴 and 𝐺, respectively, are expressions of a formal property specification language ℒΦ 
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4. the definition of a semantic interpretation function for contracts, denoted by 
⟦ _ ⟧ℂ: ℂ → 2𝕄 × 2𝕄, which interprets each contract 𝐶 ∈ ℂ, in terms of two sets of 

component-models ℰ, ℳ ∈ 2𝕄 (i.e., ℰ, ℳ ⊆ 𝕄), such that, ⟦ 𝐶 ⟧ℂ = (ℰ, ℳ), where ℰ 
denotes the set of environment components that are compatible with 𝐶 and where ℳ 
denotes the set of implementation components that are consistent with 𝐶; typically, 
for A/G-Contracts, this definition is given in terms of the semantic interpretation 
function for the underlying property specification language ℒΦ, denoted by 
⟦ _ ⟧Φ: ℒΦ → 2𝕄, such that ℰ = ⟦ 𝐴 ⟧Φ, ℳ = ⟦ 𝐺 ⟧Φ, and ⟦ 𝐶 ⟧ℂ = (⟦ 𝐴 ⟧Φ, ⟦ 𝐺 ⟧Φ). 

5. the definition of two satisfaction relations, denoted by the symbols ⊨𝐸 , ⊨𝑀 : 𝕄 × ℂ, 

which correspond to the interpretation ⟦ 𝐶 ⟧ℂ = (ℰ, ℳ) of each contract 𝐶 ∈ ℂ, and 
which relate this contract with all those components 𝐸 ∈ 𝕄 that are compatible with 
𝐶 (i.e., 𝐸 ⊨𝐸 𝐶 ⇔ 𝐸 ∈ ℰ) and all those components 𝑀 ∈ 𝕄 that are consistent with 𝐶 
(i.e., 𝑀 ⊨𝑀 𝐶 ⇔ 𝑀 ∈ ℳ); typically, for A/G-Contracts, this definition is simplified 
using the semantic interpretation function ⟦ _ ⟧Φ for the property specifications 
𝐴, 𝐺 ∈ ℒΦ, such that 𝐸 ⊨𝐸 𝐶 ⇔ 𝐸 ∈ ⟦ 𝐴 ⟧Φ and 𝑀 ⊨𝑀 𝐶 ⇔ 𝑀 ∈ ⟦ 𝐺 ⟧Φ. 

6. the definition of a refinement relation between contracts, denoted by the symbol 

≼ℂ : ℂ × ℂ, such that �̌� ≼ �̂� ⇔ (( ℰ̂ ⊆ ℰ̌) ∧ (ℳ̌ ⊆ ℳ̂)) (the contravariant set-

inclusion relation between environments and implementations) holds for an abstract 

contract �̂� ∈ ℂ and a concrete contract  �̌� ∈ ℂ, whose interpretations are given by 

⟦ �̂� ⟧
ℂ

= (ℰ̂, ℳ̂) and ⟦ �̌� ⟧
ℂ

= (ℰ̌, ℳ̌) 

7. the definition of a composition operation for contracts, denoted by ⊗ℂ, such that it is 

an internal operation on ℂ, i.e., ⊗ℂ : ℂ × ℂ →  ℂ, and such that for all contracts 
𝐶1, 𝐶2 ∈ ℂ, and all components 𝐸, 𝑀1, 𝑀2 ∈ 𝕄 the following formula is decidable and 
true, ensuring that contract interpretation is compositional with respect to contract 
composition: 

𝐶1 ⊗ℂ 𝐶2 =  𝑚𝑖𝑛 {𝐶 ∈ ℂ |    (

(𝑀1 ⊨𝑀 𝐶1) ∧

(𝑀2 ⊨𝑀 𝐶2) ∧

(𝐸 ⊨𝐸 𝐶)

) ⇒ (

(𝑀1 ⊗𝕄 𝑀2 ⊨𝑀 𝐶) ∧

(𝐸 ⊗𝕄 𝑀1 ⊨𝐸 𝐶2) ∧

(𝐸 ⊗𝕄 𝑀2 ⊨𝐸 𝐶1)

)} 

8. the definition of a conjunction as well as a disjunction operation for contracts, denoted 

by ∧ℂ and ∨ℂ, respectively, with ∧ℂ, ∨ℂ : ℂ × ℂ →  ℂ, and such that, considering the 

order of the refinement relation ≼ℂ, the contract conjunction forms the greatest lower 
bound (GLB) of the contracts, and contract disjunction builds the least upper bound 
(LUB) of the contracts, requiring both, GLB and LUB to exist within ℂ. 

For a more detailed explanation of the Meta-Theory and other examples of contract-theories, 
refer to [1]. 

3.2 Contracts in UP2DATE 

Based on the meta-theory introduced on the section before, this section will give an 
introduction to contracts. Contracts are used to describe the interaction of a component with 
its environment and can describe what it does and when and how it does things. In Figure 3 
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we can see component 𝑀, the environment of 𝑀, which consists of all components beside it 
and interfaces between 𝑀 and the environment. 

Figure 3: Contracted component 

The interfaces of component 𝑀 are annotated with 𝐴 for the assumptions on the inputs and 
with 𝐺 on the guarantees on the outputs. The contract 𝐶 for 𝑀 is then represented by the 
tuple (𝐴, 𝐺). This means, that if the environment can fulfil assumption 𝐴 from component 𝐶, 
𝐶 will fulfil guarantee 𝐺. 

3.2.1 Functional and non-functional contracts 

We can distinguish two different types of contracts, functional and non-functional ones. 
Functional contracts specify constraints for the function of a component, i.e., for the  intended 
input-to-output relation between its input and output values. Given that the inputs satisfy the 
specified assumptions, these contracts promise that the outputs will satisfy the specified 
guarantee. Exemplarily, considering the modulo operation 𝑦 =  𝑥 𝑚𝑜𝑑 4 as the function of a 
component, one possible assumption of the component could require the input 𝑥 to be a 
positive integer, i.e., “𝑥 ∈ ℕ and 𝑥 > 0”, and a possible guarantee could promise that the 
output 𝑦 will be a non-negative integer less then 4, i.e., “𝑦 ∈ ℕ and 0 ≤ 𝑦 < 4”.   

While this is a great first step, we need more assurance in a real system. Beside the functional 
guarantees, we also require non-functional guarantees, e.g., related to timing and resource 
usage. Thus, in contrast to the functional properties, non-functional properties, constraints or 
contracts will not ensure that the component will give the correct output to some input, but 
to execute its function in a specific range of quality, e.g., in a specific time or with only a 
specific set of resources. Hence, applying the previously outlined concepts of components, 
contracts, and their composition also to non-functional properties, this allows us to formally 
talk about the non-functional compatibility requirements of a composed system, which is, 
what this deliverable is focusing on. 

environment 

component 𝑀 

𝐴 𝐺 

𝐶 = (𝐴, 𝐺) 
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3.3 Contract Refinement Checking or Virtual Integration Testing 

With the system being contracted, we can now look at how to assure that the contracts of a 
composed system are actually satisfied. For that, the notions of contract satisfaction, 
composition and refinement (see Section 3.1.2, paragraphs 5-7) become important.  

In general, contract refinement checking and virtual integration testing mean equal things, 
namely, to systematically and correctly derive a proof for a property of a composed system by 
systematically and correctly giving proofs for the components, the system is composed of.  

For that, in a first part, they check if the contracts of all components are fulfilled according to 
the satisfaction check, ensuring that each single component works as specified. To also make 
sure that the hierarchical composition of the components is valid, in the second step, they 
check, if for each contract of the subcomponents, the other contracts ensure valid inputs, i.e., 
if each component runs in a compatible environment which satisfies the assumptions of that 
component. Finally, it is checked whether satisfying the guarantees of the subcomponents 
does also imply, that the guarantees of the system are satisfied. This way, contract-based 
refinement checking or VIT builds a compositional proof of the system properties based on 
the properties of its components. In Figure 4 we can see such a composition of components 
𝑆1 and 𝑆2 together with their contracts 𝐶𝑆1 and 𝐶𝑆2, intending to refine a composed system 
component 𝑀 with a system contract 𝐶𝑀. 

 

Figure 4: Component composition 

While there is no generally defined distinction between VIT or refinement checking, this 
deliverable tends to use the term virtual integration test (VIT) for a simulation- or monitor-
based approach of refinement-checking, while we prefer to use the more general term 
refinement-checking for the formal approach, mainly based on model-checking. Since both 
kinds of this check will be important for us more details are given in the following chapters: 
Section 6 explains how contracts and contract-based design are used in the simulation-based 
VIT of the MULTIC-Approach and to which extend they are implemented in the prototype of 
the MULTIC-tooling. For a technical explanation of this process using MULTIC, please refer to 

component 𝑀 

component 𝑆2 component 𝑆1 

𝐶𝑆1 = (𝐴𝑆1, 𝐺𝑆1) 𝐶𝑆2 = (𝐴𝑆2, 𝐺𝑆2) 

𝐶𝑀 = (𝐴𝑀, 𝐺𝑀) 
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Section 7.4. Similarly, Section 8.1 explains the details of how contracts and contract-based 
design are used for the formal specification and refinement checking in OCRA. 

4 OVERVIEW OF THE UP2DATE CONTRACT CONCEPT 

The UP2DATE contract concept is a formally supported verification approach with the goal to 
ensure update-compatibility for a safe- and secure update-process. To this end, UP2DATE 
defines a notion of update-compatibility together with a concept for verifying update-
compatibility at four phases of the update life cycle of a software-application. Figure 5 gives 
an overview of this concept, shown for the update-life-cycle of a software-application (SW 
Component A) to be updated. It shows four phases for characterizing and verifying timing-
properties by contracts and contract-based VIT, as well as resource-constraints and update-
metadata by a hierarchical constraint- and metadata check (HCMC).  

Please note, while all these properties, timing-properties as well as resource- and metadata-
requirements, will formally be specified and verified by using contract-based design methods, 
the contracts for the resources and metadata could actually be reduced to simple constraints, 
since they combine the constrained property with either a trivial assumption, or with a trivial 
guarantee. The details about that will be explained in Section 8.3. Furthermore, to get the  
details and to differentiate between the individual resource- and metadata-requirements, 
refer to “D3.1 – SASE criteria for contracts” and Section 5 of this deliverable.  

 

 

Figure 5: Overview of the UP2DATE update-verification steps during the software lifecycle. 

At first (Figure 5, step (1)), at design-time, the final application-update must be characterized 
and annotated by its timing-properties (contracts) together with the metadata- and the 



Page 18 of 64 

UP2DATE Middleware foundations 
V1.1 

resource-constraints the timing-characterization is valid for. To this end, the software must be 
executed within the real HW/SW-environment for which the update is intended. This 
requirement is only relaxed for other software applications, running sufficiently isolated in a 
parallel (virtual) partition. While the design-time characterization of an update requires the 
configuration of the HW, the operating system (OS) and the hypervisor (HV) to completely 
match to the configuration of the intended runtime-system, other software applications, 
running in parallel to the intended update, can be represented by worst-case contender-
dummies, simulating the interference on shared-resources. 

After that (Figure 5, step (2)), the annotated software-update can be virtually tested for 
update-compatibility at the server-side. For that purpose, before the update, the contracts 
and the constraints of the application-update are virtually integrated into a model-based 
representation of the system to be updated, to identify whether the composed system under 
update will satisfy the timing-, resource- and metadata-requirements of this application-
update. To this end, the HCMC proves the satisfaction of the metadata- and resource-
constraints and the timing-VIT performs the compatibility- and refinement-checking with 
respect to the composed system’s timing properties. 

After successfully passing HCMC and VIT at the server-side, the update is transmitted to the 
system to be updated. Here, when the system starts integrating the application-update (Figure 
5, (3)), the MW performs another HCMC at the system-side (update-time HCMC) to check the 
satisfaction of the application-update’s metadata- and resource-constraints for the actual 
runtime-system. If this check fails, the software-update will not be installed. This assures that 
the target system actually is the system that was used for the server-side checks. 

Finally, at runtime (Figure 5, (4)), the running system is continuously monitored by software-
monitors for the metadata- and resource-constraints, as well as for the timing-contracts, 
implementing an online-HCMC and an online-VIT to ensure that update-compatibility is 
satisfied throughout the runtime.  

Thus, from a high-level perspective, UP2DATE update-compatibility is a combined property 
that is defined as: assuming the satisfaction of the update’s metadata- and resource-
constraints at the system level (SYS) and the refinement between the timing-properties of the 
integrated software-system (SWSYS) and the composition of the timing properties of its 
individual software-components ((𝐴𝑃𝑃𝑘)𝑘∈ℕ) is guaranteed, i.e.: 

𝑢𝑝𝑑𝑎𝑡𝑒_𝑐𝑜𝑚𝑝𝑎𝑡𝑖𝑏𝑖𝑙𝑖𝑡𝑦 ⇔ ( 𝐻𝐶𝑀𝐶(𝑆𝑦𝑠) →  𝑉𝐼𝑇(𝑆𝑊𝑆𝑌𝑆, (𝐴𝑃𝑃𝑘)𝑘∈ℕ) 

The reason for this definition is, that without ensuring that all software-components are 
running within the hardware-software environment their timing-properties are characterized 
for, these timing-properties cannot be guaranteed, leading the Timing-VIT to result in false-
positives proves. To prevent this, a hierarchical composition of the software-components’ 
resource-requirements is needed together with comparing the results with the provided 
resource-properties of the HW/SW platform, the software-components are running on. 
However, since UP2DATE metadata- and resource-constraints do not yet build a complete 
contract-theory, the HCMC approach of UP2DATE is not defined as a VIT, but as a formally 
defined, typed composition- and satisfaction-checking approach which is based on: 
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 Hierarchical CBD according to Figure 6, distinguishing multiple different types of 
logic (not physical) component-models, e.g., RMDI-HWOS, RMDI-APPs, RMDI-AENV, 
RMDI-APP, RMDI-MW, RMDI-ON, RMDI-OF, etc. 

 Multi-Viewpoint component-modeling with two different viewpoints: a functional 
event timing (FET) viewpoint, as shown in Figure 7 and explained in Sections 5.5 and 
5.6, with FET-interfaces (FETI) to specify and verify the timing-properties via 
contracts, and a resource- and metadata (RMD) viewpoint, as shown in  Figure 6 
and explained in Sections 5.1 and 5.2, with RMD-interfaces (RMDI) to specify and 
verify the UP2DATE metadata- and resource-constraints.  

 Hierarchical composition and constraint checking of the UP2DATE metadata- and 
resource-constraints of the RMDI model using three types of composition functions 
(⊗), shown in Figure 6, resulting in either the composed software-application 
environment (AENV_k) of a software-application (App_k), or in the composed 
system of all software-applications (APPs), or in the fully integrated hardware-
software system (SYS). 

 Nine functions (checks), summarized in Section 5.3, that are integrated and 
performed by the definition of the three composition functions to evaluate the 
hierarchically composed metadata and resource-constraints. 

Figure 6 summarizes two of these main parts, showing the system composition-structure from 
a logical perspective on the different interface-types (RMDI-HWOS, RMDI-APPs, RMDI-APP, 
etc.) of the resource- and metadata interfaces (RMDI), the three different types of 
composition-functions (⊗), mapping a specific combination of interface-types (e.g., 
𝑅𝑀𝐷𝐼_𝐴𝑝𝑝 ⊗ 𝑅𝑀𝐷𝐼_𝐴𝐸𝑁𝑉) to another specific interface-type (e.g., 𝑅𝑀𝐷𝐼_𝐴𝑃𝑃𝑠). The 
detailed explanation of the approach is given in the next chapter 5, listing the different 
component-interfaces together with the appropriate composition functions, and their 
corresponding checks, which are summarized in Section 5.3. 

Note that the interfaces RMDI_ON and RMDI_OF are modeling the virtual partitions for the 
online- and the offline-monitoring. Thus, from a general viewpoint they could be considered 
in the same way as the models RMDI_APP of the application partitions. However, since the 
resource- and metadata-properties of the monitors depend on which properties must be 
monitored, they depend on the properties of the individual application partitions. As a 
consequence, these properties would need to be comprised from those of the partition 
applications, which currently is not considered. Hence, RMDI_ON and RMDI_OF are not yet 
part of our current RMD model.   Furthermore, we do not distinguissh between hardware-
properties and properties of the hypervisor or the operating system. We model them jointly 
by the RMDI_HWOS. Finally, note that neither RMDI_AENV nor RMDI_APPs are real 
component interfaces on their own, but just the virtual or intermediate results of composing 
the components they enclose by a specific composition function.  
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Figure 6: System Composition Structure from a logical perspective on the interface-types of the resource- and 

metadata interfaces (RMDI). 

Finally, Figure 7 shows the system composition-structure from a logical perspective on the 
FETIs of the SWSYS of the application-software, being composed of the FET-interfaces of N 
software-applications (APP_k). A detailed explanation of specifying and verifying these timing-
specifications is given in the Chapters 6 and 7. 

 

Figure 7: System Composition Structure from a logical perspective on the functional event timing interfaces 

(FETI). 
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Using the described RMD and FET interface models, the timing-properties of a software 
application, as well as the corresponding resource- and metadata requirements of the 
software, both being manually characterized during the characterization phase in step 1, can 
be transferred into a formal model, that is able to be automatically composed and verified 
according to its composition and verification rules. For this purpose, the MULTIC-Approach [2] 
and MULTIC-tooling [3] are used to implement and verify the FET model (see Sections 5-7) and 
OSS and OCRA [6] are used to implement and verify the RMD model (see Sections 5 and 8). 

 

Figure 8: Overview of the contract-based update-compatibility checking, using RMD-HCMC in OCRA and 

Timing-VIT in MULTIC. 

According to our previous explanations, Figure 8 gives an overview of the complete UP2DATE 
concept of contract-based update-compatibility checking, using RMD-HCMC in OCRA and 
Timing-VIT in MULTIC. To this purpose, it connects the manual property characterization of 
the characterization phase in step 1 with the corresponding FET and RMD models in MULTIC 
and OCRA, respectively, and with our previous definition of update-compatibility. 
Furthermore, it shows a summary of all the checks the HCMC is comprised of and which we 
be defined in detail in the Sections (see Sections 5.3 and 8). 

5 OUTLINE OF THE RMD AND FET INTERFACE MODEL 

This section will introduce the different types of interface models of the components for the 
UP2DATE contract concept, which are classified as basic and composed components. For these 
components, we give a short description and introduce their input- and output-ports. We 
differentiate between the resource- and metadata (RMD) interfaces and the functional event 
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timing (FET) interfaces. Additionally, we briefly summarize the relevant kinds of composition 
and the individual property checks, which finally build our HCMC as one part of checking the 
update-compatibility of an update. 

5.1 RMD interfaces for basic components 

This section introduces the RMD interfaces for basic, non-composed components. These 
components are the partitions for applications and update middleware and the platform 
running these partitions. Each port of a component has a type as shown in Table 1, where 
some types are basic Othello System Specification (OSS) types (see Section 8.1 for an 
introduction to the OSS), while some are own definitions derived from these. 

Table 1: RMD types 

Type OSS-Type Description 

Integer Integer Used for all numeric values 

T_HW_CFGID String-Enum Version and configuration identifier of the hardware platform 

T_OS_CFGID String-Enum Version and configuration identifier of the  operating system 

T_HV_CFGID String-Enum Version and configuration identifier of the hypervisor 

T_MW_CFGID String-Enum Version and configuration identifier of the UP2DATE middleware 

5.1.1 RMDI_HWOS 

The HWOS component is the logical representation of the hardware, the operating system 
running on top of the hardware and the hypervisor running then on that operating system. It 
is only providing information about its configuration and condition. Table 2 defines the 
interfaces of this component. Among them, the HW_CFGID, OS_CFGID and HV_CFGID ports 
provide information about the identification (name, variant, and version) and configuration of 
the hardware, operating system and hypervisor respectively. 

For the constraints, we consider four types of hardware resources: CPU, memory, device IO 
and memory mapped IO. For each of these resources, the HWOS provides ports for the overall 
number of resources assigned to partitions (CPU_ASG_PID_RID, MEM_ASG_PID_RID, 
DIO_ASG_PID_RID and MMIO_ASG_PID_RID) as well as the number of available resources of 
each type (CPU_AV_RID, MEM_AV_RID, DIO_AV_RID and MMIO_AV_RID). 

Lastly, two ports provide the power usage and temperature of the hardware via PWR and TMP 
respectively. 

Table 2 shows a list of these ports with their assigned types and their interface direction. Each 
port denoted with a * has one instance for each resource ID (RID) and partition ID (PID). 

Table 2: List of RMDI_HW component ports 

Port Type Direction 
HW_CFGID T_HW_CFGID 

OUT 

OS_CFGID T_OS_CFGID 
HV_CFGID T_HV_CFGID 

CPU_ASG_PID_RID* Integer 
MEM_ASG_PID_RID* Integer 
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DIO_ASG_PID_RID* Integer 
MMIO_ASG_PID_RID* Integer 

CPU_AV_RID* Integer 
MEM_AV_RID* Integer 

DIO_AV_RID* Integer 

MMIO_AV_RID* Integer 

PWR Integer 

TMP Integer 

5.1.2 RMDI_MW 

The MW component is the logical representation of the update middleware partition. It is 
providing information about its identification and configuration like the HWOS on the 
MW_CFGID port. 

Table 3 shows this port with its assigned type and interface direction. 

Table 3: List of RMDI_MW component ports 

Port Type Direction 

MW_CFGID T_MW_CFGID OUT 

5.1.3 RMDI_App 

The App component is a logical representation of an application partition, containing both, 
the hardware and the software information about the partition the application is running on 
as well as metadata used in its specification. On the incoming port side, the component is 
mostly defining information about its environment, composed of the RMDI_HWOS, the 
RMDI_MW and other components of type RMDI_APP. HW_CFGID, OS_CFGID, HV_CFGID and 
MW_CFGID have been defined before and describe the HWOS and MW configuration the App 
is requiring. More detailed, CPU_ASG_PID_RID, MEM_ASG_PID_RID, DIO_ASG_PID_RID and 
MMIO_ASG_PID_RID describe the requirements regarding resource assignments, while 
CPU_FREE_PID_RID, MEM_FREE_PID_RID, DIO_FREE_PID_RID and MMIO_FREE_PID_RID 
provide information about free resources. The port INTF_TOL provides information about the 
tolerated interference of the system.  

On the outgoing side, the App component has ports regarding the actual usage of the 
resources assigned (CPU_USG_RID, MEM_USG_RID, DIO_USG_RID and MMIO_USG_RID) as 
well as caused interference (INTF). The ports PWR, TMP and INTF_MAX provide the 
specification regarding the power, temperature and tolerance properties. 

Table 4 shows a list of these ports with their assigned types and their interface direction. 

Table 4: List of RMDI_App component ports 

Port Type Direction 

HW_CFGID T_HW_CFGID 
IN 

OS_CFGID T_OS_CFGID 
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HV_CFGID T_HV_CFGID 

MW_CFGID T_MW_CFGID 

CPU_ASG_PID_RID* Integer 

MEM_ASG_PID_RID* Integer 

DIO_ASG_PID_RID* Integer 

MMIO_ASG_PID_RID* Integer 

CPU_FREE_PID_RID* Integer 

MEM_FREE_PID_RID* Integer 

DIO_FREE_PID_RID* Integer 

MMIO_FREE_PID_RID* Integer 

INTF_TOL Integer 

INTF Integer 

OUT 

INTF_MAX Integer 

CPU_USG_RID* Integer 

MEM_USG_RID* Integer 

DIO_USG_RID* Integer 

MMIO_USG_RID* Integer 

PWR Integer 

TMP Integer 

5.2 RMD composed components 

This section introduces the logically composed interfaces of RMDI_SYS, RMDI_AENV and 
RMDI_APPs. As previously stated, RMDI_AENV and RMDI_APPS do not provide individual 
interface models on their own but are only just used to represent the results of two specific 
composition functions, to summarize the resource usage of all application partitions for each 
resource type, and to summarize for each application partition the interference which is 
generated by all other application partitions forming the RMDI_AENV environment. Hence, 
this distinction helps to describe and understand the properties of our different composition 
functions without providing explicit interfaces for RMDI_AENV or RMDI_APPs on their own. 

The RMDI_SYS is the system component of our resource model. It serves as an entry point for 
the model and contains the composition of the HWOS with all Apps. 

These Apps are logically composed to the RMDI_APPs component interface. It contains the 
composition of a set of application partitions App(𝑖), which for one specific application 
partition App(𝑘), the update target, always form the corresponding RMDI_AENV environment 
with 𝑖 ≠ 𝑘. Thus, to check update compatibility for a specific partition App(𝑘),  representing 
the update target, it is relevant to check the sum of used resources for all apps, represented 
by RMDI_APPs. The resulting composition functions for that purpose are outlined in Table 5. 

Table 5: List of composition functions, logically forming the RMDI_APPs 

Variable Composition function 

APPs.CPU_USG_RID_SUM 𝐴𝑃𝑃𝑖 .CPU_USAGE + AENV.CPU_USAGE_SUM 

APPs.MEM_USG_RID_SUM 𝐴𝑃𝑃𝑖 .MEM_USAGE + AENV.MEM_USAGE_SUM 

APPs.DIO_USG_RID_SUM 𝐴𝑃𝑃𝑖 .DIO_USAGE + AENV.DIO_USAGE_SUM 

APPs.MMIO_USG_RID_SUM 𝐴𝑃𝑃𝑖 .MMIO_USAGE + AENV.MMIO_USAGE_SUM 



Page 25 of 64 

UP2DATE Middleware foundations 
V1.1 

Differently, the RMDI_AENV contains all application partitions but the update target to 
provide information about everything besides the target partition. Thus, for the composition, 
it provides the sum of resources and the sum of interference maxima for all application 
partitions App(𝑘) different then the update target App(𝑖). Table 6 outlines these functions. 

Table 6: List of composition functions, logically forming the RMDI_AENV 

Variable Composition function 

AENV.CPU_USAGE_SUM 𝐴𝑃𝑃1. CPU_USAGE +  𝐴𝑃𝑃2. CPU_USAGE+ . . +𝐴𝑃𝑃𝑘 . CPU_USAGE  

AENV.MEM_USAGE_SUM 𝐴𝑃𝑃1. MEM_USAGE +  𝐴𝑃𝑃2. MEM_USAGE+ . . +𝐴𝑃𝑃𝑘 . MEM_USAGE  

AENV.DIO_USAGE_SUM 𝐴𝑃𝑃1. DIO_USAGE +  𝐴𝑃𝑃2. DIO_USAGE+ . . +𝐴𝑃𝑃𝑘 . DIO_USAGE  

AENV.MMIO_USAGE_SUM 𝐴𝑃𝑃1. MMIO_USAGE +  𝐴𝑃𝑃2. MMIO_USAGE+ . . +𝐴𝑃𝑃𝑘 . MMIO_USAGE  

AENV.INTF_SUM 𝐴𝑃𝑃1 . INTF_OUT +  𝐴𝑃𝑃2. INTF_OUT+ . . +𝐴𝑃𝑃𝑘 . INTF_OUT 

5.3 RMD check functions 

Checks are used to verify that a system is valid. The checks collect input from different ports 
and compare their values. Table 7 to Table 16 show a list of all implemented checks with their 
description and relation to D3.1 as well as their functional definition. 

5.3.1 HWOS_CFG_CHK – The Configuration-Check of the HW-Configuration, the OS-
Configuration, and the HV-Configuration 

The configuration-check HWOS_CFG_CHK of the hardware-configuration, the operating-
system configuration, and the hypervisor-configuration collects identification (name, variation 
and version) as well as configuration information about the hardware, operating system and 
hypervisor to compare these values, gathered during characterization and represented in 
terms of a unique identifier, with those present on the target system. As the later FETI_VIT 
check depends on an identical system between characterization and target, this check assures 
this configuration equality for the hardware-system, the operating-system, and the 
hypervisor. Thus, this check implements three quarters of the system configuration check of 
section 5.2.2 of D3.1. 

The HWOS_CFG_CHK additionally ensures the HW resource sharing/privacy check and the HW 
resource access right check from section 5.3.1 of D3.1. As the hardware, operating system and 
hypervisor configurations are equal to the specification, the resource configuration is 
indirectly also equal. While there is no explicit check, it is ensured that the configuration that 
was correct during design-time is also correct during update-time and run-time. In Table 7 the 
details about this check are shown. 

Table 7: HWOS_CFG_CHK details 

HWOS_CFG_CHK 

Involved 
Component(s): 

RMDI_HWOS, RMDI_APP 

Specified 
Component: 

RMDI_APP 

Constraint-Type: Assumption 

Symbol: 𝐴𝐴𝑃𝑃
𝑐𝑓𝑔
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Contract-Name 
(Symbol): 

RMDI_APP.C_ CFG (𝑆𝐴𝑃𝑃 . 𝐶𝐴𝑃𝑃
𝑐𝑓𝑔

) 

Formal Outline: 
(Pseudo-Code) 

HWOS_CFG_CHK := (APP.HW_CFGID = HWOS.HW_CFGID) and (APP.OS_CFGID = 
HWOS.OS_CFGID) and (APP.HV_CFGID = HWOS.HV_CFGID) 

 

5.3.2 MW_CFG_CHK – The Configuration-Check of the Middleware-Configuration 

Like the HWOS_CFG_CHK compares the HWOS information, the configuration-check 
MW_CFG_CHK of the middleware-configuration compares the identification (name, variation 
and version) and configuration information about the update middleware at the time of the 
application- and system-characterization and those of the target system at or before update- 
and runtime. Again, to validate the FETI_VIT that follows later, these configurations have to 
be equal. This check implements the last, fourth part of the system configuration check of 
section 5.2.2 of D3.1. In Table 8 the details about this check are shown. 

Table 8: MW_CFG_CHK details 

MW_CFG_CHK 

Involved Component(s): RMDI_MW, RMDI_APP 

Specified Component: RMDI_APP 

Constraint-Type: Assumption 

Symbol: 𝐴𝐴𝑃𝑃
𝑐𝑓𝑔

 

Contract-Name (Symbol): RMDI_APP.C_ CFG (𝑆𝐴𝑃𝑃 . 𝐶𝐴𝑃𝑃
𝑐𝑓𝑔

) 

Formal Outline: 
(Pseudo-Code) 

MW_CFG_CHK := APP.MW_CFGID = MW.MW_CFGID 

 

5.3.3 APP_RES_ASGN_CHK – The Resource-Assignment-Check of an Application-Partition  

The resource-assignment-check APP_RES_ASGN_CHK of an application-partition compares 
the hardware resources (CPU, memory, device IO and memory mapped IO) that are assigned 
to an application according to the configuration at the time of the application- and system-
characterization with those assigned to the target system at or before update- and runtime. 
This check implements the resource budget check from section 5.2.3 of D3.1. In Table 9 the 
details about this check are shown. 

Table 9: APP_RES_ASGN_CHK details 

APP_RES_ASGN_CHK 

Involved 
Component(s): 

RMDI_HWOS, RMDI_APP 

Specified 
Component: 

RMDI_APP 

Constraint-Type: Assumption 

Symbol: 𝐴𝐴𝑃𝑃
𝑟𝑒𝑞

 

Contract-Name 
(Symbol): 

RMDI_APP.C_ REQ (𝑆𝐴𝑃𝑃 . 𝐶𝐴𝑃𝑃
𝑟𝑒𝑞

) 

Formal Outline: 
(Pseudo-Code) 

APP_RES_ASGN_CHK := (APP.CPU_ASG_PID_RID = HWOS.CPU_ASG_PID_RID) and 
(APP.MEM_ASG_PID_RID = HWOS.MEM_ASG_PID_RID) and (APP.DIO_ASG_PID_RID = 
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HWOS.DIO_ASG_PID_RID) and (APP.MMIO_ASG_PID_RID = 
HWOS.MMIO_ASG_PID_RID) 

 

5.3.4 APP_RES_CAP_CHK – The Resource-Capacitance-Check of the HWOS 

The resource-capacitance-check APP_RES_CAP_CHK of the HWOS compares for each 
resource-type, identified by its resource type identifier (RID), if the overall number of 
hardware resources of that type, being available at the HWOS, is greater or equal to the 
summarized hardware resources assigned to all application partitions, identified by their 
partition identifiers (PID). This check implements the resource capacity check from section 
5.2.3 of D3.1. In Table 10 the details about this check are shown. 

Table 10: APP_RES_CAP_CHK details 

APP_RES_CAP_CHK 

Involved 
Component(s): 

RMDI_HWOS 

Specified 
Component: 

RMDI_HWOS 

Constraint-Type: Guarantee 

Symbol: 𝐺𝐻𝑊𝑂𝑆
𝑐𝑎𝑝𝑐ℎ𝑘

 

Contract-Name 
(Symbol): 

RMDI_HWOS.C_ CAPCHK (𝑆𝐻𝑊𝑂𝑆 . 𝐶𝐻𝑊𝑂𝑆
𝑐𝑎𝑝𝑐ℎ𝑘

) 

Formal Outline: 
(Pseudo-Code) 

APP_RES_CAP_CHK := (HWOS.CPU_AV_RID >= HWOS.CPU_ASG_PID_RID_SUM) and 
(HWOS.MEM_AV_RID >= HWOS.MEM_ASG_PID_RID_SUM) and (HWOS.DIO_AV_RID >= 
HWOS.DIO_ASG_PID_RID_SUM) and (HWOS.MMIO_AV_RID >= 
HWOS.MMIO_ASG_PID_RID_SUM) 

 

5.3.5 APP_RES_USG_CHK – The Resource-Usage-Check of an Application-Partition 

The resource-usage-check APP_RES_USG_CHK of an application-partition consists of two 
parts. 

The first part compares for each resource-type, identified by its resource type identifier (RID), 
the hardware resources used by an application at or before update- and runtime against the 
corresponding usage specification at the time of the application- and system-characterization. 
This check implements first part of the resource usage check from section 5.2.3 of D3.1. In 
Table 11 the details about this check are shown. 

Table 11: APP_RES_USE_CHK part 1 details 

APP_RES_USE_CHK – Part 1 

Involved 
Component(s): 

RMDI_APP 

Specified 
Component: 

RMDI_APP 

Constraint-Type: Guarantee 

Symbol: 𝐺𝐴𝑃𝑃
𝑢𝑠𝑔
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Contract-Name 
(Symbol): 

RMDI_APP.C_ USG (𝑆𝐴𝑃𝑃 . 𝐶𝐴𝑃𝑃
𝑢𝑠𝑔

) 

Formal Outline: 
(Pseudo-Code) 

APP_RES_USE_CHK := (HWOS.CPU_AV_RID >= CPU_USG_RID_SUM) and 
(HWOS.MEM_AV_RID >= MEM_USG_RID_SUM) and (HWOS.DIO_AV_RID >= 
DIO_USG_RID_SUM) and (HWOS.MMIO_AV_RID >= MMIO_USG_RID_SUM) 

The second part compares for each resource-type, identified by its resource type identifier 
(RID), the sum of all hardware resources of that type, being used by any application partition, 
identified by its partition identifier (PID), against the corresponding number of available 
resources of that type. This check implements the second part of the resource usage check 
from section 5.2.3 of D3.1. In Table 12 the details about this check are shown. 

Table 12: APP_RES_USE_CHK part 2 details 

APP_RES_USE_CHK – Part 2 

Involved 
Component(s): 

RMDI_APP, RMDI_APPs 

Specified 
Component: 

RMDI_APP 

Constraint-Type: Assumption 

Symbol: 𝐴𝐴𝑃𝑃
𝑢𝑐ℎ𝑘  

Contract-Name 
(Symbol): 

RMDI_APP.C_ UCHK (𝑆𝐴𝑃𝑃 . 𝐶𝐴𝑃𝑃
𝑢𝑐ℎ𝑘) 

Formal Outline: 
(Pseudo-Code) 

APP_RES_USE_CHK := (HWOS.CPU_AV_RID >= APPs.CPU_USG_RID_SUM) and 
(HWOS.MEM_AV_RID >= APPs.MEM_USG_RID_SUM) and (HWOS.DIO_AV_RID >= 
APPs.DIO_USG_RID_SUM) and (HWOS.MMIO_AV_RID >= APPs.MMIO_USG_RID_SUM) 

The APP_RES_USG_CHK additionally ensures the time budget check, the processor time 
capacity check and the execution time check from section 5.2.1 of D3.1 due to the design of 
the system. As the resources used for the time budget, processor time and execution time are 
statically allocated to an application and assured by the APP_RES_USE_CHK during run-time, 
the application has exclusive access to them. 

5.3.6 PWR_CHK – The Power-Supply Check of an Application-Partition 

The PWR_CHK compares the power supply provided by the HWOS against the minimum and 
maximum values allowed according to the characterization of the application. This check 
implements the power consumption check from section 5.2.5 of D3.1. In Table 13, the details 
about this check are shown. 

Table 13: PWR_CHK details 

PWR_CHK 

Involved Component(s): RMDI_HWOS, RMDI_APP 

Specified Component: RMDI_APP 

Constraint-Type: Assumption 

Symbol: 𝐴𝐴𝑃𝑃
𝑝𝑡

 

Contract-Name (Symbol): RMDI_APP.C_ PT (𝑆𝐴𝑃𝑃 . 𝐶𝐴𝑃𝑃
𝑝𝑡

) 

Formal Outline: 
(Pseudo-Code) 

PWR_CHK := APP.PWR_MIN <= HWOS.PWR <= APP.PWR_MAX 
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5.3.7 TMP_CHK – The Temperature Check of an Application-Partition 

The TMP_CHK compares the measured temperature of the HWOS against the minimum and 
maximum values allowed according to the characterization of the application. This check 
implements the temperature check from section 5.2.5 of D3.1. In Table 14, the details about 
this check are shown. 

Table 14: TMP_CHK details 

TMP_CHK 

Involved Component(s): RMDI_HWOS, RMDI_APP 

Specified Component: RMDI_APP 

Constraint-Type: Assumption 

Symbol: 𝐴𝐴𝑃𝑃
𝑝𝑡

 

Contract-Name (Symbol): RMDI_APP.C_ PT (𝑆𝐴𝑃𝑃 . 𝐶𝐴𝑃𝑃
𝑝𝑡

) 

Formal Outline: 
(Pseudo-Code) 

TMP_CHK := APP.TMP_MIN <= HWOS.TMP <= APP.TMP_MAX 

 

5.3.8 INTF_TOL_CHK – The Interference-Tolerance Check of an Application-Partition 

The INTF_TOL_CHK compares the overall interference maximum caused by all applications in 
the environment of an application against the acceptable interference tolerance of that 
application. The overall interference must be less or equal than this limit. This check 
implements the interference bound check from section 5.2.1 of D3.1. In Table 15, the details 
about this check are shown. 

Table 15: INTF_TOL_CHK details 

INTF_TOL_CHK 

Involved Component(s): RMDI_APP, RMDI_AENV 

Specified Component: RMDI_APP 

Constraint-Type: Assumption 

Symbol: 𝐴𝐴𝑃𝑃
𝑖𝑡𝑜𝑙  

Contract-Name (Symbol): RMDI_APP.C_ ITOL (𝑆𝐴𝑃𝑃 . 𝐶𝐴𝑃𝑃
𝑖𝑡𝑜𝑙) 

Formal Outline: 
(Pseudo-Code) 

INTF_TOL_CHK := APP. INTF_TOL_IN >= AENV.INTF_SUM 

 

5.3.9 INTF_MAX_CHK – The Interference-Tolerance Check of an Application-Partition 

The INTF_MAX_CHK compares the interference caused by an application against the allowed 
maximum identified during the application- and system-characterization. The caused 
interference must the less or equal to this limit. This check implements the caused interference 
check from section 5.2.1 of D3.1. In Table 16, the details about this check are shown. 

Table 16: INTF_MAX_CHK details 

INTF_MAX_CHK 

Involved Component(s): RMDI_APP 

Specified Component: RMDI_APP 
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Constraint-Type: Guarantee 

Symbol: 𝐺𝐴𝑃𝑃
𝑖𝑚𝑎𝑥  

Contract-Name (Symbol): RMDI_APP.C_ IMAX (𝑆𝐴𝑃𝑃 . 𝐶𝐴𝑃𝑃
𝑖𝑚𝑎𝑥) 

Formal Outline: 
(Pseudo-Code) 

INTF_MAX_CHK := APP. INTF_OUT <= APP.INTF_MAX_OUT 

5.4 Restrictions 

While we cover most checks related to the resource usage in Section 5.3, there are some 
checks with dynamic properties that are currently not covered by the implementation in this 
deliverable. In Table 17, a list of these checks is given with their check functions. To realize 
these checks, the component interfaces RMDI_MW and RMDI_APP of the middleware and the 
application partitions, introduced in Section 5.1, have to get additional ports for the file type 
(FTYPE_TAR), the checksum and signature (FBIN_CRC and FBIN_SIG), for the identification 
(APP_ID), as well as for the update and rollback information (UPDT_ID, RB_ID, UPDT_VN, 
RB_VN and APP_VN). 

Table 17: List of not implemented resource checks 

Check Description 

APP_FILE_TYPE_CHK 

The APP_FILE_TYPE_CHK compares the file type of the update file 
against the one included in the application specification during update-
time. This check implements the update file type check from section 
5.4.1 of D3.1. 

APP_CRC_CHK 

The APP_CRC_CHK compares the checksum of the update file against 
the one included in the application specification during update-time. 
This check implements one part of the update file integrity check from 
section 5.4.4 of D3.1. 

APP_SIG_CHK 

The APP_SIG_CHK compares the signature of the update file against the 
one included in the application specification during update-time. This 
check implements one part of the update file authenticity check from 
section 5.4.4 of D3.1. 

APP_UPDT_ID_CHK 

The APP_UPDT_ID_OUT_CHK compares the update target identifier 
(target partition/application) against the one included in the application 
specification during update-time. This check implements the update 
target check from section 5.4.2 of D3.1 and is used for the update check 
from section 5.4.3 of D3.1. 

APP_RB_ID_CHK 

The APP_RB_ID_OUT_CHK compares the rollback target identifier 
(target partition/application) against the one included in the application 
specification during update-time. This check is used the rollback check 
from section 5.4.3 of D3.1. 

APP_UPDT_VN_CHK 

The APP_UPDT_VN_OUT_CHK compares the update version of the 
update against the version of the same application (see 
APP_UPDT_ID_OUT_SAT) installed on the system. The update version 
number has to be greater than the installed one. This check implements 
the update check from section 5.4.3 of D3.1. 

APP_RB_VN_CHK 

The APP_RB_VN_OUT_CHK compares the rollback version of the update 
against the version of the same application (see APP_RB_ID_OUT_SAT) 
installed on the system. The rollback version number has to be smaller 
than the installed one. This check implements the rollback check from 
section 5.4.3 of D3.1. 
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5.5 Basic FET interfaces 

This section introduces the FET interfaces for basic components. Comparable to the basic RMD 
interfaces from Section 5.1, these are the lowest level FET interfaces. 

5.5.1 FETI_APP 

The FETI_APP component has in- and out-going ports for timing event traces, FETI_IN and 
FETI_OUT respectively. 

Table 18: List of FETI_APP component ports 

Port Type Direction 

FETI_IN FE-Trace IN 

FETI_OUT FE-Trace OUT 

5.6 Composed FET interfaces 

Following the definition of the basic FET interfaces, this section introduces the composed FET 
interfaces. This is always a composition of one or more FETI_APPs. 

5.6.1 FETI_SWSYS 

The FETI_SWSYS component is a logical boundary of a component (FETI_APP) with MULTIC 
timing properties (see Section 6 for an introduction to MULTIC). Thus, the component has only 
in- and out-going ports for event traces corresponding to those of the MULTIC Tooling VIT and 
monitors. The composition of multiple FETI_APPs is following the MULTIC methodology, which 
is explained in Section 6. 

Table 19: List of FETI_SWSYS component ports 

Port Type Direction 

FETI_IN FE − TraceSet𝐴𝑝𝑝𝑠 IN 

FETI_OUT FE − TraceSet𝐴𝑝𝑝𝑠 OUT 

6 MULTIC TIMING METHODOLOGY AND -TOOLING 

One of the central parts of checking the UP2DATE update-compatibility is the specification 
and verification of timing-properties via the composition of functional event timing interfaces 
(FETI). To this end, UP2DATE uses the MULTIC approach [2] and its tooling implementation, 
called MULTIC-Tooling [3], to perform the timing-VIT, checking the timing-compatibility of an 
update. This chapter gives a brief outline of MULTIC and its application. 

6.1 MULTIC-tooling & MULTIC-approach 

The MULTIC design approach (MULTIC: Multi-Layer Time Coherency) provides a methodology 
[2] and a prototypic tooling support [3] to coherently handle timing properties in a distributed, 
multi-model-based development process. To this end, it is based on four central key 
paradigms, namely a compositional semantic framework, a formal language for timing 
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specifications, precisely defined models of computation, and a concept of converter channels. 
Figure 9 gives an overview of these concepts. 

The compositional semantic framework serves as a carrier for the other three design 
paradigms and provides a generic, and thus abstract, hierarchical component model as a 
structural basis for the system design. Its goal is to describe the individual modelling artifacts 
of a system description using existing modelling languages (e.g., SysML) and to provide the 
basic reference for translating them into artifacts of the conceptual model. For that purpose, 
it defines a generic notion of Assume/Guarantee-Contracts (A/G-Contracts) as a particular 
kind of specification style. It supports the integration of different Models of Computation 
(MoC) for different parts of the system design. It supports the integration of heterogeneous 
MoC using different abstractions, using the concept of Converter Channels (CC). This way, it 
provides concepts that also allow to relate different viewpoints, like functional modelling, and 
the technical realization, as well as different abstraction levels. In the current version of the 
MULTIC-Tooling [3] the formal specification language, the models of computation and the 
semantic framework is focused on timing-properties. Sections 6.1 and 6.2 will give a brief 
outline of the syntax and semantics of these timing-properties as well as of the component-
based design approach of MULTIC. 

 

 

Figure 9: MULTIC Design Paradigms [2]. 

The formal specification language follows the contract-based design approach for timing-
properties, using and extending pattern-based timing specifications from well-established 
system design frameworks, like, e.g., AUTOSAR. 
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The Models of Computation (MoC) provide a formally well-defined execution semantics for 
implementing components, using concrete implementation languages, e.g., C/C++, and 
supporting different abstractions of different viewpoints, such as untimed or discretely timed 
models to represent causal dependencies and interaction in terms of more domain-specific 
languages. To integrate a particular MoC into the semantic framework it requires a mapping 
of the interfaces of the MoC onto the conceptual component model, to define how the models 
are embedded into the component model, as well as a unifying mapping of the potentially 
different semantics of the different MoCs, to one common semantics, which is supported by 
converter channels. 

The Converter Channels (CC) support the modeling of interactions between components with 
different MoCs, e.g., in terms of a definition for the discrete-continuous signal coupling for the 
case of a communication between a discrete-time component and a continuous-time 
component. 

To follow the MULTIC design paradigms, the MULTIC approach is based on contract- and 
component-based design methods, to allow for a formal, hierarchical modelling of reactive 
systems. Therefore, the MULTIC Tool [3] supports component-based design by a Sys-ML 
implementation (Papyrus [4]), based on Eclipse [5], and it implements contract-based design 
based on the syntax and semantics of the formal property specification language MTSL 
(MULTIC Timing Specification Language). The following sections give a brief introduction, how 
to specify the timing-properties of components, using MTSL, how to specify a system’s (de-
)/composition (into)/from its subcomponents, and how contracts and contract-based design 
is used, to verify, if the (de-)/composition is a valid refinement of the system specification, 
which is called VIT (Virtual Integration Test). 

6.2 Timing-specifications with MTSL 

Typical timing properties of reactive systems express requirements or constraints for the time 
-interval between different events, i.e., how much time must or may elapse between an input 
event that triggers a certain function and the output event, which indicates the corresponding 
reaction. Semantically, those properties can be formally described in terms of sets of timed 
trace-sets, representing the timed evolution-scenarios of a set of variables that are satisfying 
the property.  Consequently, the fundamental concept for timing specifications are events.  

An event represents the assignment of a typed value to a variable (port) that is visible at the 
interface of a component. Ports are locally labelled by a unique PortName, or, in hierarchically 
composed components, using a hierarchical indentifier ComponentName’.’PortName. Based 
on that, all MULTIC timing specifications (TimeSpec) refer to one or more such events, where 
the value of those events may or may not be of importance. Deliberately not constraining the 
value domain of the events, an event specification (EventSpec) is given as Port’.’EventValue, 
where the EventValue can be omitted, if the event specification refers to any event value.  

Based on that, timed traces can be understood as sequences 𝜔 = (𝑡𝑖 , 𝜎𝑖)𝑖∈ℕ of events 𝑒𝑖 =
(𝑡𝑖 , 𝜎𝑖), consisting of the time value 𝑡𝑖 and the value 𝜎𝑖 of the variable assignment. An event 
𝑒𝑖 ∈ 𝜔 satisfies an event specification EventSpec, denoted by 𝑒𝑖 ⊨ 𝐸𝑣𝑒𝑛𝑡𝑆𝑝𝑒𝑐, if either 
EventSpec specifies a port and 𝜎𝑖 belongs to the value domain of that port except ⊥ (denoting 
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the absence of an event), or EventSpec specifies an event value EventValue and 𝜎𝑖 is equal to 
that value, i.e., 𝜎𝑖 = 𝐸𝑣𝑒𝑛𝑡𝑉𝑎𝑙𝑢𝑒.  

In addition to a single event specification EventSpec, MULTIC timing specifications may also 
refer to event sequences ’(’ EventList ’)’ or sets of events ’{’ EventList ’}’, where an EventList is 
a comma separated list of at least one event specification EventSpec. For that, a partial timed 
trace 𝜔′ = (𝑡𝑖 , 𝜎𝑖), … , (𝑡𝑖+𝑛−1 , 𝜎𝑖+𝑛−1) of 𝜔 satisfies an event sequence 𝑒𝑠 = (𝑒1, … , 𝑒𝑛), 
denoted by 𝜔′ ⊨ 𝑒𝑠,  if every (𝑡𝑖+𝑘−1 , 𝜎𝑖+𝑘−1) satisfies the event specification 𝑒𝑘, i.e., 
(𝑡𝑖+𝑘−1 , 𝜎𝑖+𝑘−1) ⊨ 𝑒𝑘, for 1 ≤ 𝑘 ≤ 𝑛. Similarly, 𝜔′ = (𝑡𝑖 , 𝜎𝑖), … , (𝑡𝑖+𝑛−1 , 𝜎𝑖+𝑛−1) satisfies an 
event set 𝑒𝑠 = {𝑒1, … , 𝑒𝑛}, denoted by 𝜔′ ⊨ 𝑒𝑠,  if it satisfies any sequence (𝑒𝑠1

, … , 𝑒𝑠𝑛
) for 

which {𝑒𝑠1
, … , 𝑒𝑠𝑛

}={𝑒1, … , 𝑒𝑛} holds. 

Finally, the MULTIC timing specifications are based on time-point expressions (TimeExpr) and 
time-interval expressions (Interval), using the typical numbers, time-units and interval-
delimiters as they are given in Table 20.  

Defined on the given preliminaries, the most relevant specification pattern for describing the 
timing properties of reactive systems in terms of the MTSL are the Repetition-Pattern, the 
Reaction-Pattern, and the Age-Pattern, whose syntax and semantics is summarized as follows: 

Table 20: Syntax-Overview of the MULTIC Repetition-, Reaction- and Age-Pattern. 

TimeSpec :: Repetition | Reaction | Age 
Repetition :: EventList occurs every Interval [ with RepetitionOptions ]? . 
RepetitionOptions :: Jitter [ and Offset ]? | Offset [ and Jitter ]? 
Jitter :: jitter TimeExpr 
Offset :: offset Interval 
Reaction :: whenever EventExpr occurs then EventExpr occurs within Interval [ once ]? . 
Age :: whenever EventExpr occurs then EventExpr has occurred within Interval [ once ]? . 
CausalReaction :: Reaction( EventSpec ’,’ EventSpec ) within Interval . 
CausalAge :: Age( EventSpec ’,’ EventSpec ) within Interval . 
EventExpr :: EventSpec | ’(’ EventList ’)’ | ’{’ EventList ’}’ 
EventList :: EventSpec [ ’,’ EventSpec ]* 
EventSpec :: Port | Port ’.’ EventValue 
Port :: PortName | ComponentName ’.’ PortName 
Interval :: TimeExpr | Boundary Value ’,’ Value Boundary Unit 
TimeExpr :: Value Unit 
Boundary :: ’[’ | ’]’ 
Value :: Number | Number ’.’ Number 
Number :: 0 .. 9 [ 0 .. 9 ]* 
Unit :: s | ms | us | ns 

 
To specify repetitive event occurrences on a particular port, the Repetition-Pattern must 
contain an EventList and an Interval-Definition, possibly extended by RepetitionOptions, which 
are optional. According to the previous explanation of the event lists, the EventList-Parameter 
defines the event(s) to be repeated. Next, the Interval-parameter defines the minimum and 
the maximum of the time periods between the occurrence of the subsequent events. In the 
RepetitionOptions, the optional parameter Jitter defines an additional (non-deterministic) 
delay for the occurrence of an event. Additionally, the optional offset-Parameter allows to 
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define a delay for the first event occurrence. That way, the Repetition-pattern complies with 
the usual meaning of periodic patterns and patterns with minimal and maximal inter-arrival 
times. Figure 10 gives a graphical overview for different parameter-configurations of the 
pattern. 
 
The semantics of the Repetition-Pattern “𝐸𝐿 occurs every 𝐼 with jitter 𝐽 and offset 𝑂.” is 
defined as the set of timed traces (𝑡𝑖 , �⃗�𝑖)𝑖∈ℕ such that �⃗�𝑖 corresponds to the event list 𝐸𝐿, 
𝑡𝑖 = 𝑢𝑖 + 𝑗𝑖, 𝑢0 ∈ [𝑂−, 𝑂+], 𝑢𝑖+1 − 𝑢𝑖 ∈ 𝐼, and 𝑗𝑖 ∈ [0, 𝐽], where 𝐼 = (𝑃−, 𝑃+) is the specified 
interval (where 0 ≤ 𝑃, and where ‘(‘ and ‘)’ may be closed, i.e. replaced by ‘[‘ and ‘]’, 
respectively), 𝑂 = [𝑂−, 𝑂+] is the offset interval, and 𝐽 ≥ 0 is the jitter (which is 0 if omitted). 
 

 

Figure 10: Event Occurrence Pattern Examples from [3]. 

 
To specify forward delays and reactions on event sets and event sequences the Reaction-
Pattern must contain one EventExpr that determines the trigger event(s), a second EventExpr 
that describes the event(s) of the reaction, and an Interval-Parameter, defining the delay 
between both. Note that the interval of the pattern starts with the "detection" of the last 
event-element described by the first EventExpr-Parameter, i.e. the last event of the triggering 
expression. Optionally, the keyword once can be used to force the pattern to fail if more than 
one reaction event occurs in time window specified by the time-interval. Figure 11 gives a 
graphical overview for different parameter-configurations of the Reaction-pattern. 
 
The semantics of the Reaction-Pattern “whenever 𝑒𝑠1 occurs then 𝑒𝑠2 occurs within 𝐼”, where 
𝑒𝑠1 is either an event-sequence or an event-set that contains 𝑘 events and 𝑒𝑠2 is either an 
event-sequence or an event-set that contains 𝑙 events, respectively, is defined as the set of 
timed traces (𝑡𝑖 , 𝜎𝑖)𝑖∈ℕ  such that, for two partial traces  𝜔1 = ((𝑡𝑖, 𝜎𝑖), … , (𝑡𝑖+𝑘−1, 𝜎𝑖+𝑘−1)) 

and 𝜔2 = ((𝑡𝑗, 𝜎𝑗), … , (𝑡𝑗+𝑙−1, 𝜎𝑗+𝑙−1)) of 𝜔, with 𝑗 ∈ℕ, the following implication is true: 

∀𝜔1: (𝜔1 ⊨ 𝑒𝑠1) → ∃𝑗: (𝑗 ≥ 𝑖 + 𝑘) ∧ (𝜔2 ⊨ 𝑒𝑠2) ∧ 𝑡𝑗+𝑙−1 − 𝑡𝑖+𝑘−1 ∈ 𝐼. 
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Figure 11: Reaction Pattern Examples from [3]. 

For backward delay specifications, the MTSL provides an Age-Pattern that corresponds to the 
forward delay specification of the Reaction-Pattern but pointing backwards in time. The 
semantics of the pattern “whenever 𝑒𝑠1 occurs then 𝑒𝑠2 has occurred within 𝐼”, where 𝑒𝑠1 
contains 𝑘 events and 𝑒𝑠2 contains 𝑙 events, respectively, is defined as the set of timed traces 
(𝑡𝑖, 𝑣𝑖)𝑖∈ℕ such that for two partial traces  𝜔1 = ((𝑡𝑖, 𝜎𝑖), … , (𝑡𝑖+𝑘−1, 𝜎𝑖+𝑘−1)) and 𝜔2 =

((𝑡𝑗 , 𝜎𝑗), … , (𝑡𝑗+𝑙−1, 𝜎𝑗+𝑙−1)) of 𝜔, with 𝑗 ∈ℕ, the following implication is true:  

∀𝜔1: (𝜔1 ⊨ 𝑒𝑠1) → ∃𝑗: (𝑗 ≤ 𝑖 − 𝑙) ∧ (𝜔2 ⊨ 𝑒𝑠2) ∧ 𝑡𝑗 − 𝑡𝑖+𝑘−1 ∈ 𝐼. Note that the backward 

time-interval recognized by the Age-pattern always starts with the "detection" of the last 
element of 𝑒𝑠1. As for reaction constraints, the optional once keyword forces the pattern to 
fail if more than one matching event occurs within the specified time window. That is, there 
is exactly one 𝑗 ≤  𝑖 − 𝑙 such that the corresponding sequence 𝜔2 satisfies 𝑒𝑠2. 
 

 

Figure 12: Age Pattern Examples from [3], with Examples being symmetric to corresponding examples in 

Fig.3. 
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However, these versions of the Reaction- and Age-Pattern do not clearly determine the 
causality between its two event-series. That means, for two occurrences of an event (or event 
series) 𝑒 and two occurrences of an event (or event series) 𝑓, being the reactions to the events 
𝑒, the traces of the Reaction- or Age-Pattern do neither provide nor consider information 
about which of the two events 𝑓 is corresponding to which of the two events 𝑒. Figure 12 
describes this issue for the example of the Reaction-Pattern “whenever e occurs then f occurs 
within [2,8] ms”. The pattern is satisfied as it matches the first (second) occurrence of event 𝑒 
with the first (second) occurrence of event 𝑓. However, because of some reason (like a 
particular kind of event buffering or the parallel execution of internal functions), the first event 
𝑓 is in fact caused by the second event 𝑒. While Figure 8 indicates these causality-relations by 
dashed blue lines, these relations are not yet determined by the pattern, since the 
specifications do not yet consider functional dependencies. If, for example, 𝑓 is a function of 
𝑒, i.e., 𝑓 =  𝑓(𝑒), the problem would disappear if this dependency would be observable. This 
is shown in the bottom trace of Figure 13, where 𝑓 denotes a (functional) input/output 
relation and indices 1 and 2 are used to determine 𝑓1 = 𝑓(𝑒1) and 𝑓2 = 𝑓(𝑒2). Thus, this way 
the MTSL allows the definition of basic functional relations between events by expressing 
different event values. However, more complex functional relations are not (yet) supported. 

 

Figure 13:  Event Causality Example [3]. 

In detail, the MTSL provides two mechanisms allowing to describe causal event relations, the 
forward causal event relation ℱ→, which is used for the causal version of the Reaction-Pattern, 
i.e., the CausalReaction-Pattern, and the backward causal event relation ℱ←, which is used for 
the causal version of the Age-Pattern, i.e., the CausalAge-Pattern. 

Formally, the causal event relations ℱ→ and ℱ← are defined as follows: 

Let 𝑝1 and 𝑝2 be ports, let Ω𝑝1 ,𝑝2
 denote the semantics of 𝑝1 and 𝑝2, let 𝑇 denote the domain 

of time values, e.g., for the simplest case, 𝑇 = ℕ, and let 𝜔|𝑝 denote the projection of an 

event trace over multiple ports to the corresponding event trace over only the port 𝑝.  

A forward causal event relation ℱ→ over 𝑝1 and 𝑝2 is defined as a function ℱ→(𝑝1, 𝑝2) ∶ (𝑇 ×

𝛴𝑝1
) → 2(𝑇×𝛴𝑝2) where for all 𝜔 ∈ Ω𝑝1,𝑝2

 and for all event occurrences (𝑡𝑖 , 𝜎𝑖) ∈ 𝜔|𝑝1
 there 

exist (𝑡𝑗 , 𝜎𝑗), … , (𝑡𝑘, 𝜎𝑘) ∈ 𝜔|𝑝2
 such that it holds ℱ→(𝑝1, 𝑝2)((𝑡𝑖 , 𝜎𝑖)) = {(𝑡𝑗, 𝜎𝑗), … , (𝑡𝑘, 𝜎𝑘)} 

and ti ≤ tj , … , tk.  

A backward causal event relation ℱ→ over 𝑝1 and 𝑝2 is defined as a function ℱ←(𝑝1, 𝑝2) ∶ (𝑇 ×

𝛴𝑝2
) → 2(𝑇×𝛴𝑝1) where for all 𝜔 ∈ Ω𝑝1,𝑝2

 and for all event occurrences (𝑡𝑖 , 𝜎𝑖) ∈ 𝜔|𝑝2
 there 
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exist (𝑡𝑗 , 𝜎𝑗), … , (𝑡𝑘, 𝜎𝑘) ∈ 𝜔|𝑝1
 such that it holds ℱ←(𝑝1, 𝑝2)((𝑡𝑖 , 𝜎𝑖)) = {(𝑡𝑗, 𝜎𝑗), … , (𝑡𝑘, 𝜎𝑘)} 

and tj , … , tk ≤ ti.  

Based on that, the semantics of the CausalReaction-Pattern “Reaction( 𝑒1, 𝑒2 ) in 𝐼.”, where 
𝑒1 refers to port 𝑝1 , and 𝑒2 refers to port 𝑝2 , respectively, is defined as the set of timed traces 
𝜔 ∈ Ω𝑝1 ,𝑝2

, where for all (𝑡𝑖, 𝜎𝑖)𝑖∈ℕ ∈ 𝜔|𝑝1
 and (𝑢𝑖, 𝜌𝑖)𝑖∈ℕ ∈ 𝜔|𝑝2

, and for all event 

occurrences (𝑡𝑖, 𝜎𝑖) ∈ (𝑡𝑖, 𝜎𝑖)𝑖∈ℕ such that 𝜎𝑖 ⊨ 𝑒1, it is true that ℱ→(𝑝1, 𝑝2)((𝑡𝑖 , 𝜎𝑖)) ≠ ∅ and 

(((𝑢𝑗 , 𝜌𝑗) ∈ ℱ→(𝑝1, 𝑝2)(𝑡𝑖 , 𝜎𝑖)) ∧ 𝜌𝑗 ⊨ 𝑒2) ⇒ ((𝑢𝑗 − 𝑡𝑖) ∈ 𝐼). 

Vice versa, the semantics of the CausalAge-Pattern “Age( 𝑒1, 𝑒2 ) in 𝐼.”, where 𝑒1 refers to port 
𝑝1 , and 𝑒2 refers to port 𝑝2 , respectively, is defined as the set of timed traces 𝜔 ∈ Ω𝑝1 ,𝑝2

, 

where for all (𝑡𝑖, 𝜎𝑖)𝑖∈ℕ ∈ 𝜔|𝑝1
 and (𝑢𝑖, 𝜌𝑖)𝑖∈ℕ ∈ 𝜔|𝑝2

, and for all event occurrences  

(𝑢𝑖, 𝜌𝑖) ∈ (𝑢𝑖 , 𝜌𝑖)𝑖∈ℕ such that 𝜌𝑖 ⊨ 𝑒2, it is true that ℱ←(𝑝1, 𝑝2)((𝑢𝑖 , 𝜌𝑖)) ≠ ∅ and 

(((𝑡𝑗 , 𝜎𝑗) ∈ ℱ←(𝑝1, 𝑝2)(𝑢𝑖 , 𝜌𝑖)) ∧ 𝜎𝑗 ⊨ 𝑒1) ⇒ ((𝑢𝑖 − 𝑡𝑗) ∈ 𝐼). 

 

Figure 14: CausalReaction-Pattern and CausalAge-Pattern Examples from [3]. 

Figure 14 shows two examples, one for each of the patterns for causal event relations, where 
the blue lines indicate those events that are related by the definition of some causal event 
relation. The top timeline gives an example for the CausalReaction-Pattern. While the pattern 
would be satisfied for the first occurrence of 𝑒, it is because of the relation that the pattern is 
violated with the second occurrence of e, which contrasts with the non-causal version of the 
pattern (see Figure 11). Correspondingly, the bottom timeline shows the application of the 
CausalAge-Pattern. 

7 UP2DATE TIMING SPECIFICATION AND VERIFICATION 

To introduce timing specifications into the FETI_SWSYS introduced in section 5.6.1 using MTSL, 
MULTIC brings MULTIC Tooling to manually create a component based design in SysML 1.4. 
SysML is a well-known systems modelling language based on a subset of UML and is especially 
created with verification and validation in mind. MULTIC Tooling is using Eclipse Papyrus as 
well as the available SysML 1.4 implementation for Papyrus. A system model created with 
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SySML, for example with the mentioned Papyrus, can thus be reused in MULTIC Tooling and 
extended with contracts. 

From the types of diagrams available with SysML, MULTIC Tooling is using three: The block 
definition diagram, the internal block diagram and the requirements diagram. To describe the 
way that MULTIC compatible models can be built, a number of the design rules has been 
defined (Table 21). 

Table 21: MULTIC Tooling design rules 

Rule Description 

BP-1 A model should contain exactly one block definition diagram. 

BP-2 
A model should contain exactly one internal block diagram for each 
decomposition of a block. 

BP-3 A model should have exactly one requirement diagram. 

DR-1 A model must contain exactly one context block. 

DR-2 A model must have exactly one system block. 

DR-3 A model can have any number of subsystem blocks. 

DR-4 A model must have exactly one interface block called ’Event’. 

DR-5 Each input and output must be represented by a ProxyPort. 

DR-6 
Each input port of a higher-level block must be connected to at least one 
input port of a lower-level block using a BindingConnector. 

DR-7 
Each output port of a higher-level block must be connected to at least one 
output port of a lower-level block using a BindingConnector. 

DR-8 
Each remaining free input port must be connected to at least one output port of 
another block on its hierarchy level using a BindingConnector. 

DR-9 
Each remaining free output port must be connected to at least one input port of 
another block on its hierarchical level using a BindingConnector. 

DR-10 
A model must contain exactly one requirement block for each system and 
subsystem block. 

DR-11 
Each system and subsystem block must be connected to its requirement block 
through exactly one satisfy relation. 

DR-12 
Each timing specification in the ’text’ attribute of a requirement block can 
have an assumption and must have a guarantee. 

DR-13 Each assumption of a block may only contain references to its input ports. 

DR-14 
Each guarantee may contain references to both input and output ports of the 
corresponding block. 

 

In the next three subsections, we will take a closer look at the three types of diagrams and 
reference the Table 21 to explain design choices that must be made. Here, MULTIC 
distinguishes three interface-types, called context, system and subsystem. From the UP2DATE 
perspective on the FETI viewpoint the system correlates with the FETI_SWSYS and a subsystem 
with the FETI_APP. The example model seen here is based on the tinySYSML model from [3]. 
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7.1 Block definition diagrams 

The block definition diagram (BDD) is used to describe the structure and the hierarchical 
relation of components. Following BP-1 every model has to have one BDD. In the BDD each 
component is represented as a block with their child components attached by Aggregation 
relationships. Following DR-1 and DR-2 we have to define a least two blocks, the context and 
the system. The context block is our entry point for the later analysis and verification, while 
the system is the top-level contracted component. In UP2DATE, this system is the FETI_SWSYS 
and contains all applications with timing properties. DR-3 then allows us to introduce the 
structure of our system with subsystem blocks, one for each FETI_APP. As seen in Figure 15 
we now have a model with the context, the system and two subsystems. 

 

Figure 15: Example Basic BDD 

An additional entry in the BDD (Figure 16) following DR-4 is the interface block called "Event". 
This interface block is the base for the ports, which will be used in the internal block diagrams 
(IBD) and defines their type by having a FlowProperty called EventFlow. 

 

Figure 16: Example Basic Event 

7.2 Internal block diagrams 

As proposed in BP-2 each block which has a decomposition should have an IBD to model its 
structure. These IBDs are built around the component to be decomposed and includes all sub-
components as defined in the BDD. Using the interface block Event we defined before, we can 
now also introduce ports to our component blocks using ProxyPorts (DR-5). Each system and 
subsystem must have one or more outputs and can have zero or more inputs. 

In Figure 17 we can see such a decomposition of the Context block defined in the BDD. Each 
model created for MULTIC will have a similar decomposition of the Context block, as only the 
number of input and output ports can differ. This system contains each input and output port 
for the system. 
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Figure 17: Example Basic Context IBD 

Following the IDB of the Context block, we have the IDB of the System block in Figure 18. As 
seen in the BDD, we have two subsystems in our system, which have one input and output 
each. All ports must be connected by channels using BindingConnectors to represent the 
communication between ports. These connections must follow a number of design rules 
again. DR-6 to DR-9 define in which way components and their ports have to be connected to 
each other. Overall, the design rules define that all ports must be connected. Each higher-level 
input port must be connected to one or more lower-level input ports and each higher-level 
output port must be connected to one lower-level output port. Additionally, output ports of 
lower level component ports can be connected to lower level component input ports, while 
one output port can be connected to multiple input ports, but each input port only to one 
output port. In our system, the two subsystems are connected sequentially placed inside the 
System component block, with the input of the higher level component block connected to 
the input of the first lower level component block, both lower level component blocks 
connected which each other and the output of the second lower level component block 
connected to the output of the higher level System component block. 

 

Figure 18: Example Basic System IBD 

7.3 Requirement diagrams 

The last type of diagram is used to introduce contracts following the definition in Section 3.1.2 
to our system. In the requirements diagram (REQ) we have to define one requirement block 
for each system and subsystem block (DR-10) and connect these requirements with those 
blocks with satisfy relations (DR-11). DR-12 to DR-14 then define how these requirements 
have to be designed: In a plain text field we can use the MTSL defined earlier (Table 20) to 
assign the assumptions and guarantees to each block. While the assumption can get left empty 
(and the assumption A: true is assumed), each requirement block has to contain at least one 
guaranty G. The ports referred to in an assumption have to be input ports of the component 
block, the ports referred to in a guarantee can be both input and output ports. Our system 
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contains the REQ shown in Figure 19 where each requirement has a recurrence pattern in the 
assumption and a causal reaction pattern in the guarantee. 

 

Figure 19: Example Basic requirements 

7.4 Contract-based design with MULTIC 

While MULTIC timing specifications are based on the MULTIC timing specification language 
MTSL and its corresponding meaning in terms of timed traces, it is known that its timed-trace 
semantics is not well suited to generate or observe event streams at simulation- or runtime 
according to these specifications. Hence, a corresponding operational interpretation in terms 
of generator- and monitor-automata is automatically generated and used. The corresponding 
generator-automaton (shortly just generator) of a pattern is able to produce any of the timed 
traces that are described by that pattern. Vice versa, the corresponding monitor-automata 
(shortly just monitor) of a pattern is able to recognize any trace that corresponds to that 
pattern. For a detailed description of the implementation of these generators and monitors, 
refer to [3].  

 

Figure 20: Example Requirement events 

With those, MULTIC implements the two central verification operations of contract-based 
design, i.e., satisfaction-checking and refinement-checking (or VIT), based on generator- and 
monitor-automata.  
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For the satisfaction check of a component, MULTIC generates monitors for the assumptions 
and guarantees defined in the requirement diagram. For each component, there always is a 
monitor for the assumptions (with a true assumption if nothing else is defined) and a monitor 
for the guarantees. For each kind of assumption defined, e.g. of the occurrence pattern shown 
on the left side of Figure 21, the monitor Ω𝐴 will read the input to component 𝑀 with the 
respective input events. For each kind of guarantee defined, e.g. of the reaction pattern shown 
on the right side of Figure 21, the monitor Ω𝐺 will read the timing events from the component 
𝑀. The contract 𝐶𝑀 is statisfied when 𝐴𝑀 ⇒ 𝐺𝑀, thus when the assumption is fullfilled, the 
guarantee also has to be fulfilled. 

 

Figure 21: Outline of the monitor-based satisfaction checking of a component’s contract 𝑪𝑴 with one monitor 

𝜴𝑨 for the inputs of 𝑴 and one monitor 𝜴𝑮 for the outputs of 𝑴, checking whether the inputs hold the 

component’s assumption 𝑨𝑴 and whether the outputs satisfy the component’s guarantee 𝑮𝑴.        

For the integration check of component, we first have to ensure that the assumptions and 
guarantees of all components are checked. In the example in Figure 22 we can see component 
𝑀 with its two subcomponents 𝑀1 and 𝑀2. Each of these components has a monitor for the 
assumptions and the guarantee like shown before, e.g., component 𝑀1 has the monitors Ω𝐴1

 

and Ω𝐺1
 to check the satisfaction of its contract 𝐶1. 

Next, we have to check the integration itself. For this, we have to validate that 𝑀1 and 𝑀2 are 
indeed a refinement of 𝑀. To ensure this, MULTIC introduces generators to stimulate the 
monitors with events. There is always one generator for the assumption of the system which 
can be seen as the external input. In our case this is generator Ω𝐴 feeding the events to the 
monitors Ω𝐴 of the component 𝑀 and Ω𝐴1

 of 𝑀1. Both 𝑀1 and 𝑀2 as subsystem have to 

simulate their behavior. For these two additional generators Ω𝐺1
 and Ω𝐺2

 spawn events based 

on the defined guarantees for components 𝑀1 and 𝑀2. 
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Figure 22: Outline of the monitor-based virtual integration test between the contract 𝑪𝑴 of a composed 
component and the contracts 𝑪𝟏 and 𝑪𝟐 of its subcomponents, instantiating monitors 𝜴𝑨, 𝜴𝑮, 𝜴𝑨𝟏

, 𝜴𝑮𝟏
 and 

𝜴𝑨𝟐
, 𝜴𝑮𝟐

 for each of the corresponding components. 

With these three generators (one for the system, one for each sub-system on the lowest 
refinement level) we can simulate the complete system. As 𝑀1 and 𝑀2 are running in 
sequence, the generator for Ω𝐴1

receives the same input as Ω𝐴. Ω𝐴2
 is stimulated by the 

guarantee Ω𝐺1
 and Ω𝐺  by Ω𝐺2

. If the monitors of all three components are satisfied, we have 

shown that 𝑀1 and 𝑀2 are a refinement of 𝑀. 

For the case of performing the VIT not based on models during design time, but based on 
implementation, during the runtime of the components, the generators  Ω𝐺1

 and Ω𝐺2
 would 

be replaced by the corresponding software-implementation of 𝑀1 and 𝑀2. Furthermore, the 
generator Ω𝐴 of the environment would be omitted since the real software-system gets 
stimulated by the inputs from its real environment.   

8 IMPLEMENTATION AND INTEGRATION OF THE UP2DATE 
CONTRACTS- AND CONSTRAINTS-CONCEPT 

While MULTIC is used for the specification and verification of the components’ FET interfaces 
and timing contracts, i.e. the virtual integration test of the software system 𝑆𝑊𝑆𝑌𝑆, the 
remaining interface and contract specifications for the RMDI-SYS, the RMDI-HWOS, the RMDI-
MW and the set of RMDI-APPs are expressed in terms of our new Resource- and Metadata-
System Specification Language RMDSysSL, which is translated to formal model, based on the 
Othello System Specification Language (OSS) and for which contract-based refinement 
checking is performed using OCRA (Othello Contracts Refinement Analysis) [6]. 
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8.1 OCRA-Preliminaries: The Othello Contracts Refinement analysis 

In this first part, we want to introduce the concrete syntax, abstract syntax and semantics for 
OSS and the Othello constraint language. This part is based on and partly taken from the OCRA 
User Guide [6] to give an overview as preliminary for the RMDSysSL. 

8.1.1 Concrete Syntax of an Othello System Specification 

In Section 7 we explained how the timing view on a system can be modelled for and with 
MULTIC Tooling using SysML. In contrast, OCRA is using a text based model description as its 
input language to describe components, interfaces, contracts and refinements. This input 
language is called OSS and its EBNF (Extended Backus–Naur Form) is shown in Figure 23-Figure 
28. As we are not using all capabilities of OSS in UP2DATE, we only introduce those, which are 
used and cross out the unused ones. 

Comparable to MULTIC approach, OSS defines one system component as the entry point for 
its system and then allows to define sub-components of that system as seen in Figure 23. Each 
of these components requires a name and an interface definition, as well as an optional 
definition of a refinement. The interface definition is realized by in- and outgoing ports of the 
component. 

oss : requirements? system_comp component * ; 
system_comp : 'COMPONENT' comptype? 'system' interface refinement? ; 
component : 'COMPONENT' comptype interface refinement? ; 
interface : 'INTERFACE' var* contract* define* i_assertion* param_asms* ; 
refinement : 'ASYNC'? 'REFINEMENT' subcomponent* connection* con_constraint* 

refinedby* valid_prop* r_assertion* ; 
define : 'DEFINE' Name ':=' i_constraint ';' ;  

Figure 23: OSS component definition [6] 

Each component can have multiple ports, which are each in- or outgoing and have a defined 
type. Figure 24 shows the allowed types for these ports. 

var : (port | parameter | operation) ';' ; 
port : direction? 'PORT' Name ':' type ('if' param_logic_expr)?; 
direction : 'INPUT' | 'OUTPUT' ; 
type : 'boolean' | 'integer' | 'real' | 'continuous' | 'event' | 
'{' (Number | Name)+ '}' // enumeration | 
Number '..' Number // range | 
('unsigned' | 'signed')? 'word' '[' Number ']' | 
'array' Number '..' Number 'of' type | 
'array' '(' param_expr ')' 'of' type ;  

Figure 24: OSS ports and types [6] 

Based on the components and their interfaces, we can now define the refinement as shown 
in Figure 25. This allows to define, which sub-components a component is composed of and 
to assign the in- and outgoing ports of them. 
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subcomponent : 'SUB' Name ':' subcomp_type ';' ; 
subcomp_type : comptype ('if' param_logic_expr)? | 'array' '(' param_logic_expr ')' 

'of' comptype ('if' param_logic_expr)? ; 
connection : 'CONNECTION' Name ':=' right_connect ';' ; 
right_connect : r_constraint | r_constraint ('if' param_logic_expr)? 

iteration_bounds* ; 
con_constraint : 'CONSTRAINT' r_constraint ';' ; 

comptype : Name; 
lt_e_op :'<' | '<='; 
iteration_bounds : 'for' iteration_bound (',' iteration_bound )* ';' ; 

iteration_bound : param_logic_expr lt_e_op Name lt_e_op param_logic_expr ; 

 

Figure 25: OSS refinement [6] 

Using these first parts a simple example with a system component and two sub-components, 
comparably to the MULTIC Tooling example, can be built. In Figure 26 we see this example as 
shown in [6]. The component example1 is composed of the two sub-components A and B. 
Each component has one in- and outgoing Boolean port with a connection chain from the 
system components input through A, then B and then to the system components output. 

COMPONENT example1 system 

  INTERFACE 

    INPUT PORT in_data: boolean; 

    OUTPUT PORT out_data: boolean; 

 

  REFINEMENT 

    SUB a: A; 

    SUB b: B; 

    CONNECTION a.in_data := in_data; 

    CONNECTION b.in_data := a.out_data; 

    CONNECTION out_data:= b.out_data; 

 

COMPONENT A 

  INTERFACE 

    INPUT PORT in_data: boolean; 

    OUTPUT PORT out_data: boolean; 

 

COMPONENT B 

  INTERFACE 

    INPUT PORT in_data: boolean; 

    OUTPUT PORT out_data: boolean;  

Figure 26: OSS component example [6] 

The last functionality from OSS we use, are the contracts. Again, like with MULTIC, these are 
the known assume/guarantee contracts assigned to each component. The contracts 
themselves are written as Othello constraints, which we introduce in Section 8.1.3. 
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contract : 'CONTRACT' Name param_contract? 
'assume' ':' i_constraint ';' 
'guarantee' ':' i_constraint ';' ; 
i_assertion : 'ASSERTION' 'NAME' Name ':=' i_constraint ';' ; 
r_assertion : 'ASSERTION' 'NAME' Name ':=' r_constraint ';' ; 
param_asms : 'PARAMETER' 'ASSUMPTIONS' param_logic_expr ';' ; 
; 
refinedby : 'CONTRACT' Name param_contract? 'REFINEDBY' contr_id+ ';' ; 
contr_id : Name '.' Name ('if' param_logic_expr)? ('for' iteration_bound)? ; 
param_contract : '[' Name ']' '(' 'forall' Name ',' iteration_bound ')' ('if' 

param_logic_expr)? ;  

Figure 27: OSS contracts [6] 

In Figure 28 we can see an example, again as shown in [6], with a contract for a component. 
Like in the MULTIC example, we see here a reaction pattern: For each in_data event the 
environment provides, the component example1 provides an out_data event. 

COMPONENT example1 system 
  INTERFACE 
    INPUT PORT in_data: boolean; 
    OUTPUT PORT out_data: boolean; 
 
    CONTRACT reaction 

      assume: in the future in_data; 

      guarantee: always (in_data implies in the future out_data);  

Figure 28: OSS contract example [6] 

8.1.2 Abstract syntax and semantics of the Othello system specification 

Citing [6], the abstract syntax and semantics of an Othello system specification are as follows: 

A component 𝑆 is described with a set 𝑉𝑆 of ports, which are the variables representing the 
relevant information of the component that are visible from its outside. An implementation 
of a component 𝑆 is defined as a subset of traces over 𝑉𝑆, i.e., a subset of ∏  𝑉𝑆. An 
environment of 𝑆 is also defined as a subset of ∏  𝑉𝑆 (since 𝑉𝑆 are the variables at the interface 
of 𝑆).  

A connection 𝛾 over a set 𝑆𝛾 of components defines the possible interactions of the 

components. The semantics ⟦𝛾⟧ of a connection is defined as a subset of traces over ⋃ 𝑉𝑆𝑆∈𝑆𝛾
, 

i.e. ⟦𝛾⟧  ⊆  ∏  𝑉𝑆 ⋃  𝑉𝑆𝑆∈𝑆𝛾
. 

A decomposition of a component 𝑆 is is pair 𝜌 =  〈𝑆𝑢𝑏𝜌 , 𝛾𝜌〉 where: 

 S𝑢𝑏𝜌(S) is a set of subcomponents such that S𝑢𝑏𝜌(S) ≠ ∅ and 𝑆 ∉ S𝑢𝑏𝜌(S), 

 𝛾𝜌(𝑆) is a connection over {𝑆} ∪ 𝑆𝑢𝑏𝜌(𝑆). 

The implementation of a decomposed component 𝑆 consists of the composition of the 
implementations of its sub-components 𝑆𝑢𝑏𝜌(𝑆). Namely, it is given by all the traces that are 

compatible with the subcomponents and their connection. Formally, if for every 𝑆′ ∈
 𝑆𝑢𝑏𝜌(𝑆), 𝐼𝑆′  is the implementation of 𝑆′, the implementation 𝐼𝑆 of 𝑆 induced by the 
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decomposition 𝜌 is defined as {𝜋 ∈ ∏ 𝑉𝑆 | there exists 𝜋𝑆′ ∈ 𝐼𝑆′  for every 𝑆′ ∈

𝑆𝑢𝑏𝜌(𝑆) such that 𝜋 ×⊗𝑆′∈𝑆𝑢𝑏𝜌(𝑆) 𝜋𝑆′ ∈  ⟦𝛾𝜌(𝑆)⟧}.  

Similarly, the environment of a subcomponent 𝑈 ∈ 𝑆𝑢𝑏𝜌(𝑆) is composed by the environment 

of 𝑆 and by the sibling subcomponents of 𝑆. Formally, if 𝐸𝑆 is the environment of 𝑆, the 
environment 𝐸𝑈 of 𝑈 induced by the decomposition 𝜌 of 𝑆 is defined as  

{𝜋𝑈 ∈ ∏ 𝑉𝑈 | there exists 𝜋𝑆′ ∈ 𝐼𝑆′  for every 𝑆′ ∈ 𝑆𝑢𝑏𝜌(𝑆)  {𝑈} and 𝜋 ∈ 𝐸𝑈 such that 𝜋 ×

 ⊗𝑆′∈𝑆𝑢𝑏𝜌(𝑆) 𝜋𝑆′ ∈ ⟦𝛾𝜌(𝑆)⟧}. 

A system is defined by a tree of components. The root of the tree is called the system 
component. The leafs of the tree are called atomic (or basic or primitive) components. The 
tree structure is given by the decomposition of each non-atomic component. Thus, if we 
consider 𝑆𝑢𝑏∗ as the transitive closure of the function 𝑆𝑢𝑏, then 𝑆 ∉ 𝑆𝑢𝑏∗(𝑆) for any 𝑆 in the 
system architecture. 

Note that we avoid distinguishing between component type and component instances to 
simplify the notation. Actually, the subcomponents of a component type may be instances of 
the same component type and the system is a component instance. We simply see two 
component instances as two distinct components with the same structure and renamed ports 
and subcomponents. 

Given a component 𝑆, a contract for 𝑆 is a pair 〈𝐴, 𝐺〉 of assertions over 𝑉𝑆 representing 
respectively an assumption and a guarantee for the component. Let 𝐶 =  〈𝐴, 𝐺〉 be a contract 
of 𝑆. Let 𝐼 and 𝐸 be respectively an implementation and an environment of 𝑆. We say that 𝐼 is 
an implementation satisfying 𝐶 iff 𝐼 ∩ ⟦𝐴⟧  ⊆  ⟦𝐺⟧. We say that 𝐸 is an environment satisfying 
𝐶 iff 𝐸 ⊆ ⟦𝐴⟧. We denote with 𝐼𝑚𝑝(𝐶) and with 𝐸𝑛𝑣(𝐶), respectively, the implementations 
and the environments satisfying the contract 𝐶. 

Two contracts 𝐶 and 𝐶′ are equivalent (denoted with  ≡ 𝐶′ ) iff they have the same 
implementations and environments, i.e., iff 𝐼𝑚𝑝(𝐶)  =  𝐼𝑚𝑝(𝐶′) and 𝐸𝑛𝑣(𝐶)  =  𝐸𝑛𝑣(𝐶′). 

Contracts are used to specify the assumptions and guarantees of components in a system 
architecture. We denote with 𝜉(𝑆) the contracts of the component 𝑆. 

Since the decomposition of a component 𝑆 into subcomponents induces a composite 
implementation of 𝑆 and composite environment for the subcomponents, it is necessary to 
prove that the decomposition is correct with regards to the contracts. In particular, it is 
necessary to prove that the composite implementation of 𝑆 satisfies the guarantee of the 
contracts of 𝑆 and that the composite environment of each subcomponent 𝑈 satisfies the 
assumptions of the contracts of 𝑈. We perform this verification compositionally only 
reasoning with the contracts of the subcomponent independently from the specific 
implementation of the subcomponents or specific environment of the composite component. 

Given a component 𝑆 and a decomposition 𝜌 = 〈𝑆𝑢𝑏, 𝛾〉 , a set of contracts 𝒞 ⊆
⋃ 𝜉(𝑆′)𝑆′∈𝑆𝑢𝑏(𝑆)  is a refinement of 𝐶, written 𝒞 ≤𝜌 𝐶, iff the following conditions hold: 
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1. for any implementation 𝐼 of 𝑆 induced by the implementations {𝐼𝑆′}𝑆′∈𝑆𝑢𝑏(𝑆) of the sub-

components of 𝑆 and the decomposition 𝜌, if, for all 𝑆′ ∈ 𝑆𝑢𝑏(𝑆), for all 𝐶′ ∈ 𝜉(𝑆′) ∩ 𝒞, 𝐼𝑆′ ∈
𝐼𝑚𝑝(𝐶′), then 𝐼 ∈ 𝐼𝑚𝑝(𝐶) (i.e., the correct implementations of the sub-contracts form a 
correct implementation of 𝐶); 

2. for every subcomponent 𝑆’’ of 𝑆, for every contract 𝐶′′ ∈ 𝜉(𝑆′′) ∩ 𝒞, for any environment 
𝐸′′ of 𝑆’’ induced by the decomposition 𝜌, the environment 𝐸 of 𝑆 and the implementations 
{𝐼𝑆′}𝑆′∈𝑆𝑢𝑏(𝑆)\{𝑆′′} of the subcomponents of 𝑆, if 𝐸 ∈ 𝐸𝑛𝑣(𝐶) and, for all 𝑆′ ∈ 𝑆𝑢𝑏(𝑆) \ {𝑆′′}, 

for all 𝐶′ ∈ 𝜉(𝑆′) ∩ 𝒞, 𝐼𝑆′ ∈ 𝐼𝑚𝑝(𝐶′), then E′′ ∈ 𝐸𝑛𝑣(𝐶′′) (i.e., for each sub-contract 𝐶′′ , 
the correct implementation of the other sub-contracts and a correct environment of 𝐶 form a 
correct environment of 𝐶′′ ). 

8.1.3 Concrete Syntax of the Othello Constraint Language 

As mentioned in the introduction of contracts in Section 8.1.1, the Othello constraint language 
is used to describe contracts for components. In Figure 29 to Figure 31 the syntax of this 
language is shown, in Section 8.1.4 the abstract syntax as well as the mathematical 
formulation in Hybrid Linear Temporal Logic with Regular Expressions (HRELTL) follows. We 
can split it in three parts: Constraints, atoms and terms. 

Constraints, shown in Figure 29, allow to use boolean and temporal operators. They can be 
used to describe when events are supposed to happen. 

constraint : atom | 

// boolean operators 

'not' constraint | 

'big_or' '(' iteration_bound ',' constraint ')' | 

'big_and' '(' iteration_bound ',' constraint ')' | 

constraint 'and' constraint | 

constraint 'or' constraint | 

constraint 'xor' constraint | 

constraint 'implies' constraint | 

constraint 'iff' constraint | 

// temporal future operators 

'always' constraint | 

'never' constraint | 

'in the future' constraint | 

'then' constraint | 

constraint 'until' constraint | 

constraint 'releases' constraint | 

// temporal past operators 

'historically' constraint | 

'in the past' constraint | 

'previously' constraint | 

constraint 'since' constraint | 

constraint 'triggered' constraint | 

term 'at next' constraint | 

term 'at last' constraint 

;  
Figure 29: Othello constraints [6] 

In Figure 30, the atoms usable with Othello are shown. They always dissolve to or are directly 
a boolean value. Relational operations between terms are possible as well as purely boolean 
terms, which can point to a port of a component. 
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atom : 'true' | 
'false' | 
term relational_op term | 
'time_until' '(' term ')' relational_op term | 
'time_since' '(' term ')' relational_op term | 
boolean_term | 
'fall'(boolean_term) | 
'rise' (boolean_term) | 
'change'(term); 

relational_op : ( '=' | '!=' | '<' | '>' | '<=' | '>=' ) ;  
Figure 30: Othello atoms [6] 

Figure 31 shows a list of available terms in the Othello constraint language. A term can either 
reference a port from a component specified in OSS, be a constant value, or a function. 
Available functions are arithmetic calculations, counting, word operations and even type 
casting. For a full list of possible functions refer to [6]. Lastly, a term can be the result of a 
derivative or next function, which are also explained in detail in [6]. 

term : port | 
constant | 
term function term | 

'der' '(' port ')' | 
'next' '(' port ')' ;  

Figure 31: Othello terms [6] 

8.1.4 Abstract syntax and semantics of HRELTL as the underlying Logic of the Othello 
Constraints Language 

Citing [6], the abstract syntax and semantics of HRELTL are as follows: 

The logic underlying Othello constraints is called HRELTL. HRELTL is built over a set of basic 
atoms, that are real arithmetic predicates over 𝑉 ∪ 𝑁𝐸𝑋𝑇(𝑉), or over 𝑉 ∪ 𝐷𝐸𝑅(𝑉), where 𝑉 
is a set of variables, 𝑁𝐸𝑋𝑇(𝑉) the set of next variables and 𝐷𝐸𝑅(𝑉) the set of derivatives. 

The set 𝑃𝑅𝐸𝐷 is defined as the set of linear arithmetic predicates in one of the following 
forms: 

 𝑎0 + 𝑎1𝑣1 + 𝑎2𝑣2 + ···  + 𝑎𝑛𝑣𝑛 ∼ 0 where 𝑣1, … , 𝑣𝑛 ∈ 𝑉, 𝑎0 , … , 𝑎𝑛 are constants, 
and ∼∈ {<, >, =, ≤, ≥, ≠}. 

 𝑎0 + 𝑎1�̇� ⋈ 0 where 𝑣 ∈ 𝑉𝐶  , 𝑎0 , 𝑎1 are arithmetic predicates over variables in 𝑉𝐷 
, and ⋈∈ {<, >, =, ≤, ≥, ≠}. 

The HRELTL is defined as the extension of LTL defined with the following rules: if 𝑝 ∈ 𝑃𝑅𝐸𝐷, 
𝜑1 and 𝜑2 are HRELTL formulas, 𝑒 is an event, ∼∈ {<, >, =, ≤, ≥, ≠} and 𝑐 an arithmetic term, 
then: 

 𝑝 is a HRELTL formula; 

 ¬𝜑1 , 𝜑1 ∧ 𝜑2 , 𝑋𝜑1, 𝜑1𝑈𝜑2 are HRELTL formulas; 

 ⊳∼𝑐 𝑒 and ⊲∼𝑐 𝑒 are HRELTL formulas.  

We use standard abbreviations for ∨, →, 𝐺 , 𝐹 , 𝑅 (see, e.g., [7]). 𝐵 corresponds to “time until”, 
𝐶 to “time since”. “never” is an abbreviation for 𝐺¬. 𝑓𝑎𝑙𝑙(𝜑) and 𝑟𝑖𝑠𝑒(𝜑) are abbreviations 
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of 𝜑 ∧  𝑋! 𝜑 and ! 𝜑 ∧  𝑋𝜑, respectively. 𝑐ℎ𝑎𝑛𝑔𝑒(𝑢) is an abbreviation for 𝑛𝑒𝑥𝑡(𝑢) ≠ 𝑢. The 
other abstract connectives correspond the concrete ones used in the previous section in a 
straightforward way. 

HRELTL formulas are interpreted with hybrid traces, which are defined as follows. Let 𝑉 be the 
finite disjoint union of the sets of variables 𝑉𝐷 (with a discrete evolution) and 𝑉𝐶 (with a 
continuous evolution). A state 𝑠 is an assignment to the variables of 𝑉 (𝑠: 𝑉 → 𝑅). We write 
𝛴 for the set of states. Let 𝑓 ∶  ℝ → 𝛴 be a function describing a continuous evolution. We 
define the projection of 𝑓 over a variable 𝑣, written 𝑓𝑣 , as 𝑓𝑣(𝑡) =̇ 𝑓(𝑡)(𝑣). We say that a 
function 𝑓 ∶  ℝ → ℝ is piecewise analytic if there exists a sequence of adjacent intervals 
𝐽0 , 𝐽1 , …  ⊆ 𝑅 and a sequence of analytic functions ℎ0 , ℎ1, … such that ⋃ 𝐽𝑖𝑖 = ℝ, and for all 
𝑖 ∈ ℕ, 𝑓(𝑡) = ℎ𝑖(𝑡) for all 𝑡 ∈ 𝐽𝑖 . Note that, if 𝑓 is piecewise analytic, the left and right 

derivatives exist in all points. We denote with �̇� the derivative of a real function 𝑓, with 𝑓−̇ and 

𝑓+̇ the left and the right derivatives respectively of 𝑓 in 𝑡. Let 𝐼 be an interval of ℝ or ℕ; we 
denote with 𝑙𝑒(𝐼) and 𝑢𝑒(𝐼) the lower and upper endpoints of 𝐼, respectively. We denote with 
ℝ+ the set of non-negative real numbers. 

A hybrid trace over 𝑉 is a sequence 〈𝑓,̅ 𝐼〉̅ =̇ 〈𝑓0 , 𝐼0〉, 〈𝑓1 , 𝐼1〉, 〈𝑓2 , 𝐼2〉, …   such that, for all 𝑖 ∈
ℕ, 

 either 𝐼𝑖 i is an open interval (𝐼𝑖 = (𝑡, 𝑡0) for some 𝑡, 𝑡0 ∈ ℝ+, 𝑡 < 𝑡0) or is a singular 
interval (𝐼𝑖 = [𝑡, 𝑡] for some 𝑡 ∈ ℝ+ ); 

 the intervals are adjacent, i.e. 𝑢𝑒(𝐼𝑖) = 𝑙𝑒(𝐼𝑖+1); 

 the intervals cover ℝ+, i.e. ⋃ 𝐼𝑖 𝑖∈ℕ = ℝ+ (thus 𝐼0 = [0,0]); 

 𝑓𝑖 ∶ ℝ → 𝛴 is a function such that, for all 𝑣 ∈ 𝑉𝐶  , 𝑓𝑖
𝑣 is continuous and piecewise 

analytic, and for all 𝑣 ∈ 𝑉𝐷 , 𝑓𝑖
𝑣 is constant; 

 if 𝐼𝑖 = (𝑡, 𝑡′) then 𝑓𝑖(𝑡) = 𝑓𝑖−1(𝑡), 𝑓𝑖  (𝑡′) = 𝑓𝑖+1 (𝑡′). 

We denote with PRED the set of predicates, with 𝑝 a generic predicate, with 𝑝𝑐𝑢𝑟𝑟 a predicate 
over 𝑉 only, with 𝑝𝑛𝑒𝑥𝑡 a predicate over 𝑉 and 𝑁𝐸𝑋𝑇(𝑉) containing at least an event variable 
or a next variable, and with 𝑝𝑑𝑒𝑟 a predicate over 𝑉 and 𝐷𝐸𝑅(𝑉) containing at least a 
derivative variable. We denote with �̅� the predicate obtained from 𝑝 by replacing < with ≥, 
> with ≤, = with ≠ and vice versa. We denote with 𝑝∼ the predicate obtained from 𝑝 by 
substituting the top-level operator with ∼, for ∼∈ {<, >, =, ≤, ≥, ≠}. 

The HRELTL is interpreted over hybrid traces. The predicates 𝑝𝑐𝑢𝑟𝑟 , 𝑝𝑛𝑒𝑥𝑡 and 𝑝𝑑𝑒𝑟 are 
interpreted over hybrid traces as follows: 

 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨𝑝  𝑝𝑐𝑢𝑟𝑟 iff, for all 𝑡 ∈ 𝐼𝑖  , 𝑝𝑐𝑢𝑟𝑟 evaluates to true when 𝑣 is equal to 𝑓𝑖
𝑣(𝑡), 

denoted with 𝑓𝑖(𝑡) ⊨𝑝 𝑝; 

 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨𝑝  𝑝𝑛𝑒𝑥𝑡 iff there is a discrete step between 𝑖 and 𝑖 + 1, i.e. 𝐼𝑖 = 𝐼𝑖 + 1 =

[𝑡, 𝑡], and 𝑝𝑛𝑒𝑥𝑡  evaluates to true when 𝑣 is equal to 𝑓𝑖
𝑣(𝑡),  and 𝑁𝐸𝑋𝑇(𝑣) to 

𝑓𝑖+1
𝑣 (𝑡), denoted with 𝑓𝑖

𝑣(𝑡), 𝑓𝑖+1
𝑣 (𝑡) ⊨𝑝  𝑝𝑛𝑒𝑥𝑡; 
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 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨𝑝  𝑝𝑑𝑒𝑟 iff, for all 𝑡 ∈ 𝐼𝑖 , 𝑝𝑑𝑒𝑟 evaluates to true both when 𝑣 is equal to 

𝑓𝑖
𝑣(𝑡) and 𝐷𝐸𝑅(𝑣) to 𝑓�̇�

𝑣(𝑡)+, and when 𝑣 is equal to 𝑓𝑖
𝑣(𝑡) and 𝐷𝐸𝑅(𝑣) to 𝑓�̇�

𝑣(𝑡)− 

, denoted with 𝑓𝑖
𝑣(𝑡), 𝑓�̇�

𝑣(𝑡)+ ⊨𝑝  𝑝𝑑𝑒𝑟 and 𝑓𝑖
𝑣(𝑡), �̇�𝑖

𝑣(𝑡)− ⊨𝑝  𝑝𝑑𝑒𝑟 (when 𝑓�̇�
𝑣(𝑡) is 

defined this means that 𝑓𝑖
𝑣(𝑡), 𝑓�̇�

𝑣(𝑡) ⊨𝑝  𝑝𝑑𝑒𝑟). 

Finally, we can define the semantics of HRELTL: 

 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨ 𝑝 iff 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨𝑝 𝑝; 

 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨ ¬Φ iff 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊭ Φ; 

 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨ Φ ∧ 𝜓 iff 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨ Φ and 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨ 𝜓; 

 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨ 𝑋Φ iff there is a discrete step at 𝑖 (𝐼𝑖 = 𝐼𝑖+1 ), and 〈𝑓,̅ 𝐼〉̅, 𝑖 + 1 ⊨ Φ; 

 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨ Φ𝑈𝜓 iff, for some 𝑗 ≥ 𝑖, 〈𝑓,̅ 𝐼〉̅, 𝑗 ⊨ 𝜓 and, for all 𝑖 ≤ 𝑘 < 𝑗, 〈𝑓,̅ 𝐼〉̅, 𝑘 ⊨
Φ; 

 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨  ⊳∼𝑐 Φ iff, for some 𝑗 ≥ 𝑖, 𝐼𝑗 = 𝐼𝑗+1 = [𝑡, 𝑡] and 〈𝑓,̅ 𝐼〉̅, 𝑗 ⊨ Φ and, for all 

𝑖 ≤ 𝑘 < 𝑗, 〈𝑓,̅ 𝐼〉̅, 𝑘 ⊭ Φ and for all 𝑡′ ∈ 𝐼𝑖, 𝑡 − 𝑡′ ∼ 𝑐; 

 〈𝑓,̅ 𝐼〉̅, 𝑖 ⊨  ⊲∼𝑐 Φ iff, for some 𝑗 ≤ 𝑖, 𝐼𝑗 = 𝐼𝑗+1 = [𝑡, 𝑡] and 〈𝑓,̅ 𝐼〉̅, 𝑗 ⊨ Φ and, for all 

𝑗 < 𝑘 ≤ 𝑖, hf,Ii,k 6|= φ and for all 𝑡′ ∈ 𝐼𝑖  , 𝑡′ − 𝑡 ∼ 𝑐. 

8.2 HCMC – Hierarchical Constraint and Meta-Data-Checking 

The hierarchical constraints- and meta-data checking approach (HCMC) of UP2DATE is based 
on formal contract-based refinement-checking in OCRA to verify the update-compatibility of 
an update. To this end, UP2DATE provides a formal specification language, called RMD-Sys-SL, 
to express the compatibility requirements of an update and to model its future environment 
in terms of a formally verifiable representation. RMDSysSL is an abbreviation for resource and 
metadata system specification language and provides a syntax to describe the safety- and 
security-properties from deliverable D3.1, which have been identified to define update-
compatibility. 

Its semantics is based on the semantics of hybrid trace sets and sets of hybrid trace sets, as 
they are explained in Section 7, but, since verifying the update-compatibility in terms of the 
resource- and metadata-configuration of the system is based on contract-based refinement-
checking in OCRA, the following semantic definitions of the components’ resource- and 
metadata-interfaces (RMDIs) are given in terms of the OCRA System Specification Language 
(OSS) instead of a direct definition as sets of hybrid trace sets. Furthermore, we only consider 
static resource- and metadata-configurations of the system, which do not change over time, 
i.e., only an untimed, value-discrete fraction of hybrid trace sets is used. In detail, this means:  

 The RMDI model is based on the discrete-time model of OCRA such that there are 
only discrete variables 𝑉𝐷 but no continuous variables, i.e., 𝑉𝐶 = ∅, and, 
consequently, no corresponding derivatives, i.e., 𝐷𝐸𝑅(𝑉) = ∅. 
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 All variable assignments in the resource- and metadata-configuration of the RMDI 
model are expressed by OSS constraints of the form 𝑎𝑙𝑤𝑎𝑦𝑠 Φ, i.e., 𝐺 Φ, for any 
constraint Φ, such that Φ is constrained to hold for all times. 

 No other OSS timing-operators are used to describe any dynamics, i.e., for any 
variable 𝑋 ∈ 𝑉𝐷, any boolean OSS term 𝐵, any OSS terms Φ and Ψ, and any 
relational operator ⋈∈ {=, ! =, <, >, ≤, ≥}, neither derivatives 𝑑𝑒𝑟(𝑋), nor 
discrete changes 𝑛𝑒𝑥𝑡(𝑋), 𝑟𝑖𝑠𝑒(𝐵), 𝑓𝑎𝑙𝑙(𝐵), 𝑐ℎ𝑎𝑛𝑔𝑒(𝑋), 𝑡𝑖𝑚𝑒_𝑢𝑛𝑡𝑖𝑙(Φ) ⋈ Ψ, or 
𝑡𝑖𝑚𝑒_𝑠𝑖𝑛𝑐𝑒(Φ) ⋈ Ψ are used.  

Furthermore, all RMD constraints are based on OSS contracts 𝐶 = 〈𝐴, 𝐺〉 with either a trivial 
assumption 𝐴 = 𝑡𝑟𝑢𝑒 combined with a guarantee 𝐺, or with a trivial guarantee 𝐺 = 𝑡𝑟𝑢𝑒 
combined with an assumption 𝐴. This way, an RMD constraint forces either the 
implementation of the RMD interface to fulfil the guaranteed RMD property in any 
environment, i.e., independent from any inputs, or, vice versa, it requires the environment of 
the RMD interfaces to fulfil the assumed RMD property as a precondition of any behaviour, 
i.e., independent from which kind of behaviour. 

Following Figure 6, the RMDI system model distinguishes between different kinds of RMD 
interfaces, the composed system-level component, called RMDI_SYS, and its subcomponents, 
called RMDI_HWOS, RMDI_MW, and RMDI_APP. Additionally, two kinds of virtual 
components, RMDI_APPs and RMDI_AENV, are considered, which neither introduce further 
levels of hierarchy, nor form individual OSS components themselves, but which could be 
considered as the result of composing a subset of the RMD interfaces with a specific 
composition function, as outlined in Figure 6. Note that verification and monitoring of the 
monitoring partitions’ resource- and metadata (i.e. for RMDI_ON and RMDI_OF) are not yet 
considered. Consequently, the description of RMDI_ON and RMDI_OF are not part of the 
RMDSysSL. 

Now, based on these general restrictions and remarks, the detailed definitions of the formal 
RMDI model are given by the following syntax and semantics of the RMDSysSL in next section. 

8.3 RMDSysSL -The Resource- and Metadata-System Specification Language 

In this section we introduce our resource- and metadata-system specification language 
RMDSysSL. As in the previous section, this section contains the concrete syntax, the abstract 
syntax as well as the semantics of this language. 

8.3.1 Concrete syntax of the RMDSysSL 

The following grammar in Figure 32 to Figure 33 describes the concrete syntax of RMDSysSL. 
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sys : typedef sysdef; 
 

sysdef : 'RMDI' 'SYSTEM-SETUP' ':' hwos mw apps ; 
 

typedef : 'RMDI' 'TYPE-DEFINITION' ':' tdef_hw tdef_os tdef_hv tdef_mw  

tdef_p tdef_cpu tdef_mem tdef_dio tdef_mmio tdef_fte tdef_app tdef_ver tdef_crc 

tdef_sig ; 
 

tdef_hw : 'T_HW_CFGID' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_os : 'T_OS_CFGID' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_hv : 'T_HV_CFGID' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_mw : 'T_MW_CFGID' '=' '{' STR (',' STR) '}' ';' ; 
tdef_p : 'T_PARTITION_ID' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_cpu : 'T_CPUID' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_mem : 'T_MEMID' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_dio : 'T_DIOID' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_mmio : 'T_MMIOID' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_fte : 'T_FILE_TYPE' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_app : 'T_APPID' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_ver : 'T_APPVER' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_crc : 'T_CRC' '=' '{' STR (',' STR)* '}' ';' ; 
tdef_sig : 'T_SIG' '=' '{' STR (',' STR)* '}' ';' ;  

Figure 32: RMDSysSL type definition 

hwos : 'HWOS-SETUP' ':' hwos_cfg_exp pt_lim_exp res_set_exp; 
mw : 'MW-SETUP' ':' mw_cfg_exp ; 
apps : (app)+ ; 
app : 'APP-SETUP' STR ':' app_cfg_exp pt_lim_exp intf_exp res_req_exp res_usage_exp 

; 
 

app_cfg_exp : hwos_cfg_exp mw_cfg_exp; 
hwos_cfg_exp : hw_cfg_exp os_cfg_exp hv_cfg_exp ; 
hw_cfg_exp : 'HW_CFGID' '=' STR ';' ; 
os_cfg_exp : 'OS_CFGID' '=' STR ';' ; 
hv_cfg_exp : 'HV_CFGID' '=' STR ';' ; 
mw_cfg_exp : 'MW_CFGID' '=' STR ';' ; 
pt_lim_exp : pwr_exp tmp_exp  ; 
pwr_exp : 'PWR_LIM' '=' '[' INT ',' INT ']' ';' ; 
tmp_exp : 'TMP_LIM' '=' '[' INT ',' INT ']' ';' ; 
intf_exp : 'INTF_TOL' '=' INT ';' 'INTF_BND' '=' INT ';' ; 

res_set_exp : partitions resources (assignment)+ ; 
partitions : 'PARTITION-IDs' '=' '{' STR (',' STR)* '}' ';' ;  
resources : cpu_set mem_set dio_set mmio_set; 
cpu_set : 'CPU-SET' '=' '{' INT 'x' STR (',' INT 'x' STR)* '}' ';' ; 
mem_set : 'MEM-SET' '=' '{' INT 'x' STR (',' INT 'x' STR)* '}' ';' ; 
dio_set : 'DIO-SET' '=' '{' INT 'x' STR (',' INT 'x' STR)* '}' ';' ; 
mmio_set : 'MMIO-SET' '=' '{' INT 'x' STR (',' INT 'x' STR)* '}' ';' ; 
assignment : ('ASSIGN_TO' STR ':' cpu_set mem_set dio_set mmio_set)+ ; 
res_req_exp : 'RES_REQ' ':' cpu_set mem_set dio_set mmio_set ;  
res_usage_exp : 'RES_USAGE' ':' cpu_set mem_set dio_set mmio_set ; 
 

STR : '”' [A-Za-z] [A-Za-z_0-9]* '”' ; 
INT :  [0-9]+ ;  

Figure 33: RMDSysSL component and expression definition 

8.3.2 Abstract syntax of the RMDSysSL 

An RMDI system model 𝑠𝑦𝑠 is a pair 〈𝑇𝑑𝑒𝑓 , 𝑆𝑠𝑝𝑒𝑐〉, consisting of a set of type-definitions 𝑇𝑑𝑒𝑓 

and an RMDI system specification RMDI_SYS, denoted by 𝑆𝑠𝑝𝑒𝑐. 
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The set of type-definitions 𝑇𝑑𝑒𝑓 = {𝑡𝑑𝑒𝑓𝜏}𝜏∈𝑇is comprised of one type definition 𝑡𝑑𝑒𝑓𝜏 for 

each type 𝜏 ∈ 𝑇 , where 𝑇 denotes the set of RMDI datatypes such that 𝑇 =
{𝐼𝐷𝐻𝑊, 𝐼𝐷𝑂𝑆, 𝐼𝐷𝐻𝑉 , 𝐼𝐷𝑀𝑊} ∪
{ 𝐼𝐷𝑃, 𝐼𝐷𝐶𝑃𝑈, 𝐼𝐷𝑀𝐸𝑀 , 𝐼𝐷𝐷𝐼𝑂 , 𝐼𝐷𝑀𝑀𝐼𝑂 , 𝐼𝐷𝐹𝑇𝐸 , 𝐼𝐷𝐴𝑃𝑃 , 𝐼𝐷𝑉𝐸𝑅 , 𝐻𝐶𝑅𝐶 , 𝐻𝑆𝐼𝐺}.  

Note: In addition to these datatypes, we denote the set of all strings by 𝑆𝑇𝑅, the set of all 
integers by 𝐼𝑁𝑇, and for any 𝑛 ∈ ℕ, let 𝑆𝑇𝑅𝑛 denote the set of string-sets of size 𝑛, and let 
𝐼𝑁𝑇𝑛 denote the set of integer-sets of size . 𝑛. Furthermore, following standard notation, we 
write |𝐿| to refer to the size of a set 𝐿, i.e., for any 𝑛 ∈ ℕ, and any set 𝐿 = {𝑒1, … , 𝑒𝑛} with 𝑖 ∈
[1, n] elements 𝑒𝑖, |𝐿| = n. 

For all 𝜏 ∈ 𝑇, a type-definition 𝑡𝑑𝑒𝑓𝜏 is a nonempty set of strings 𝑠, i.e., for any 𝑛 ∈ ℕ, 𝑡𝑑𝑒𝑓𝜏 ∈
𝑆𝑇𝑅𝑛. 

Next, to describe the RMDI system specification 𝑆𝑠𝑝𝑒𝑐, several expressions are defined as 

follows: 

First, a set of configuration-identifiers is defined by string variables 
𝑠𝐼𝐷𝐻𝑊

, 𝑠𝐼𝐷𝑂𝑆
, 𝑠𝐼𝐷𝐻𝑉

, 𝑠𝐼𝐷𝑀𝑊
∈ 𝑆𝑇𝑅, to specify assumed and guaranteed configurations of the 

hardware (HW), the operating system (OS), the hypervisor (HV) and the middleware (MW), 
respectively. 

Next, a power and temperature limit 𝑝𝑡𝑙𝑖𝑚 denotes a tuple 𝑝𝑡𝑙𝑖𝑚 = 〈𝑝𝑙𝑖𝑚, 𝑡𝑙𝑖𝑚〉, consisting of 
a power limit 𝑝𝑙𝑖𝑚 and a temperature limit 𝑡𝑙𝑖𝑚 with 𝑝𝑙𝑖𝑚, 𝑡𝑙𝑖𝑚 ∈ 𝐼𝑁𝑇2, i.e., being integer 
tuples 𝑝𝑙𝑖𝑚 = 〈p𝑚𝑖𝑛, p𝑚𝑎𝑥〉 and 𝑡𝑙𝑖𝑚 = 〈t𝑚𝑖𝑛, t𝑚𝑎𝑥〉, specifying the assumed and guaranteed 
temperature limits in terms of their minima and maxima. 𝑝𝑚𝑖𝑛, 𝑝𝑚𝑎𝑥 , 𝑡𝑚𝑖𝑛, 𝑡𝑚𝑎𝑥 ∈ 𝐼𝑁𝑇. The 
set of all power and temperature limits is consequently 𝑃𝑇𝑙𝑖𝑚 = (𝐼𝑁𝑇2)2. 

An interference limit 𝑖𝑓𝑙𝑖𝑚 denotes a tuple 𝑖𝑓𝑙𝑖𝑚 = 〈𝑖𝑓𝑡𝑜𝑙 , 𝑖𝑓𝑚𝑎𝑥〉, consisting of two integers, 
denoted by a tolerated interference value 𝑖𝑓𝑡𝑜𝑙 and a maximum interference value 𝑖𝑓𝑚𝑎𝑥  with 
𝑖𝑓𝑡𝑜𝑙, 𝑖𝑓𝑚𝑎𝑥 ∈ 𝐼𝑁𝑇. Denoting the set of all interference limits by 𝐼𝐹𝑙𝑖𝑚, then 𝐼𝐹𝑙𝑖𝑚 is defined by 
𝐼𝐹𝑙𝑖𝑚 = 𝐼𝑁𝑇2. 

Finally, to define a resource setup 𝑟𝑒𝑠𝑠𝑡𝑝, a resource requirement 𝑟𝑒𝑠𝑟𝑒𝑞, a resource 

assignment 𝑟𝑒𝑠𝑎𝑠𝑔, and a resource usage 𝑟𝑒𝑠𝑢𝑠𝑔, the following definitions are needed: 

First, for any 𝑛 ∈ ℕ, a set of partition identifiers 𝑆𝑝𝑖𝑑 is denoted by a set of string variables 

𝑆𝑝𝑖𝑑 ∈ 𝑆𝑇𝑅𝑛 to describe a set of application partitions. 

Furthermore, a resource configuration is a tuple 𝑟𝑒𝑠cfg =

〈𝑅𝑒𝑠𝐶𝑃𝑈, 𝑅𝑒𝑠𝑀𝐸𝑀, 𝑅𝑒𝑠𝐷𝐼𝑂, 𝑅𝑒𝑠𝑀𝑀𝐼𝑂〉 consisting of a list of CPU enumerations 𝑅𝑒𝑠𝐶𝑃𝑈, a list of 
memory enumerations 𝑅𝑒𝑠𝑀𝐸𝑀, a list of direct I/O-device enumerations 𝑅𝑒𝑠𝐷𝐼𝑂, and a list of 
memory-mapped I/O devices 𝑅𝑒𝑠𝑀𝑀𝐼𝑂, all of them denoting a list of tuples 𝑟𝑒𝑛𝑢𝑚 with 𝑟𝑒𝑛𝑢𝑚 =
〈𝑛, 𝑠〉 for any 𝑛 ∈ 𝐼𝑁𝑇 and any 𝑠 ∈ 𝑆𝑇𝑅, i.e., for any 𝑟 ∈ {𝐶𝑃𝑈, 𝑀𝐸𝑀, 𝐷𝐼𝑂, 𝑀𝑀𝐼𝑂}, for all 
𝑟𝑒𝑛𝑢𝑚 ∈ 𝐼𝑁𝑇 × 𝑆𝑇𝑅, 𝑅𝑒𝑠𝑟 ∈ (𝐼𝑁𝑇 × 𝑆𝑇𝑅)𝑛. Additionally, for all 𝑛 ∈ ℕ, let 𝑅𝑒𝑛𝑢𝑚

𝑛 =
(𝐼𝑁𝑇 × 𝑆𝑇𝑅)𝑛, and let, 𝑅𝑒𝑛𝑢𝑚 = ⋃ 𝑅𝑒𝑛𝑢𝑚

𝑛∞
𝑖=1 . Hence, the set of all sets of resource 
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enumerations of size n is denoted by 𝑅𝑒𝑛𝑢𝑚
𝑛 , and the set of all sets of resource enumerations 

of arbitrary size is denoted by 𝑅𝑒𝑛𝑢𝑚. Based on that, 𝑅𝑒𝑠cfg = (𝑅𝑒𝑛𝑢𝑚)4 denotes the set of all 

possible resource configurations with an arbitrary number of different resource 
enumerations. Finally, for any integer numbers 𝑛𝐶𝑃𝑈, 𝑛𝑀𝐸𝑀 , 𝑛𝐷𝐼𝑂 , 𝑛𝑀𝑀𝐼𝑂 ∈ ℕ, the set of all 
possible resource configurations with 𝑛𝐶𝑃𝑈 different CPU enumerations, 𝑛𝑀𝐸𝑀 , different 
memory enumerations, 𝑛𝐷𝐼𝑂 different DIO enumerations, and 𝑛𝑀𝑀𝐼𝑂  different MMIO 

enumerations is denoted by 𝑅𝑒𝑠cfg(𝑛𝐶𝑃𝑈, 𝑛𝑀𝐸𝑀 , 𝑛𝐷𝐼𝑂 , 𝑛𝑀𝑀𝐼𝑂) = 𝑅𝑒𝑛𝑢𝑚
𝑛𝐶𝑃𝑈 × 𝑅𝑒𝑛𝑢𝑚

𝑛𝑀𝐸𝑀 × 𝑅𝑒𝑛𝑢𝑚
𝑛𝐷𝐼𝑂 ×

 𝑅𝑒𝑛𝑢𝑚
𝑛𝑀𝑀𝐼𝑂. 

Based on that, a resource usage, denoted by 𝑟𝑒𝑠𝑢𝑠𝑔, and a resource requirement, denoted by 

𝑟𝑒𝑠𝑟𝑒𝑞 are a resource configuration of arbitrary length, i.e., 𝑟𝑒𝑠𝑢𝑠𝑔, 𝑟𝑒𝑠𝑟𝑒𝑞 ∈ 𝑅𝑒𝑠cfg. 

A resource assignment, denoted by 𝑟𝑒𝑠asg
𝑛 , is a set of tuples 〈𝑠, 𝑟〉, such that for any 𝑛 ∈ ℕ, 

𝑟𝑒𝑠asg
𝑛 = {〈𝑠1, 𝑟1〉, … , 〈𝑠𝑛, 𝑟𝑛〉}, where for each 𝑖 ∈ [1, 𝑛], the tuple 〈𝑠𝑖, 𝑟𝑖〉 ∈ 𝑟𝑒𝑠asg is 

comprised of a partition identifier 𝑠𝑖 ∈ 𝑆𝑇𝑅 and a resource configuration 𝑟𝑒𝑠𝑖 ∈ 𝑅𝑒𝑠cfg. 

Hence, for any 𝑛 ∈ ℕ, the set of all resource assignments to 𝑛 partitions is 𝑅𝑒𝑠asg
𝑛 =

(𝑆𝑇𝑅 × 𝑅𝑒𝑠𝑐𝑓𝑔)
𝑛

. 

With that, for any 𝑚, 𝑛 ∈ ℕ, a resource setup 𝑟𝑒𝑠𝑠𝑡𝑝 is a tuple 𝑟𝑒𝑠𝑠𝑡𝑝 = 〈𝑆𝑝𝑖𝑑, 𝑟𝑒𝑠𝑐𝑓𝑔, 𝑟𝑒𝑠asg
𝑛 〉 

with a set of partition identifiers 𝑆𝑝𝑖𝑑 ∈ 𝑆𝑇𝑅𝑚, a resource configuration 𝑟𝑒𝑠𝑐𝑓𝑔 ∈ 𝑅𝑒𝑠𝑐𝑓𝑔, and 

a resource assignment 𝑟𝑒𝑠𝑎𝑠𝑔
𝑛 ∈ 𝑅𝑒𝑠asg

𝑛 . Hence, for any 𝑚, 𝑛 ∈ ℕ, the set of all resource setups 

is 𝑅𝑒𝑠stp = 𝑆𝑇𝑅𝑚 × 𝑅𝑒𝑠𝑐𝑓𝑔 × 𝑅𝑒𝑠𝑎𝑠𝑔
𝑛 . 

Based on that, a hardware-/hypervisor-/operating-system (RMDI_HWOS) is a tuple ℎ𝑤𝑜𝑠 =
〈𝑠𝐼𝐷𝐻𝑊

, 𝑠𝐼𝐷𝑂𝑆
, 𝑠𝐼𝐷𝐻𝑉

, 𝑝𝑡𝑙𝑖𝑚, 𝑟𝑒𝑠𝑠𝑡𝑝〉 with 𝑠𝐼𝐷𝐻𝑊
, 𝑠𝐼𝐷𝑂𝑆

, 𝑠𝐼𝐷𝐻𝑉
∈ 𝑆𝑇𝑅, 𝑝𝑡𝑙𝑖𝑚 ∈ 𝑃𝑇𝑙𝑖𝑚, and 

𝑟𝑒𝑠𝑠𝑡𝑝 ∈ 𝑅𝑒𝑠stp. Hence, the set of all RMDI_HWOS is 𝐻𝑊𝑂𝑆 =  𝑆𝑇𝑅3 × 𝑃𝑇𝑙𝑖𝑚 × 𝑅𝑒𝑠stp. 

Furthermore, an application partition (RMDI_APP) is a tuple 𝑎𝑝𝑝 =
〈𝑠𝐼𝐷𝐻𝑊

, 𝑠𝐼𝐷𝑂𝑆
, 𝑠𝐼𝐷𝐻𝑉

, 𝑠𝐼𝐷𝑀𝑊
, 𝑝𝑡𝑙𝑖𝑚, 𝑖𝑓𝑙𝑖𝑚, 𝑟𝑒𝑠𝑟𝑒𝑞, 𝑟𝑒𝑠𝑢𝑠𝑔〉 with 𝑠𝐼𝐷𝐻𝑊

, 𝑠𝐼𝐷𝑂𝑆
, 𝑠𝐼𝐷𝐻𝑉

, 𝑠𝐼𝐷𝑀𝑊
∈

𝑆𝑇𝑅, 𝑝𝑡𝑙𝑖𝑚 ∈ 𝑃𝑇𝑙𝑖𝑚, 𝑖𝑓𝑙𝑖𝑚 ∈ 𝐼𝐹𝑙𝑖𝑚, and 𝑟𝑒𝑠𝑟𝑒𝑞 , 𝑟𝑒𝑠𝑢𝑠𝑔 ∈ 𝑅𝑒𝑠cfg. Hence, the set of all 

application partitions RMDI_APP is 𝐴𝑃𝑃 =  𝑆𝑇𝑅4 × 𝑃𝑇𝑙𝑖𝑚 × 𝐼𝐹𝑙𝑖𝑚 × (𝑅𝑒𝑠cfg)
2
. With that, a 

set of applications (RMDI_APPs) is a tuple 𝑎𝑝𝑝𝑠 = 〈𝑎𝑝𝑝1, … , 𝑎𝑝𝑝𝑛〉, for any 𝑛 ∈ ℕ, and the set 
of all sets of 𝑛 applications is 𝐴𝑃𝑃𝑛. 

A middleware (RMDI_MW) is only a string 𝑠𝐼𝐷𝑀𝑊
∈ 𝑆𝑇𝑅, reflecting the middleware 

configuration in terms of its unique configuration identifier. Note: This representation is due 
to the current limitation to a static model, not yet considering the dynamics of the update-
process, which is defined in D4.2 and where a dynamic identification and comparison of 
identifiers, version numbers, signatures and checksums becomes necessary to proof the 
correctness of an update. In future work, these considerations of the dynamics can be 
integrated to the RMDI modelling- and HCRC-approach, via the RMDI_MW interface. 

Finally, an RMDI system specification 𝑆𝑠𝑝𝑒𝑐 is tuple 𝑆𝑠𝑝𝑒𝑐 = 〈𝑆𝑠𝑝𝑒𝑐
𝐻𝑊𝑂𝑆, 𝑆𝑠𝑝𝑒𝑐

𝑀𝑊 , 𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃𝑠〉 with 

𝑆𝑠𝑝𝑒𝑐
𝐻𝑊𝑂𝑆 ∈  𝐻𝑊𝑂𝑆, 𝑆𝑠𝑝𝑒𝑐

𝑀𝑊 ∈ 𝑆𝑇𝑅, and 𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃𝑠 ∈ 𝐴𝑃𝑃𝑛, for any 𝑛 ∈ ℕ. 
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8.3.3 Semantics of the RMDSysSL 

Semantically, the RMDI system model 𝑠𝑦𝑠=〈𝑇𝑑𝑒𝑓 , 𝑆𝑠𝑝𝑒𝑐〉 is interpreted in terms of a time-

discrete OSS as follows. Note: The following semantics is based on the previously defined 
symbols of the abstract syntax of the RMDSysSL, on the one hand side, and on the previously 
defined symbols of the abstract syntax and semantics of the OSS Language, on the other side. 

First, each type definition 𝑡𝑑𝑒𝑓𝜏 ∈ 𝑇𝑑𝑒𝑓 is interpreted by a corresponding OSS 𝑒𝑛𝑢𝑚𝑒𝑟𝑎𝑡𝑖𝑜𝑛 

type 𝜏 ∈ 𝑇, extensionally list up all unique symbolic values 𝑠𝑖 ∈ 𝑡𝑑𝑒𝑓𝜏, such that for any 𝑛 ∈
ℕ, 𝑡𝑑𝑒𝑓𝜏 = {𝑠1, … , 𝑠𝑛} ⇔ 𝜏 = {𝑠1, … , 𝑠𝑛}. In addition to these enumeration types 𝜏 ∈ 𝑇, only 
the OSS type 𝑖𝑛𝑡𝑒𝑔𝑒𝑟 is used in the RMDI model. Onwards, we abbreviate the OSS 𝑖𝑛𝑡𝑒𝑔𝑒𝑟 
type with 𝐼𝑁𝑇. 

Note: For any OSS component 𝑆 with variables 𝑉𝑆, 𝑡𝑝(𝑣) is used to denote the corresponding 
datatype of any variable 𝑣 ∈ 𝑉𝑆, i.e., if the type of 𝑣 is 𝐼𝑁𝑇, 𝑡𝑝(𝑣) = 𝐼𝑁𝑇. 

Second, the RMDI system specification 𝑆𝑠𝑝𝑒𝑐 = 〈𝑆𝑠𝑝𝑒𝑐
𝐻𝑊𝑂𝑆, 𝑆𝑠𝑝𝑒𝑐

𝑀𝑊 , 𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃𝑠〉 is interpreted by a set 

𝑆𝑂𝑆𝑆 of OSS components with 𝑆𝑂𝑆𝑆={𝑆𝑆𝑌𝑆, 𝑆𝐻𝑊𝑂𝑆, 𝑆𝑀𝑊} ∪ ⋃ {𝑆𝐴𝑃𝑃𝑖
}𝑛

𝑖=1  for 𝑛 = |𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃𝑠| and 

with detailed explanations as follows:.  

The RMDI_SYS is an OSS component 𝑆𝑆𝑌𝑆 with an empty set of variables 𝑉𝑆𝑌𝑆 = ∅ , a contract 
𝐶𝑆𝑌𝑆 = 〈𝐴𝑆𝑌𝑆 , 𝐺𝑆𝑌𝑆〉, with assumption 𝐴𝑆𝑌𝑆 = 𝑡𝑟𝑢𝑒 and guarantee 𝐺𝑆𝑦𝑠 = 𝑡𝑟𝑢𝑒, and with a 

system decomposition 𝜌𝑆𝑌𝑆 = 〈𝑆𝑢𝑏𝑆𝑌𝑆, 𝛾𝑆𝑌𝑆〉, consisting of a set of subcomponents 𝑆𝑢𝑏𝑆𝑌𝑆 =

{𝑆𝐻𝑊, 𝑆𝑀𝑊} ∪  ⋃ {𝑆𝐴𝑃𝑃𝑖
}𝑛

𝑖=1 , where 𝑛 = |𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃𝑠|, together with their connection 𝛾, with 𝛾𝑆𝑌𝑆 

being defined later. 

Note: This way, the contract of the RMDI_SYS does neither express a property to be 
implemented as the output-behaviour of the system, nor a property to be satisfied by its 
environment, i.e., to restrict its allowed input-behaviour. Thus, to form a valid refinement of 
this contract, the decomposition 𝜌𝑆𝑌𝑆 = 〈𝑆𝑢𝑏𝑆𝑌𝑆, 𝛾𝑆𝑌𝑆〉 of 𝑆𝑆𝑌𝑆 is allowed to fulfil any 
guarantee which ensures that for all subcomponents 𝑆′′ ∈ 𝑆𝑢𝑏(𝑆𝑆𝑌𝑆), for all contracts 𝐶′′ ∈
𝜉(𝑆′′), with 𝐶′′ = 〈𝐴′′, 𝐺′′〉, the assumptions 𝐴′′ are satisfied by the composed environment 
consisting of the remaining subcomponents 𝑆′ ∈ 𝑆𝑢𝑏(𝑆𝑆𝑌𝑆) \ {𝑆′′}, i.e. iff for all 𝑆′ ∈
𝑆𝑢𝑏(𝑆𝑆𝑌𝑆) \ {𝑆′′}, for all 𝐶′ ∈ 𝜉(𝑆′), if 𝐼𝑆′ ∈ 𝐼𝑚𝑝(𝐶′) then E′′ ∈ 𝐸𝑛𝑣(𝐶′′). Simplified that 
means, the OCRA contract-based refinement check is reduced to checking whether the 
components mutually meet each other’s assumptions by their composed guarantees. 

Interpreting an RMDI_HWOS specification 𝑆𝑠𝑝𝑒𝑐
𝐻𝑊𝑂𝑆 = 〈𝑠𝐼𝐷𝐻𝑊

, 𝑠𝐼𝐷𝑂𝑆
, 𝑠𝐼𝐷𝐻𝑉

, 𝑝𝑡𝑙𝑖𝑚, 𝑟𝑒𝑠𝑠𝑡𝑝〉, the 

RMDI_HWOS is an OSS component 𝑆𝐻𝑊𝑂𝑆 whose set of variables is 𝑉𝐻𝑊𝑂𝑆,whose set of 

contracts is 𝜉(𝑆𝐻𝑊𝑂𝑆) = {𝐶𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

, 𝐶𝐻𝑊𝑂𝑆
𝑟𝑒𝑠 , 𝐶𝐻𝑊𝑂𝑆

𝑝𝑡 , 𝐶𝐻𝑊𝑂𝑆
𝑎𝑣 , 𝐶𝐻𝑊𝑂𝑆

𝑎𝑠𝑔
, 𝐶𝐻𝑊𝑂𝑆

𝑐𝑎𝑝𝑐ℎ𝑘} and whose 

decomposition 𝜌𝐻𝑊𝑂𝑆 = 〈𝑆𝑢𝑏𝐻𝑊𝑂𝑆, 𝛾𝐻𝑊𝑂𝑆〉 is empty, i.e., 𝑆𝑢𝑏𝐻𝑊𝑂𝑆 = 𝛾𝐻𝑊𝑂𝑆 = ∅. In detail, 

the set 𝑉𝐻𝑊𝑂𝑆 of variables is 𝑉𝐻𝑊𝑂𝑆 = {𝑖𝑑𝐻𝑊, 𝑖𝑑𝑂𝑆, 𝑖𝑑𝑀𝑊} ∪ {𝑝𝑤𝑟, 𝑡𝑚𝑝} ∪ 𝑉𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

∪ 𝑉𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

, 
where 𝑡𝑝(𝑖𝑑𝐻𝑊) = 𝐼𝐷𝐻𝑊, 𝑡𝑝(𝑖𝑑𝑂𝑆) = 𝐼𝐷𝑂𝑆, 𝑡𝑝(𝑖𝑑𝑀𝑊) = 𝐼𝐷𝑀𝑊, and 𝑡𝑝(𝑝𝑤𝑟) = 𝑡𝑝(𝑡𝑚𝑝) =

𝐼𝑁𝑇, and 𝑉𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

 and 𝑉𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

 denote sets of integer variables as follows:  
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Let K = {𝐶𝑃𝑈, 𝑀𝐸𝑀, 𝐷𝐼𝑂, 𝑀𝑀𝐼𝑂}, let 𝑟𝑒𝑠𝑠𝑡𝑝 = 〈𝑆𝑝𝑖𝑑, 𝑟𝑒𝑠𝑐𝑓𝑔, 𝑟𝑒𝑠𝑎𝑠𝑔
𝑛 〉 denote the given 

resource setup of the RMDI_HWOS specification 𝑆𝑠𝑝𝑒𝑐
𝐻𝑊𝑂𝑆, let 𝑟𝑒𝑠cfg =

〈𝑅𝑒𝑠𝐶𝑃𝑈, 𝑅𝑒𝑠𝑀𝐸𝑀, 𝑅𝑒𝑠𝐷𝐼𝑂, 𝑅𝑒𝑠𝑀𝑀𝐼𝑂〉 denote its given resource configuration, and let 𝑟𝑒𝑠𝑎𝑠𝑔
𝑛 =

{〈𝑠1, 𝑟1〉, … , 〈𝑠𝑛, 𝑟𝑛〉} denote its given resource assignment. Furthermore, let 𝑟i =
〈𝑅𝑒𝑠(𝐶𝑃𝑈,𝑖) , 𝑅𝑒𝑠(𝑀𝐸𝑀,𝑖), 𝑅𝑒𝑠(𝐷𝐼𝑂,𝑖), 𝑅𝑒𝑠(𝑀𝑀𝐼𝑂,𝑖)〉 denote the list of resource enumeration lists 

of every resource assignment 〈𝑠𝑖, 𝑟𝑖〉 ∈ 𝑟𝑒𝑠𝑎𝑠𝑔
𝑛 . 

Based on that, for all 𝜅 ∈ 𝐾 and for all 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅, one OSS variable 𝑣(𝜅,𝑖𝑑𝜅)
𝑐𝑓𝑔

 of type INT is 

defined in 𝑉𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

 iff there exists a corresponding 𝜅-enumeration (𝑚, 𝑖𝑑𝜅) in the corresponding 

list 𝑅𝑒𝑠𝜅 of 𝜅-enumerations, i.e., iff (𝑚, 𝑖𝑑𝜅) ∈ 𝑅𝑒𝑠𝜅 for some 𝑚 ∈ ℕ. Hence, 𝑉𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

 is 

formally given by 𝑉𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

= {𝑣(𝜅,𝑖𝑑𝜅)
𝑐𝑓𝑔

 |  𝜅 ∈ 𝐾, 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅 , 𝑅𝑒𝑠𝜅 ∈ 𝑟𝑒𝑠𝑐𝑓𝑔, ∃𝑚 ∈ ℕ, (𝑚, 𝑖𝑑𝜅) ∈

𝑅𝑒𝑠𝜅}. In simple words, this means, for every resource category 𝜅 and every resource type 𝑖𝑑𝜅 

there is a variable 𝑣(𝜅,𝑖𝑑𝜅)
𝑐𝑓𝑔

 in 𝑉𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

, iff there is a corresponding resource enumeration of this 

resource type in the resource configuration of the RMDI_HWOS specification. 

Furthermore, for all 〈𝑠𝑖, 𝑟𝑖〉 ∈ 𝑟𝑒𝑠𝑎𝑠𝑔
𝑛 , for all 𝜅 ∈ 𝐾, for all 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅, and all 𝑖𝑑𝑝 ∈ 𝐼𝐷𝑃, one 

OSS variable 𝑣
(𝑖𝑑𝑝,𝜅,𝑖𝑑𝜅)

𝑎𝑠𝑔
 of type INT is defined in 𝑉𝐻𝑊𝑂𝑆

𝑎𝑠𝑔
 iff there exists a corresponding 𝜅 

enumeration (𝑚, 𝑖𝑑𝜅) in the corresponding list 𝑅𝑒𝑠(𝜅,𝑖) of 𝜅-enumerations, i.e., iff (𝑚, 𝑖𝑑𝜅) ∈

𝑅𝑒𝑠(𝜅,𝑖) for any 𝑚 ∈ ℕ. Hence, 𝑉𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

 is formally given by 𝑉𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

= {𝑣
(𝑖𝑑𝑝,𝜅,𝑖𝑑𝜅)

𝑎𝑠𝑔
 |  𝑖𝑑𝑝 ∈

𝐼𝐷𝑃, 𝜅 ∈ 𝐾, 𝑖𝑑𝜅 ∈ 𝐼𝐷 𝜅 , (𝑠𝑖, 𝑟𝑖) ∈ 𝑟𝑒𝑠𝑎𝑠𝑔
𝑛 , 𝑅𝑒𝑠(𝜅,𝑖) ∈ 𝑟𝑖, ∃𝑛 ∈ ℕ, (𝑚, 𝑖𝑑𝜅) ∈ 𝑅𝑒𝑠(𝜅,𝑖)}. In simple 

words, this means, for every partition 𝑖𝑑𝑝, every resource category 𝜅, and every resource type 

𝑖𝑑𝜅 there is a variable 𝑣
(𝑖𝑑𝑝,𝜅,𝑖𝑑𝜅)

𝑎𝑠𝑔
 in 𝑉𝐻𝑊𝑂𝑆

𝑎𝑠𝑔
, iff there is a corresponding resource enumeration 

of this resource type in the resource configuration of the resource assignment for this 
partition. 

Finally, the OSS contracts 𝜉(𝑆𝐻𝑊𝑂𝑆) = {𝐶𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

, 𝐶𝐻𝑊𝑂𝑆
𝑝𝑡 , 𝐶𝐻𝑊𝑂𝑆

𝑎𝑣 , 𝐶𝐻𝑊𝑂𝑆
𝑎𝑠 } of an RMDI_HWOS 

specification 𝑆𝑠𝑝𝑒𝑐
𝐻𝑊𝑂𝑆 = 〈𝑠𝐼𝐷𝐻𝑊

, 𝑠𝐼𝐷𝑂𝑆
, 𝑠𝐼𝐷𝐻𝑉

, 𝑝𝑡𝑙𝑖𝑚, 𝑟𝑒𝑠𝑠𝑡𝑝〉 are defined as follows:  

Note: For simplification we use standard LTL-, logic-, and arithmetic symbolic to denote the 
OSS notations ‘always’ by ‘G’ (globally), ‘and’ by ‘∧’, or ‘<=’ by ‘≤‘, etc. 

The configuration contract of the RMDI_HWOS component is defined as 𝐶𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

=

〈𝐴𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

, 𝐺𝐻𝑊𝑂𝑆
𝑐𝑓𝑔 〉 with the trivial assumption 𝐴𝐻𝑊𝑂𝑆

𝑐𝑓𝑔
= "𝐺 𝑡𝑟𝑢𝑒", enforcing the component to 

fulfil its guarantee 𝐺𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

 in any environment, and with the guarantee 𝐺𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

=

"𝐺 ( (𝑖𝑑𝐻𝑊 = 𝑠𝑖𝑑𝐻𝑊
) ∧ (𝑖𝑑𝑂𝑆 = 𝑠𝑖𝑑𝑂𝑆

) ∧ (𝑖𝑑𝐻𝑉 = 𝑠𝑖𝑑𝐻𝑉
))". 

The power- and temperature-contract of the RMDI_HWOS component is defined as 𝐶𝐻𝑊𝑂𝑆
𝑝𝑡 =

〈𝐴𝐻𝑊𝑂𝑆
𝑝𝑡 , 𝐺𝐻𝑊𝑂𝑆

𝑝𝑡 〉 with the trivial assumption 𝐴𝐻𝑊𝑂𝑆
𝑝𝑡 = "𝐺 𝑡𝑟𝑢𝑒", and with the guarantee 

𝐺𝐻𝑊𝑂𝑆
𝑝𝑡 = "𝐺 ( (𝑝𝑤𝑟 ≥ p𝑚𝑖𝑛) ∧  (𝑝𝑤𝑟 ≤ p𝑚𝑎𝑥)  ∧  (𝑡𝑚𝑝 ≥ t𝑚𝑖𝑛)  ∧  (𝑡𝑚𝑝 ≤ t𝑚𝑎𝑥))", where 

𝑝𝑡𝑙𝑖𝑚 = 〈𝑝𝑙𝑖𝑚, 𝑡𝑙𝑖𝑚〉 denotes the given power- and temperature limit of the RMDI_HWOS 
specification 𝑆𝑠𝑝𝑒𝑐

𝐻𝑊𝑂𝑆, given by the tuples 𝑝𝑙𝑖𝑚 = 〈p𝑚𝑖𝑛, p𝑚𝑎𝑥〉 and 𝑡𝑙𝑖𝑚 = 〈t𝑚𝑖𝑛, t𝑚𝑎𝑥〉. 
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The contract for the available resources of the RMDI_HWOS component is defined as 
𝐶𝐻𝑊𝑂𝑆

𝑎𝑣 = 〈𝐴𝐻𝑊𝑂𝑆
𝑎𝑣 , 𝐺𝐻𝑊𝑂𝑆

𝑎𝑣 〉 with the trivial assumption 𝐴𝐻𝑊𝑂𝑆
𝑎𝑣 = "𝐺 𝑡𝑟𝑢𝑒", and with the 

guarantee 𝐺𝐻𝑊𝑂𝑆
𝑎𝑣 = "𝐺 ( ⋀𝑅𝑒𝑠𝜅∈𝑟𝑒𝑠cfg

 ⋀(𝑚,𝑖𝑑)∈𝑅𝑒𝑠𝜅
 (𝑣(𝜅,𝑖𝑑)

𝑐𝑓𝑔
= 𝑚))", where for all 𝜅 ∈

𝐾, 𝑅𝑒𝑠𝜅 ∈ 𝑟𝑒𝑠cfg, and where all variables 𝑣(𝜅,𝑖𝑑)
𝑐𝑓𝑔

∈ 𝑉𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

 as previously derived from the given 

resource configuration 𝑟𝑒𝑠𝑐𝑓𝑔 of the RMDI_HWOS specification 𝑆𝑠𝑝𝑒𝑐
𝐻𝑊𝑂𝑆. 

The contract for the assigned resources of the RMDI_HWOS component is defined as 𝐶𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

=

〈𝐴𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

, 𝐺𝐻𝑊𝑂𝑆
𝑎𝑠𝑔 〉 with the trivial assumption 𝐴𝐻𝑊𝑂𝑆

𝑎𝑠𝑔
= "𝐺 𝑡𝑟𝑢𝑒", and with the guarantee 

𝐺𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

= "𝐺 ( ⋀(𝑖𝑑𝑝,𝑟𝑒𝑠𝑐𝑓𝑔)∈𝑟𝑒𝑠𝑎𝑠𝑔
𝑛  ⋀𝑅𝑒𝑠𝜅∈𝑟𝑒𝑠𝑐𝑓𝑔

 ⋀(𝑚,𝑖𝑑κ)∈𝑅𝑒𝑠𝜅
 (𝑣

(𝑖𝑑𝑝𝜅,𝑖𝑑𝜅)

𝑎𝑠𝑔
= 𝑚) )", where for 

all (𝑖𝑑𝑝, 𝑟𝑒𝑠𝑐𝑓𝑔) ∈ 𝑟𝑒𝑠𝑎𝑠𝑔
𝑛 , for all 𝜅 ∈ 𝐾, 𝑅𝑒𝑠𝜅 ∈ 𝑟𝑒𝑠asg

𝑛 , and where all variables 𝑣
(𝑖𝑑𝑝,𝜅,𝑖𝑑𝜅)

𝑎𝑠𝑔
∈

𝑉𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

, as previously derived from the given resource configuration 𝑟𝑒𝑠𝑎𝑠𝑔𝑛
𝑛  of the 

RMDI_HWOS specification 𝑆𝑠𝑝𝑒𝑐
𝐻𝑊𝑂𝑆. 

Finally, the resource capacitance check RMDI_CAP_CHK is a contract of the RMDI_HWOS, 

defined by 𝐶𝐻𝑊𝑂𝑆
𝑐𝑎𝑝𝑐ℎ𝑘 = 〈𝐴𝐻𝑊𝑂𝑆

𝑐𝑎𝑝𝑐ℎ𝑘, 𝐺𝐻𝑊𝑂𝑆
𝑐𝑎𝑝𝑐ℎ𝑘〉, with the trivial assumption 𝐴𝐻𝑊𝑂𝑆

𝑎𝑠𝑔
= "𝐺 𝑡𝑟𝑢𝑒", and 

with the guarantee 𝐺𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

= "G ( ⋀κ∈K⋀(m, id)∈Resκ
(𝑣(𝜅,𝑖𝑑)

𝑐𝑓𝑔
≥ ∑ 𝑣𝑣∈𝑉

(𝜅,𝑖𝑑𝜅)
𝑎𝑠𝑔 ) )", where 𝑉(𝜅,𝑖𝑑𝜅 )

𝑎𝑠𝑔
=

{𝑣 ∈ 𝑉𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

 | 𝜅 ∈ 𝐾, 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅 , ∃𝑖𝑑𝑝 ∈ 𝐼𝐷𝑃, 𝑣 = (𝑖𝑑𝑝, κ, idκ)} denotes the set of all variables 

in 𝑉𝐻𝑊𝑂𝑆
𝑎𝑠𝑔

, sharing the same tuple 𝜅 and 𝑖𝑑𝜅, and, thus, expressing the resource consumption 
of the same resource type 𝑖𝑑𝜅 for different partitions 𝑖𝑑𝑝. 

Interpreting an RMDI_APP specification 𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃 =

〈𝑠𝐼𝐷𝐻𝑊
, 𝑠𝐼𝐷𝑂𝑆

, 𝑠𝐼𝐷𝐻𝑉
, 𝑠𝐼𝐷𝑀𝑊

, 𝑝𝑡𝑙𝑖𝑚, 𝑖𝑓𝑙𝑖𝑚, 𝑟𝑒𝑠𝑟𝑒𝑞, 𝑟𝑒𝑠𝑢𝑠𝑔〉, an RMDI_APP is an OSS component 

𝑆𝐴𝑃𝑃 whose set of variables is 𝑉𝐴𝑃𝑃, whose set of contracts is 𝜉(𝑆𝐴𝑃𝑃) =

{𝐶𝐴𝑃𝑃
𝑐𝑓𝑔

, 𝐶𝐴𝑃𝑃
𝑝𝑡 , 𝐶𝐴𝑃𝑃

𝑖𝑡𝑜𝑙 , 𝐶𝐴𝑃𝑃
𝑖𝑚𝑎𝑥 , 𝐶𝐴𝑃𝑃

𝑟𝑒𝑞 , 𝐶𝐴𝑃𝑃
𝑢𝑠𝑔

, 𝐶𝐴𝑃𝑃
𝑢𝑐ℎ𝑘} and whose decomposition 𝜌𝐴𝑃𝑃 =

〈𝑆𝑢𝑏𝐴𝑃𝑃 , 𝛾𝐴𝑃𝑃〉 is empty, i.e., 𝑆𝑢𝑏𝐴𝑃𝑃 = 𝛾𝐴𝑃𝑃 = ∅. In detail, the set 𝑉𝐴𝑃𝑃 of variables is 𝑉𝐴𝑃𝑃 =

{𝑖𝑑𝐻𝑊, 𝑖𝑑𝑂𝑆, 𝑖𝑑𝐻𝑉, 𝑖𝑑𝑀𝑊} ∪ {𝑝𝑤𝑟, 𝑡𝑚𝑝} ∪ {𝑖𝑡𝑜𝑙, 𝑖𝑚𝑎𝑥} ∪ 𝑉𝐴𝑃𝑃
𝑟𝑒𝑞 ∪ 𝑉𝐴𝑃𝑃

𝑢𝑠𝑔
∪ 𝑉𝐴𝑃𝑃

𝑓𝑟𝑒𝑒
, with  

𝑡𝑝(𝑖𝑑𝐻𝑊) = 𝐼𝐷𝐻𝑊, 𝑡𝑝(𝑖𝑑𝑂𝑆) = 𝐼𝐷𝑂𝑆, 𝑡𝑝(𝑖𝑑𝐻𝑉) = 𝐼𝐷𝐻𝑉, 𝑡𝑝(𝑖𝑑𝑀𝑊) = 𝐼𝐷𝑀𝑊, 𝑡𝑝(𝑝𝑤𝑟) =

𝑡𝑝(𝑡𝑚𝑝) = 𝑡𝑝(𝑖𝑡𝑜𝑙) = 𝑡𝑝(𝑖𝑚𝑎𝑥) = 𝐼𝑁𝑇, and 𝑉𝐴𝑃𝑃
𝑟𝑒𝑞, 𝑉𝐴𝑃𝑃

𝑢𝑠𝑔
, and 𝑉𝐴𝑃𝑃

𝑓𝑟𝑒𝑒
denote sets of integer 

variables as follows: 

Let K = {𝐶𝑃𝑈, 𝑀𝐸𝑀, 𝐷𝐼𝑂, 𝑀𝑀𝐼𝑂}, let 𝑟𝑒𝑠𝑟𝑒𝑞 = 〈𝑅𝑒𝑠𝐶𝑃𝑈
𝑟𝑒𝑞 , 𝑅𝑒𝑠𝑀𝐸𝑀

𝑟𝑒𝑞 , 𝑅𝑒𝑠𝐷𝐼𝑂
𝑟𝑒𝑞, 𝑅𝑒𝑠𝑀𝑀𝐼𝑂

𝑟𝑒𝑞 〉 denote 

the given resource requirement of the RMDI_APP specification 𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃 , and let let 𝑟𝑒𝑠𝑢𝑠𝑔 =

〈𝑅𝑒𝑠𝐶𝑃𝑈
𝑢𝑠𝑔

, 𝑅𝑒𝑠𝑀𝐸𝑀
𝑢𝑠𝑔

, 𝑅𝑒𝑠𝐷𝐼𝑂
𝑢𝑠𝑔

, 𝑅𝑒𝑠𝑀𝑀𝐼𝑂
𝑢𝑠𝑔 〉 denote its resource usage description. 

Then, for all 𝜅 ∈ 𝐾 and for all 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅, one OSS variable 𝑣(𝜅,𝑖𝑑𝜅)
𝑟𝑒𝑞  of type INT is defined in 

𝑉𝐴𝑃𝑃
𝑟𝑒𝑞 iff there exists a corresponding 𝜅-enumeration (𝑚, 𝑖𝑑𝜅) in the corresponding list 𝑅𝑒𝑠𝜅

𝑟𝑒𝑞 

of 𝜅-enumerations, i.e., iff (𝑚, 𝑖𝑑𝜅) ∈ 𝑅𝑒𝑠𝜅
𝑟𝑒𝑞 for some 𝑚 ∈ ℕ. Hence, 𝑉𝐴𝑃𝑃

𝑟𝑒𝑞 is formally given 

by 𝑉𝐴𝑃𝑃
𝑟𝑒𝑞 = {𝑣(𝜅,𝑖𝑑𝜅)

𝑟𝑒𝑞  |  𝜅 ∈ 𝐾, 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅 , 𝑅𝑒𝑠𝜅
𝑟𝑒𝑞 ∈ 𝑟𝑒𝑠𝑟𝑒𝑞, ∃𝑚 ∈ ℕ, (𝑚, 𝑖𝑑𝜅) ∈ 𝑅𝑒𝑠𝜅

𝑟𝑒𝑞}. In 

simple words, this means, for every resource category 𝜅 and every resource type 𝑖𝑑𝜅 there is 

a variable 𝑣(𝜅,𝑖𝑑𝜅)
𝑟𝑒𝑞  in 𝑉𝐴𝑃𝑃

𝑟𝑒𝑞, iff there is a corresponding resource enumeration of this resource 

type in the resource requirement of the RMDI_APP specification. 



Page 60 of 64 

UP2DATE Middleware foundations 
V1.1 

Likewise, for all 𝜅 ∈ 𝐾 and for all 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅, one OSS variable 𝑣(𝜅,𝑖𝑑𝜅)
𝑢𝑠𝑔

 of type INT is defined in 

𝑉𝐴𝑃𝑃
𝑢𝑠𝑔

 iff there exists a corresponding 𝜅-enumeration (𝑚, 𝑖𝑑𝜅) in the corresponding list 𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

 

of 𝜅-enumerations, i.e., iff (𝑚, 𝑖𝑑𝜅) ∈ 𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

 for some 𝑚 ∈ ℕ. Hence, 𝑉𝐴𝑃𝑃
𝑢𝑠𝑔

 is formally given 

by 𝑉𝐴𝑃𝑃
𝑢𝑠𝑔

= {𝑣(𝜅,𝑖𝑑𝜅)
𝑢𝑠𝑔

 |  𝜅 ∈ 𝐾, 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅 , 𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

∈ 𝑟𝑒𝑠𝑢𝑠𝑔, ∃𝑚 ∈ ℕ, (𝑚, 𝑖𝑑𝜅) ∈ 𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

}. In 

simple words, this means, for every resource category 𝜅 and every resource type 𝑖𝑑𝜅 there is 

a variable 𝑣(𝜅,𝑖𝑑𝜅)
𝑢𝑠𝑔

 in 𝑉𝐴𝑃𝑃
𝑢𝑠𝑔

, iff there is a corresponding resource enumeration of this resource 

type in the resource usage description of the RMDI_APP specification. 

Finally, for all 𝜅 ∈ 𝐾 and for all 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅, one OSS variable 𝑣(𝜅,𝑖𝑑𝜅)
𝑓𝑟𝑒𝑒

 of type INT is defined in 

𝑉𝐴𝑃𝑃
𝑓𝑟𝑒𝑒

 iff there exists a corresponding 𝜅-enumeration (𝑚, 𝑖𝑑𝜅) in the corresponding list 

𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

 of 𝜅-enumerations, i.e., iff (𝑚, 𝑖𝑑𝜅) ∈ 𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

 for some 𝑚 ∈ ℕ. Hence, 𝑉𝐴𝑃𝑃
𝑓𝑟𝑒𝑒

 is 

formally given by 𝑉𝐴𝑃𝑃
𝑓𝑟𝑒𝑒

= {𝑣(𝜅,𝑖𝑑𝜅)
𝑓𝑟𝑒𝑒

 |  𝜅 ∈ 𝐾, 𝑖𝑑𝜅 ∈ 𝐼𝐷𝜅 , 𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

∈ 𝑟𝑒𝑠𝑢𝑠𝑔, ∃𝑚 ∈ ℕ, (𝑚, 𝑖𝑑𝜅) ∈

𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

}. In simple words, this means, for every resource category 𝜅 and every resource type 

𝑖𝑑𝜅 there is a variable 𝑣(𝜅,𝑖𝑑𝜅)
𝑓𝑟𝑒𝑒

 in 𝑉𝐴𝑃𝑃
𝑓𝑟𝑒𝑒

, iff there is a corresponding resource enumeration of 

this resource type in the resource usage description of the RMDI_APP specification. 

With that, the OSS contracts 𝜉(𝑆𝐴𝑃𝑃) = {𝐶𝐴𝑃𝑃
𝑐𝑓𝑔

, 𝐶𝐴𝑃𝑃
𝑝𝑡 , 𝐶𝐴𝑃𝑃

𝑖𝑡𝑜𝑙, 𝐶𝐴𝑃𝑃
𝑖𝑚𝑎𝑥, 𝐶𝐴𝑃𝑃

𝑟𝑒𝑞 , 𝐶𝐴𝑃𝑃
𝑢𝑠𝑔

, 𝐶𝐴𝑃𝑃
𝑢𝑐ℎ𝑘} of an 

RMDI_APP specification 𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃 = 〈𝑠𝐼𝐷𝐻𝑊

, 𝑠𝐼𝐷𝑂𝑆
, 𝑠𝐼𝐷𝐻𝑉

, 𝑠𝐼𝐷𝑀𝑊
, 𝑝𝑡𝑙𝑖𝑚, 𝑖𝑓𝑙𝑖𝑚, 𝑟𝑒𝑠𝑟𝑒𝑞 , 𝑟𝑒𝑠𝑢𝑠𝑔〉 are 

given as follows:  

The configuration contract of the RMDI_APP component is defined as 𝐶𝐴𝑃𝑃
𝑐𝑓𝑔

= 〈𝐴𝐴𝑃𝑃
𝑐𝑓𝑔

, 𝐺𝐴𝑃𝑃
𝑐𝑓𝑔〉 

with the assumption 𝐴𝐴𝑃𝑃
𝑐𝑓𝑔

= "𝐺 (𝑖𝑑𝐻𝑊 = 𝑠𝑖𝑑𝐻𝑊
) ∧ (𝑖𝑑𝑂𝑆 = 𝑠𝑖𝑑𝑂𝑆

) ∧ (𝑖𝑑𝐻𝑉 = 𝑠𝑖𝑑𝐻𝑉
) ∧

 (𝑖𝑑𝑀𝑊 = 𝑠𝑖𝑑𝑀𝑊
)", and with the trivial guarantee 𝐺𝐴𝑃𝑃

𝑐𝑓𝑔
= "𝐺 ( 𝑡𝑟𝑢𝑒)", i.e., without forcing the 

application partition to implement some constrained behaviour, the contract requires the 
environment of the RMDI_APP to provide the assumed configuration. 

The power- and temperature-contract of an RMDI_APP component is defined as 𝐶𝐴𝑃𝑃
𝑝𝑡 =

〈𝐴𝐴𝑃𝑃
𝑝𝑡 , 𝐺𝐴𝑃𝑃

𝑝𝑡 〉 with the assumption 𝐴𝐴𝑃𝑃
𝑝𝑡 = "𝐺 ( (𝑝𝑤𝑟 ≥ p𝑚𝑖𝑛) ∧  (𝑝𝑤𝑟 ≤ p𝑚𝑎𝑥)  ∧  (𝑡𝑚𝑝 ≥

t𝑚𝑖𝑛)  ∧  (𝑡𝑚𝑝 ≤ t𝑚𝑎𝑥))" and with the trivial guarantee 𝐺𝐴𝑃𝑃
𝑐𝑓𝑔

= "𝐺 ( 𝑡𝑟𝑢𝑒)", i.e., without 
forcing the application partition to implement some constrained behaviour, the contract 
requires the environment of the RMDI_APP to satisfy the assumed power and temperature 
limits, given by the tuples 𝑝𝑙𝑖𝑚 = 〈p𝑚𝑖𝑛, p𝑚𝑎𝑥〉 and 𝑡𝑙𝑖𝑚 = 〈t𝑚𝑖𝑛, t𝑚𝑎𝑥〉 of 𝑝𝑡𝑙𝑖𝑚 = 〈𝑝𝑙𝑖𝑚, 𝑡𝑙𝑖𝑚〉. 

The interference tolerance contract of an RMDI_APP component is defined as 𝐶𝐴𝑃𝑃
𝑖𝑡𝑜𝑙 =

〈𝐴𝐴𝑃𝑃
𝑖𝑡𝑜𝑙 , 𝐺𝐴𝑃𝑃

𝑖𝑡𝑜𝑙〉 with the assumption 𝐴𝐴𝑃𝑃
𝑖𝑡𝑜𝑙 = "𝐺 ( (𝑖𝑡𝑜𝑙 ≤ 𝑖𝑓𝑡𝑜𝑙)" and with the trivial guarantee 

𝐺𝐴𝑃𝑃
𝑖𝑡𝑜𝑙 = "𝐺 ( 𝑡𝑟𝑢𝑒)",  requiring the environment of the RMDI_APP to satisfy its assumed 

interference tolerance, given by 𝑖𝑓𝑙𝑖𝑚 = 〈𝑖𝑓𝑡𝑜𝑙, 𝑖𝑓𝑚𝑎𝑥〉. 

The interference maximum contract of an RMDI_APP component is defined as 𝐶𝐴𝑃𝑃
𝑖𝑚𝑎𝑥 =

〈𝐴𝐴𝑃𝑃
𝑖𝑚𝑎𝑥, 𝐺𝐴𝑃𝑃

𝑖𝑚𝑎𝑥〉 with the trivial assumption 𝐴𝐴𝑃𝑃
𝑖𝑡𝑜𝑙 = "𝐺 ( 𝑡𝑟𝑢𝑒)" and with the guarantee 

𝐺𝐴𝑃𝑃
𝑖𝑚𝑎𝑥 = "𝐺 ( (𝑖𝑚𝑎𝑥 ≤ 𝑖𝑓𝑚𝑎𝑥)",  forcing the implementation of the RMDI_APP to satisfy its 

guaranteed interference maximum, given by 𝑖𝑓𝑙𝑖𝑚 = 〈𝑖𝑓𝑡𝑜𝑙, 𝑖𝑓𝑚𝑎𝑥〉. 
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The resource requirement contract of the RMDI_APP component is defined as 𝐶𝐴𝑃𝑃
𝑟𝑒𝑞 =

〈𝐴𝐴𝑃𝑃
𝑟𝑒𝑞 , 𝐺𝐴𝑃𝑃

𝑟𝑒𝑞〉 with the assumption 𝐴𝐴𝑃𝑃
𝑟𝑒𝑞 = "𝐺 ( ⋀𝑅𝑒𝑠𝜅

𝑟𝑒𝑞
∈𝑟𝑒𝑠𝑟𝑒𝑞

 ⋀(𝑚,𝑖𝑑κ)∈𝑅𝑒𝑠𝜅
𝑟𝑒𝑞  (𝑣(𝜅,𝑖𝑑𝜅)

𝑟𝑒𝑞 =

𝑚) )" and the trivial guarantee 𝐺𝐴𝑃𝑃
𝑟𝑒𝑞 = "𝐺 𝑡𝑟𝑢𝑒", and where for all 𝜅 ∈ 𝐾, 𝑅𝑒𝑠𝜅

𝑟𝑒𝑞 ∈ 𝑟𝑒𝑠𝑟𝑒𝑞, 

and where all variables 𝑣(𝜅,𝑖𝑑𝜅) ∈ 𝑉𝐴𝑃𝑃
𝑟𝑒𝑞, as previously derived from the given resource usage 

𝑟𝑒𝑠𝑟𝑒𝑞 of the RMDI_APP specification 𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃 . 

The contract for the resource usage of the RMDI_APP component is defined as 𝐶𝐴𝑃𝑃
𝑢𝑠𝑔

=

〈𝐴𝐴𝑃𝑃
𝑢𝑠𝑔

, 𝐺𝐴𝑃𝑃
𝑢𝑠𝑔〉 with the trivial assumption 𝐴𝐴𝑃𝑃

𝑢𝑠𝑔
= "𝐺 𝑡𝑟𝑢𝑒", and with the guarantee 𝐺𝐴𝑃𝑃

𝑢𝑠𝑔
=

"𝐺 (⋀𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

∈𝑟𝑒𝑠𝑢𝑠𝑔
 ⋀(𝑚,𝑖𝑑κ)∈𝑅𝑒𝑠𝜅

𝑢𝑠𝑔  (𝑣(𝜅,𝑖𝑑𝜅) = 𝑚) )", where for all 𝜅 ∈ 𝐾, 𝑅𝑒𝑠𝜅
𝑢𝑠𝑔

∈ 𝑟𝑒𝑠𝑢𝑠𝑔 , 

and where all variables 𝑣( 𝜅,𝑖𝑑𝜅) ∈ 𝑉𝐴𝑃𝑃
𝑢𝑠𝑔

, as previously derived from the given resource usage 

𝑟𝑒𝑠𝑢𝑠𝑔 of the RMDI_APP specification 𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃 . 

The contract for the usage check of the RMDI_APP component is defined as 𝐶𝐴𝑃𝑃
𝑢𝑐ℎ𝑘 =

〈𝐴𝐴𝑃𝑃
𝑢𝑐ℎ𝑘, 𝐺𝐴𝑃𝑃

𝑢𝑐ℎ𝑘〉 with the assumption 𝐴𝐴𝑃𝑃
𝑢𝑐ℎ𝑘 = "𝐺 ( ⋀𝑅𝑒𝑠𝜅

𝑢𝑠𝑔
∈𝑟𝑒𝑠𝑢𝑠𝑔

 ⋀(𝑚,𝑖𝑑κ)∈𝑅𝑒𝑠𝜅
𝑢𝑠𝑔  (𝑣(𝜅,𝑖𝑑𝜅)

𝑓𝑟𝑒𝑒
≥

0) )" and the trivial guarantee 𝐺𝐴𝑃𝑃
𝑢𝑐ℎ𝑘 = "𝐺 𝑡𝑟𝑢𝑒", and where for all 𝜅 ∈ 𝐾, 𝑅𝑒𝑠𝜅

𝑢𝑠𝑔
∈ 𝑟𝑒𝑠𝑢𝑠𝑔, 

and where all variables 𝑣(𝜅,𝑖𝑑𝜅) ∈ 𝑉𝐴𝑃𝑃
𝑓𝑟𝑒𝑒

, as previously derived from the given resource usage 

𝑟𝑒𝑠𝑢𝑠𝑔 of the RMDI_APP specification 𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃 . 

Finally, interpreting an RMDI_MW specification 𝑆𝑠𝑝𝑒𝑐
𝑀𝑊 = 〈𝑠𝐼𝐷𝑀𝑊

〉, the RMDI_MW is an OSS 

component 𝑆𝑀𝑊 whose set of variables is 𝑉𝑀𝑊, whose set of contracts is 𝜉(𝑆𝑀𝑊) = {𝐶𝑀𝑊
𝑐𝑓𝑔

} 

and whose decomposition 𝜌𝑀𝑊 = 〈𝑆𝑢𝑏𝑀𝑊, 𝛾𝑀𝑊〉 is empty, i.e., 𝑆𝑢𝑏𝑀𝑊 = 𝛾𝑀𝑊 = ∅. In detail, 
the set 𝑉𝑀𝑊 of variables is 𝑉𝑀𝑊 = {𝑖𝑑𝑀𝑊}, with  𝑡𝑝(𝑖𝑑𝑀𝑊) = 𝐼𝐷𝑀𝑊. The configuration 

contract of the RMDI_MW component is defined as 𝐶𝑀𝑊
𝑐𝑓𝑔

= 〈𝐴𝑀𝑊
𝑐𝑓𝑔

, 𝐺𝑀𝑊
𝑐𝑓𝑔〉 with the trivial 

assumption 𝐴𝑀𝑊
𝑐𝑓𝑔

= "𝐺 𝑡𝑟𝑢𝑒", and with the guarantee 𝐺𝑀𝑊
𝑐𝑓𝑔

= "𝐺 ( (𝑖𝑑𝑀𝑊 = 𝑠𝑖𝑑𝑀𝑊
))". 

Based on these OSS component definitions, the decomposition 𝜌𝑆𝑌𝑆 = 〈𝑆𝑢𝑏𝑆𝑌𝑆, 𝛾𝑆𝑌𝑆〉 of the 
RMDI_SYS is defined by the set of subcomponents 𝑆𝑢𝑏𝑆𝑌𝑆 = {𝑆𝐻𝑊, 𝑆𝑀𝑊} ∪ 𝑆𝐴𝑃𝑃𝑠, where 

𝑆𝐴𝑃𝑃𝑠 = ⋃ {𝑆𝐴𝑃𝑃𝑖
}𝑛

𝑖=1  with 𝑛 = |𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃𝑠|, and their connection 𝛾𝑆𝑌𝑆. 

Note: Similar to the usage of hierarchical identifiers in OSS, we use 𝑀. 𝑣 for any OSS 
component 𝑀 ∈ {𝑆} ∪ 𝑆𝑢𝑏(𝑆) and any variable 𝑣 ∈ 𝑉𝑀. If 𝑀 = 𝑆 we might omit 𝑀, using 𝑣 
as abbreviation of 𝑀. 𝑣. Furthermore, for any hierarchical identifier 𝑀. 𝑣 and any OSS 
right_connect 𝑟𝑐, we use tuples 〈𝑀. 𝑣, 𝑟𝑐〉 to refer to an OSS connection ‘CONNECTION’ 𝑀. 𝑣 
‘:=’ 𝑟𝑐 ‘;’.    

With that, the set of system-level connections 𝛾𝑆𝑌𝑆 is 𝛾𝑆𝑌𝑆: {}. 

The connections between the hardware configuration identifiers 𝑖𝑑𝐻𝑊 are given by the 

connection set 𝛾𝑖𝑑𝐻𝑊

𝐴𝑃𝑃𝑆 = ⋃ (𝑆𝐴𝑃𝑃 . 𝑖𝑑𝐻𝑊, 𝑆𝐻𝑊𝑂𝑆. 𝑖𝑑𝐻𝑊)𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠
, connecting the variable 

𝑖𝑑𝐻𝑊 ∈ 𝑉𝑆𝐴𝑃𝑃
 to the variable 𝑖𝑑𝐻𝑊 ∈ 𝑉𝑆𝐻𝑊𝑂𝑆

 for every 𝑆𝐴𝑃𝑃 ∈ 𝑆𝐴𝑃𝑃𝑠.  
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The connections between the operating system configuration identifiers 𝑖𝑑𝑂𝑆 are given by the 

connection set 𝛾𝑖𝑑𝑂𝑆

𝐴𝑃𝑃𝑆 = ⋃ (𝑆𝐴𝑃𝑃 . 𝑖𝑑𝑂𝑆, 𝑆𝐻𝑊𝑂𝑆. 𝑖𝑑𝑂𝑆)𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠
, connecting the variable 𝑖𝑑𝑂𝑆 ∈

𝑉𝑆𝐴𝑃𝑃
 to the variable 𝑖𝑑𝑂𝑆 ∈ 𝑉𝑆𝐻𝑊𝑂𝑆

 for every 𝑆𝐴𝑃𝑃 ∈ 𝑆𝐴𝑃𝑃𝑠.  

The connections between the hypervisor configuration identifiers 𝑖𝑑𝐻𝑉 are given by the 

connection set 𝛾𝑖𝑑𝐻𝑉

𝐴𝑃𝑃𝑆 = ⋃ (𝑆𝐴𝑃𝑃 . 𝑖𝑑𝐻𝑉, 𝑆𝐻𝑊𝑂𝑆. 𝑖𝑑𝐻𝑉)𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠
, connecting the variable 

𝑖𝑑𝐻𝑉 ∈ 𝑉𝑆𝐴𝑃𝑃
 to the variable 𝑖𝑑𝐻𝑉 ∈ 𝑉𝑆𝐻𝑊𝑂𝑆

 for every 𝑆𝐴𝑃𝑃 ∈ 𝑆𝐴𝑃𝑃𝑠.  

The connections between the middleware identifiers 𝑖𝑑𝑀𝑊 are given by the connection set 

𝛾𝑖𝑑𝑀𝑊

𝐴𝑃𝑃𝑆 = ⋃ (𝑆𝐴𝑃𝑃. 𝑖𝑑𝑀𝑊, 𝑆𝑀𝑊. 𝑖𝑑𝑀𝑊)𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠
, connecting the variable 𝑖𝑑𝑀𝑊 ∈ 𝑉𝑆𝐴𝑃𝑃

 to the 

variable 𝑖𝑑𝑀𝑊 ∈ 𝑉𝑆𝑀𝑊
 for every 𝑆𝐴𝑃𝑃 ∈ 𝑆𝐴𝑃𝑃𝑠.  

The connections between the power supply values 𝑝𝑤𝑟 are given by the connection set 
𝛾𝑝𝑤𝑟

𝐴𝑃𝑃𝑆 = ⋃ (𝑆𝐴𝑃𝑃. 𝑝𝑤𝑟, 𝑆𝐻𝑊𝑂𝑆. 𝑝𝑤𝑟)𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠
, connecting the variable 𝑝𝑤𝑟 ∈ 𝑉𝑆𝐴𝑃𝑃

 to the 

variable 𝑝𝑤𝑟 ∈ 𝑉𝑆𝐻𝑊𝑂𝑆
 for every 𝑆𝐴𝑃𝑃 ∈ 𝑆𝐴𝑃𝑃𝑠.  

The connections between the temperature measurement values 𝑡𝑚𝑝 are given by the 
connection set 𝛾𝑡𝑚𝑝

𝐴𝑃𝑃𝑆 = ⋃ (𝑆𝐴𝑃𝑃 . 𝑡𝑚𝑝, 𝑆𝐻𝑊𝑂𝑆. 𝑡𝑚𝑝)𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠
, connecting the variable 𝑡𝑚𝑝 ∈

𝑉𝑆𝐴𝑃𝑃
 to the variable 𝑡𝑚𝑝 ∈ 𝑉𝑆𝐻𝑊𝑂𝑆

 for every 𝑆𝐴𝑃𝑃 ∈ 𝑆𝐴𝑃𝑃𝑠.  

The connections between the resource requirement values 𝑣(𝜅,𝑖𝑑𝜅)
𝑟𝑒𝑞  are given by the 

connection set 𝛾𝑟𝑒𝑞
𝐴𝑃𝑃𝑆 = ⋃ 𝛾𝑟𝑒𝑞

𝐴𝑃𝑃𝑖
𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠

, with 𝛾𝑟𝑒𝑞
𝐴𝑃𝑃𝑖 =

{〈𝑆𝐴𝑃𝑃 . 𝑣
(𝜅′,𝑖𝑑𝜅

′ )

𝑟𝑒𝑞
, 𝑆𝐻𝑊𝑂𝑆. 𝑣

(𝑖𝑑𝑝,𝜅,𝑖𝑑𝜅)

𝑎𝑠𝑔 〉 |  𝑣
(𝑖𝑑𝑝,𝜅,𝑖𝑑𝜅)

𝑎𝑠𝑔
∈ 𝑉𝐻𝑊𝑂𝑆

𝑎𝑠𝑔
, 𝑣

(𝜅′,𝑖𝑑𝜅
′ )

𝑟𝑒𝑞
∈ 𝑉𝐴𝑃𝑃𝑖

𝑟𝑒𝑞 , 𝜅 = 𝜅′, 𝑖𝑑𝜅 =

𝑖𝑑𝜅
′ , 𝑖𝑑𝑝 = 𝐴𝑃𝑃𝑖}, connecting each variable 𝑣

(𝑖𝑑𝑝,𝜅,𝑖𝑑𝜅)

𝑎𝑠𝑔
∈ 𝑉𝑆𝐻𝑊𝑂𝑆

 to the corresponding 

variable 𝑣
(𝑖𝑑𝑝,𝜅,𝑖𝑑𝜅)

𝑟𝑒𝑞
∈ 𝑉𝐴𝑃𝑃𝑖

𝑟𝑒𝑞  of the application partition 𝐴𝑃𝑃𝑖, corresponding to the partition 

identifier 𝑖𝑑𝑝 given in the resource assignment. 

The connections between the interference tolerance values 𝑖𝑡𝑜𝑙 are given by the connection 

set 𝛾𝑖𝑡𝑜𝑙
𝐴𝑃𝑃𝑆 = ⋃ (𝑆𝐴𝑃𝑃. 𝑖𝑡𝑜𝑙, 𝑖𝑡𝑜𝑙𝑠𝑢𝑚)𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠

, connecting the variable 𝑖𝑡𝑜𝑙 ∈ 𝑉𝑆𝐴𝑃𝑃
 to the 

internal sum 𝑖𝑡𝑜𝑙𝑠𝑢𝑚 = ∑ 𝑆′. 𝑖𝑚𝑎𝑥𝑆′∈𝑆𝐴𝑃𝑃𝑠\{𝑆𝐴𝑝𝑝}  for every 𝑆𝐴𝑃𝑃 ∈ 𝑆𝐴𝑃𝑃𝑠. 

The connections between the resource usage values 𝑣(𝜅,𝑖𝑑𝜅)
𝑢𝑠𝑔

 are given by the connection set 

𝛾𝑢𝑠𝑔
𝐴𝑃𝑃𝑆 = ⋃ (𝑆𝐴𝑃𝑃. 𝑣(𝜅,𝑖𝑑𝜅)

𝑓𝑟𝑒𝑒
, 𝑢𝑠𝑔𝑐𝑎𝑙𝑐(𝜅,𝑖𝑑𝜅))𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠

, connecting the variable 𝑣(𝜅,𝑖𝑑𝜅)
𝑓𝑟𝑒𝑒

∈ 𝑉𝑆𝐴𝑃𝑃
 

to the internal usage calculation 𝑢𝑠𝑔𝑐𝑎𝑙𝑐 = 𝑆𝐻𝑊𝑂𝑆. 𝑣(𝜅𝐻𝑊𝑂𝑆,𝑖𝑑𝐻𝑊𝑂𝑆)
𝑎𝑣 −

∑ 𝑆𝐴𝑃𝑃 . 𝑣(𝜅𝐴𝑃𝑃,𝑖𝑑𝐴𝑃𝑃)
𝑢𝑠𝑔

𝑆𝐴𝑃𝑃∈𝑆𝐴𝑃𝑃𝑠  for every 𝑆𝐴𝑃𝑃 ∈ 𝑆𝐴𝑃𝑃𝑠, all variables 𝑣(𝜅𝐻𝑊𝑂𝑆,𝑖𝑑𝐻𝑊𝑂𝑆)
𝑓𝑟𝑒𝑒

∈ 𝑉𝐻𝑊𝑂𝑆
𝑎𝑣 , 

and all variables 𝑣(𝜅𝐴𝑃𝑃,𝑖𝑑𝐴𝑃𝑃)
𝑢𝑠𝑔

∈ 𝑉𝐴𝑃𝑃
𝑢𝑠𝑔

 with equal resource types, i.e., such that 𝜅𝐻𝑊𝑂𝑆 = 𝜅𝐴𝑃𝑃 

and 𝑖𝑑𝐻𝑊𝑂𝑆 = 𝑖𝑑𝐴𝑃𝑃. 

Finally, the refinement question to be checked is formulated between the contract 𝐶𝑆𝑌𝑆 of 
the RMDI_SYS 𝑆𝑆𝑌𝑆 and the set χSSYS

 of its subcomponents’ contracts, i.e., formally, 

χSSYS
≼𝜌𝑆𝑌𝑆

𝐶𝑆𝑌𝑆, with χSSYS
= ⋃ 𝜉(𝑆𝑖 )𝑆𝑖∈𝑆𝑢𝑏(𝑆) , i.e.,χSSYS

=
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{𝐶𝐻𝑊𝑂𝑆
𝑐𝑓𝑔

, 𝐶𝐻𝑊𝑂𝑆
𝑝𝑡 , 𝐶𝐻𝑊𝑂𝑆

𝑎𝑣 , 𝐶𝐻𝑊𝑂𝑆
𝑎𝑠 , 𝐶𝑀𝑊

𝑐𝑓𝑔
} ∪ ⋃ {𝐶𝐴𝑃𝑃𝑖

𝑐𝑓𝑔
, 𝐶𝐴𝑃𝑃𝑖

𝑝𝑡 , 𝐶𝐴𝑃𝑃𝑖

𝑎𝑠𝑔
, 𝐶𝐴𝑃𝑃𝑖

𝑢𝑠𝑔
, 𝐶𝐴𝑃𝑃𝑖

𝑓𝑟𝑒𝑒
}𝑛

𝑖=1 , with 𝑛 =

|𝑆𝑠𝑝𝑒𝑐
𝐴𝑃𝑃𝑠|. 

9 CONCLUSION 

This deliverable presented the results of “Task 4.1 – Contract concept for modular and 
composable updates”, defining a contract- and constraint-based definition of update-
compatibility together with a modular specification and verification concept, called 
hierarchical constraint and metadata checking (HCMC), to specify and verify the composability 
of updates. To this end, it gave an overview of the underlying, hierarchical, component-based 
design methodology, using resource and metadata (RMD) interfaces, together with 
corresponding composition functions and different kinds of resource- and metadata-checks 
to check the compatibility of an update via contract-based refinement-checking.  

While the approach is based on a simplified version of a contract-theory, using trivial 
assumptions and guarantees, it is based on a contract-based specification language and 
contract-based refinement-checking, aiming at enabling a full contract-theory for resource- 
and metadata-properties in future work. To this end, the deliverable proposes a specification 
language, RMDISysSL, to specify the relevant components of the UP2DATE architecture model 
by appropriate resource- and metadata-constraints for the update-relevant safety- and 
security-properties.  

To ensure the UP2DATE definition of update-compatibility to be correct, the definition of 
update-compatibility and the corresponding verification steps are based on the definition of 
the safety- and security-properties, identified in deliverable “D3.1 – SASE criteria for 
contracts”, as well as on the initial architecture definition of deliverable “D3.2. – Initial 
UP2DATE Architecture”. For the implementation of update-compatibility checking, common 
contract- and component-based design tools, namely MULTIC and OCRA, are used to provide 
the formal semantics for the timing- as well as for the metadata- and resource-constraints. 
Accordingly, the checks and composition functions for hierarchically composing and checking 
the metadata- and resource-constraints are also based on these semantics.  

Thus, the reported results of this deliverable provide the concepts and a first formalization for 
the implementation of the self-aware compatibility and integration checking in Task 4.2, as 
well as for the update validation in Task 4.4. Furthermore, its results provide necessary 
information for defining the update strategy and update execution in Task 4.3, and for 
implementing the coordination of the update -process by the update middleware in Task 4.5.   
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