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1 EXECUTIVE SUMMARY
This report presents the final version of the high-level UP2DATE architecture definition and its
associated safety-security concept. It builds on the previous version of the UP2DATE
architecture definition (deliverable D3.3). It presents the technical advances done in WP3
tasks T3.2 (“Definition of UP2DATE Safety and Security (SASE) Architecture”), T3.3
(“Continuous safety and security assessment”) and T3.4 (“Definition and implementation of
secure communication mechanisms for dynamic software evolution in critical heterogenous
platforms”) at month 27 of the project.
During this period, the project has analyzed the technical implications of dynamic updates on
the defined architecture and required modifications have been proposed. Regarding the
safety and security assessment, this report addresses the list of open issues raised by the
external certification authority after the safety-security concept review and includes its last
version together with the positive assessment report, reaching an important milestone for the
project. In addition, this report also provides an update of the design of the secure
communications scheme defined and implemented in T3.4. Finally, the deliverable contains
an analysis of the technical compliance of the UP2DATE architecture with respect to other
industrial standards of relevance that consider IEC-61508 [1] as reference standard (e.g.,
railway EN-5012X [2-4] and automotive ISO-26262 [5]) and domain specific development
frameworks such as AUTOSAR in three key aspects for the project: Over-the-air Software
Updates (OTASU) related techniques, mixed-criticality integration and monitoring.
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2 INTRODUCTION
This report is the last of a series of incremental deliverables describing the architecture and
safety and security concept of UP2DATE. Therefore, it provides the final version of the safetysecurity concept for Over-the-air Software Updates (OTASU) in Mixed-Criticality CyberPhysical Systems (MCCPS) approved by an external certification authority (TÜV Rheinland)
through a concept assessment. This concept assessment aims to address the safety and
security concerns that may arise in the integration of OTASU in critical systems. The definition
of guidelines, rules, and standards for OTASU in the critical domain are still in its infancy and
the current lack of in-service experience challenges their adoption. For this reason, the
evaluation and assessment of the update management procedures and architecture of the
project are important milestones for the project. This deliverable aims to congregate the
outcomes of the first certification activity and responds to the open points remained in
previous deliverables.
In addition, this deliverable describes the conceptual improvements introduced in the
architecture since last milestone. More particularly, the report describes the required
architecture adaptations for executing dynamic updates and a more detailed description of
secure communications. Finally, the report presents an analysis of domain specific
frameworks and standards. In the initial phases of the project, the architecture definition was
mainly focused on generic industrial standards such as IEC 61508 and IEC 62443 [6] and on
domain specific regulations that explicitly contemplated software updates (e.g., UNECE). At
this phase, the resulting cross-domain solution is tailored to specific domains by evaluating
domain specific standards (e.g., EN 5012x, ISO 26262) and frameworks such as ARINC or
AUTOSAR.
The rest of this deliverable is structured as follows: Section 3 reports the results of the
assessment activity and the improvements of the architecture. Section 4 focuses on the
definition of the secure communications. Section 5 provides the domain specific analysis.
Finally, Section 6 provides a summary and main conclusions. The complete final safety-security
concept and the assessment materials are included in Annex A and Annex B.

2.1 Relation to other UP2DATE deliverables
This report is the last in a series of three incremental deliverables defined in the Description
of Action:
▪

D3.2 Initial UP2DATE Architecture definition, due on m15. This report describes the first
version of the architecture which is built upon a joint safety and security update
management procedure. Both the procedure and the architecture are based on a
combination of project requirements with safety and security requirements coming from
standards.

▪

D3.3 Mid UP2DATE Architecture definition, due on m21. This deliverable reported the
mid version of the architecture. This version extended D3.2 with further details on the
safety and security design considerations, mechanisms and arguments on the different
D3.4 Final UP2DATE Architecture safety-security concept
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update approaches and architecture supported by a risk assessment (i.e., the SASE
concept).
▪

D3.4 Final UP2DATE Architecture safety-security concept, due on m27. This is the final
version of the UP2DATE architecture and its SASE concept. As in the previous case, it
includes an incremental redesign of the architecture based on implementation
improvements and on the feedback of the certification authorities. In addition, this final
version also considers and reports the implications of adapting the proposed solution to
domain specific standards (e.g., EN 5012x, ISO 26262, ISO 21434, TS 50701).

In addition, this report is related to WP4 D4.3 deliverable in the topic of runtime updates.
While the present deliverable explains the required considerations in the update cycle and the
architecture, D4.3 describes the technical solution in further detail.
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3 SAFETY AND SECURITY ASSESSMENT
This section presents the main topics discussed during the assessment of the UP2DATE safe
and secure software update procedure and architecture concept with an external certification
authority. This includes the description of the first assessment activity in Section 3.1, with a
summary of the main open issues discussed during the review meeting and the associated
actions. Then, Section 3.2 presents the attack model and the attacker profiles. Finally, Section
3.3 presents refinements on the architecture presented in deliverable D3.3, such as the
logging or the implications of runtime updates.

3.1 First Assessment Activity
As explained in deliverable D3.3, the UP2DATE safety and security assessment strategy
includes two main activities and an additional contrast meeting:
1. Activity 1 [2021] Safety and security concept (IEC 61508 and IEC 62443) of the safe and
secure software update procedure and architecture
2. Activity 2 [2022] Safety and Security concept (IEC 61508 / EN 5012x and IEC 62443) of
the safe and secure software update procedure and architecture on a specific Railway
Use case (WP6)
3. Contrast on further evolutions of the UP2DATE architecture
This report focuses on Activity 1, for which the plan of Figure 1 was defined.
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Figure 1: SASE concept review steps and plan

According to this plan, the previous version of this deliverable (i.e., D3.3) already includes the
materials of the review meeting and the list of open issues and comments. Based on that, this
report focuses on the resolution of such open issues that have been addressed in the final
safety-security concept of Annex A. To this end, new versions of the SASE concept have been
created. Table 1 provides a summary of the version history of the SASE concept.
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Table 1. Safety and security concept version history

Version:
03.00

02.00
01.00

Date:

Description:

Final version with the resolution of the issues listed in Table 3.
02/12/2021 Included in Annex A of D3.4 (this report). Sent to TÜV Rheinland
by email on the 2nd of December 2021.
New version with the resolution of the issues listed in Table 2.
25/10/2021 Sent to TÜV by email on the 25th of October 2021. Version
positively assessed by TÜV Rheinland.
First version delivered to TÜV Rheinland by email on the 19th of
19/04/2021
April 2021 and included in deliverable D3.3 Annex A.

Table 2 presents the list of open issues on the SASE concept version V1.0, the corresponding
project’s reply and action (addressed in SASE concept version V2.0), as well as TÜ ’s reply to
the taken action. Table 3 presents the remaining open issues after the first revision and their
final resolution. However, most of the actions taken to cope with the open issues raised by
TÜV Rheinland only required a clarification. Therefore, bellow we cover the main issues
contextualizing the comment from TÜV Rheinland and summarizing the required changes or
the clarifications given in the SASE concept (refer to D3.4 Annex A). For details on each
comment refer to Table 2 and Table 3:
▪

Section 2 Safe and secure software update management
-

The automotive industry has reference regulations that present officially recognized
procedures and implementations for the safe and secure update realization (UNECE R156) as well as guidance for cyber security considerations on the organization and
management of the update procedure (UNECE R-155). An update to the UNECE
reference regulation versions was suggested by TÜV Rheinland (see HS-1 in Table 2)
and has been considered for the definition of the update management procedure in
Section 2.1 of D3.4 Annex A.

-

For a safe and secure update process (refer to Section 2.2 of D3.4 Annex A) an impact
analysis shall be carried out, which determines the affected work products and which
parts of the life cycle shall be repeated. The impact analysis will determine the subset
of the integration tests that shall be repeated, besides software module tests (i.e.,
functional testing, interface testing, and performance and robustness testing). TÜV
Rheinland suggested to mention traceability and system engineering when referring to
the impact analysis (see HS-2 in Table 2), since ensuring system traceability as required
by safety standards and system engineering are relevant aspects to ease this analysis.

▪

Section 3 Reference architecture design
-

The network design for the reference architecture groups system elements into
security zones, which might have different target security levels. In the first version of
the SASE concept, we mentioned that security zones were connected through
conduits. However, as pointed out by TÜV Rheinland, only connections between zones
of equal target security level are grouped together in one conduit (see RR-7 in Table
2). Therefore, security zones in the UP2DATE reference architecture are connected
D3.4 Final UP2DATE Architecture safety-security concept
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through communications channels that limit threat exposure and propagation. As
recommended by H—H. Bock et al. [7], publication suggested by TÜV Rheinland (see
HS-7 in Table 2), all zone boundaries should be supervised and managed through
firewalls, in which a security policy is enforced. This was already considered in the SASE
concept, where we suggested that in these security policies (in each firewall) all
network traffic shall be denied by default, and legitimate and required
communications allowed. In each zone, the corresponding communication protocols
should be authorized. This list may change depending on the entailed risks and defined
security levels for each specific application. In addition, all general-purpose person-toperson communications should be blocked, if not intrinsically necessary.
-

TÜV Rheinland pointed out that mixing up different ASIL/SIL and different SLs can lead
to problems (see HS-7 in Table 2). This had already been covered in the UP2DATE
gateway mixed-criticality reference architecture design, which follows the MILS
approach, where multiple safety and security techniques and measures are defined to
achieve an appropriate level of independence as required by standards (see in this
regard [8] and [9]). To ensure independence of execution, gateway functions are
integrated into partitions on top of a compliant hypervisor (see Sections 5.3.3 of D3.4
Annex A) and applications of different ASIL/SIL and SL are assigned to different
partitions. Communication among them is implemented through inter-partition data
communication interfaces. Moreover, to guarantee that data transmission does not
block or cause interferences in the execution of partitions, access control schemes are
implemented following a defence-in-depth approach. To this end, a partition
connectivity table is statically defined at system design time and enforced through a
safe and secure configuration of a compliant hypervisor (see Sections 5.3.3 and 5.3.5
of D3.4 Annex A). The connectivity table for the reference architecture presented in
the safety and security concept is given in Table 4 of Section 3.2.2.2 of D3.4 Annex A.

-

The MCCPS gateway integrates a monitoring middleware for runtime online and offline
monitoring (refer to Section 3.2.3 of D3.4 Annex A). Monitoring involves that each
partition and device integrates an event recorder. As pointed out by TÜV Rheinland,
the monitoring middleware shall not interfere into the running application (see RR-9,
RR-12 and RR-20 in Table 2). This had already been considered in the SASE concept, in
fact, the event recorder shall be certified with the application. Moreover, the
monitoring middleware applies diagnostics at different levels (e.g., partition,
hypervisor, system) and the online monitoring partition is also monitored at runtime.
TÜV Rheinland also pointed out that runtime monitoring should not be the only
measure to ensure system safety or security (see HS-5 in Table 2). Therefore, it was
clarified that to the monitoring middleware, which is a supervision element (diverse
monitor IEC 61508-7 C.3.4), is complemented with other techniques and measures
required by the standard (e.g., diagnostic mechanisms, independence of execution) to
ensure safety and security.

-

The end-device integrates a flash bootloader for reprogramming purposes (refer to
Section 3.3.1 of D3.4 Annex A). TÜV Rheinland commented that it must be ensured
that the bootloader does not open a backdoor for a hacker (see HS-8 in Table 2). This
had already been considered in the SASE concept, in fact, the end-device software and
D3.4 Final UP2DATE Architecture safety-security concept
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firmware (bootloader plus Hardware Trust Anchor) shall implement security
mechanisms together with the secure boot capability.
▪

Section 4 Risk assessment
-

The risk assessment comprises the risk identification, analysis, and evaluation steps.
As clarified for the comment RR-15 in Table 2, the identification of threats considers
random and residual systematic hardware failures as well as random residual
systematic software failures affecting safety and security attacks. After the
identification of threats, the risk analysis evaluates the potential impact in each
dimension of the threat and, as clarified in the comments RR-16 in Table 2, performs a
ranking estimation of the probability of failures and the likelihood of attacks in assets
of type services.

D3.4 Final UP2DATE Architecture safety-security concept
V2.0

Page 13 of 67

Table 2. List and resolution of TÜVs open issues and comments for Activity 1 (SASE Concept version V2.0)

No.

RR1

HS1

Place

p.
10,
chapter 1

p.
20,
chapter 2.1

SASE Concept version V1.0
Comment
ou write “TS 50701 (under
development)”.
Clarification: 50701 is formally
accepted within CENELEC and in some
countries already published and
available. As it is a TS in its first issue,
it's not yet a basis for certification. But
within the next systematic review
cycle it will likely be transferred to a
full IS
ou write „there are no officially
recognised
procedures
and
implementations for the safe and
secure
update
realization.“
Please
refer
to
document:
UN Regulation on uniform provisions
concerning the approval of vehicles
with regards to software update and
software
updates
management
system
UN ECE R-156 [9] which is in force.
The first approvals for the Software
Update Management System) and
Software Update Vehicle Type are in
place.
Also UN Regulation No. 155 - Cyber
security
and
cyber
security
management system (for automotive)
should be considered:

Project's reply

Agree. It was published on 2021-0727. We started the deliverable just
before the time the first version was
available.

The UNECE regulation we were
referring to in the deliverable is the
same
as
UNECE
R-156.
We were not aware of UNECE R-155.

SASE Concept version V2.0
Project's action
TÜV's reply

Delete
development)"

"(under

Rephrase the sentence,
update reference to UNECE
R-156 regulation (software
update
and
software
updates
management
system), analyse UNECE R155
regulation
(cyber
security and cyber security
management system).

Closed.

Closed for 156, UN ECE R-155 is not
explicitly Note that an update
procedure must be organised and
managed securely. The described
steps 1 to 4 nevertheless address
essential topics of Cyber security
management. It might be fruitful
for the application in each of the
use cases to make explicit
references to the according
regulations for cyber security
management (UN ECE R-155 for
the automotive use case and TR
50701 for the railway use case)
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No.

HS2

RR2

HS3

RR3

HS4

Place
p.
23,
chapter
2.2.1/2.2.2

p.23, 2.2.2

p. 27, 2.3.1,
table 2

p. 27, table
2

p. 27, 2.3

SASE Concept version V1.0
Comment
It is worthwhile to mention
traceability and system engineering
here. Updates concern not only
testing. Also, an impact analysis needs
to be carried out to see which work
products are affected and which oars
of the life cycle need to be repeated.
You mention performance testing as
one possible critical area of nonfunctional testing aspects, maybe
robustness testing is worth to be
considered too, as the robustness
might be affected by some kinds of
SW-updates.
Please be careful – even a change in a
module can require more than unit
tests.
The Abbreviations VIT and HCMC are
not officially introduced before - only
mentioned once in figure 7. Maybe
refer to chapter 5 or appendix C for
their definition or put the definition
somewhere earlier in the document.
Two situations need to be
distinguished: the update for testing –
before rollout (deployment) and the
roll-out (update) of the finally tested
and approved software. The latter is
subject of UN ECE R 156 [9]. Please list

Project's reply

SASE Concept version V2.0
Project's action
TÜV's reply

Agree. Traceability and system
engineering are relevant for the
impact analysis.

Mention these aspects in
Sections 2.2.

Closed

Agree. Part of black-box testing,
recommended in IEC 61508-3
(tables)

Also consider robustness
testing within the update
testing process (Section
2.2.2.1, Section 2.2.2.2 and
Figure 7)

Closed

Agree. A change in a module might
require more than SW module
testing. It depends on the impact
boundary. Table 2 refers to the
impact boundary, not to the update
boundary.

Make clear this in Section
2.3.1.

Closed, see also 2.2.2.2

Agree.

Change "VIT and HCMC" by
"Virtual compatibility and
integration check (see
APPENDIX C)" in Table 2.

Closed

Four phases in the update testing
process:
initial
system
development, update development,
update execution and runtime. The
first two are not part of the update
cycle.

Explain the scenario in the
document.

Ref. 9 corrected, see 2.3. Closed
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No.

RR4

Place

p.
27,
Figure 8

RR5

p. 28, 2.3

RR6

p.29, 2.3.1

SASE Concept version V1.0
Comment
also UN ECE R156 in the description of
ref. [9], to make it clearer.
Colour assignment does not match:
7,8 are in the blue phase on the left
and assigned to the violet phase on
the right
“As a summary, the UP2DATE
architecture
has
three
main
components: a server, a high
performance MCCPS gateway and
one or several end-devices.” At this
point after figure 8 it is not clear
whether you mean with this server
the one under the control of the asset
owner or the one in the domain
provided of the product supplier. The
later context of the chapter indicates,
that the one under control of the
asset owner is in focus here.
2nd line: “and the user is informed…”
Who is the user in this scenario?

HS5

p. 30, 2.3.3

Runtime monitoring can only be used
to monitor performance but should
not be used to ensure system safety
or security.

RR7

p. 32, 3.1

“Different security zones are
connected through conduits” The

Project's reply

SASE Concept version V2.0
Project's action
TÜV's reply

Agree.

Correct
the
colour
assignment of steps 7 and 8
in Figure 8 (b).

Closed

It will depend on how the software
updates delivery process is designed
and the origin of the update
(software from the OEM or
external). The assumption that the
asset owner will operate an own
repository is made.

Explain
this
deliverable.

Closed

The final user of the system (e.g.,
the vehicle owner).

change to "final user of the
system (e.g., the vehicle
owner)".

Closed

Explain this in Section 5.3.8
Online Monitoring.

Understood. Closed.

Change
"conduit"
to
"communication channel".

Closed

Safety and security do not only
depend on online monitoring. This is
complemented with the techniques
and measures required by the
standard
(e.g.,
diagnostic
mechanisms, independence of
execution). The monitoring is a
supervision
element
(diverse
monitor IEC 61508-7 C.3.4).
Agree. Connecting elements should
have assigned the same SL.

in

the
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No.

Place

SASE Concept version V1.0
Comment

Project's reply

SASE Concept version V2.0
Project's action
TÜV's reply

concept of zones and conduits
requires, that only connections
between zones of equal target
security level are grouped together in
one conduit.

HS6

p. 33, 3.1

RR8

p. 34, 3.2.1

RR9

p.
35,
Figure 11

Be careful when assuming higher SLs
for clouds. The owner of the cloud
should implement the required SL and
should be able to guarantee this.

Second bullet point: the condition
“diag==1” is not mentioned in the
text, but well depicted in Figure 11.
Where is the diagnostic module
located? It seems to be only relevant
in the “power-on” sequence, so it
seems to be kind of a basic firmware
diagnostics that is not part of the
other partitions. That would imply, it’s
not accessible once the system is up
and running in normal mode.
Nevertheless, in Figure 11 there is an
arrow from NORMAL operation to
ERROR indicated with the condition
diag==0, that would require the
diagnostics module to be part of the
normal operation partitions and to
have IO with the other partitions, at
least for transmitting the diag state.

In Figure 10, no SL is assigned to the
cloud infrastructure. Reasons: 1-It
will not be in the scope of IEC 62443;
2-The security and assurance level
should be defined according to
cloud-specific security standards
and certification schemes, such as
EUCS.

Refer to ISO 27017 and
EUCS for cloud security.

Clarified. Closed.

Agree.

Correct the text in Section
3.2.1 and mention the
condition "diag==1".

Improved on p.35, closed

Improve the explanation in
Section 3.2.1.

No additional information found in
3.2.1, regarding the location of the
diagnostic module - would be good
to add there your explanation
given in column D.

There can be diagnostics at different
levels (e.g., partition, hypervisor,
system). The system diagnostics are
located
within
the
online
monitoring partition. The diagnostic
state is transmitted through IPC
channels or interrupts.
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No.

Place

SASE Concept version V1.0
Comment

p. 36, 3.2.2

Here, different partitions with
different SILs and SLs are proposed,
thus possibly mixing safety and
security. Please see in this regard:
Hans-Hermann Bock, Jens Braband,
Birgit Milius, Hendrik Schäbe:
Towards an IT Security Protection
Profile
for
Safety-Related
Communication
in
Railway
Automation, Lecture Notes in
Computer Science, 2012, Volume
7612, Computer Safety, Reliability,
and Security, Pages 137-148

RR10

p.
37,
3.2.2.1

Last sentence: have you considered,
that by this it might be required to
group these connections into
different conduits if the security levels
are different.

RR11

p.
38
3.2.2.3

The state “paused” (listed in first
sentence) is not explicitly shown in
figure 13 and not further described in
the subsequent paragraph.

HS7

RR12

p. 39 3.2.3

It must be ensured, that the event
recorder (for partitions running safety
applications or with security target
>0) is not able to interfere into the
running application.

Project's reply

Agree.

The
EIF_SRV_UM
and
EIF_SRC_MON interfaces require
the same security level (see Figure
12 in page 36). The update
middleware
and
monitoring
middleware are divided to enforce
modularity.
Agree. We were considering adding
a "paused" state but after several
technical discussions with other
partners we decided to not include
this state.
After the review meeting, we
clarified that the comment refers to
Figure 14. Reviewers want to make
sure that the event recorder does
not share information with the app.
software.

SASE Concept version V2.0
Project's action
TÜV's reply

We will consider it for the
railway safety concept.

This point does not only relate to
railway. Mixing up different ASIL /
SIL and different SLs can lead to
problems in both use cases.

Explain
this
deliverable.

Closed

in

the

Remove the "paused" state
from Section 3.2.2.3.

Closed

Explain in Section 3.2.3 that
the arrow that comes from
the event recorder to the
app. software is to indicate
a state transition. There is
no information coming from
the event recorder to the
app. software.

Closed
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No.

RR13

RR14

HS8

RR15

RR16

Place

SASE Concept version V1.0
Comment

Project's reply

SASE Concept version V2.0
Project's action
TÜV's reply

Agree. This scenario should be
analysed
in
the
vulnerability/incident management
process. If the initial remediation
technique (patching) fails, other
actions should be evaluated, such
as,
controlled
power-off,
deactivation, or compensating
mechanisms.

Include this in the system
reaction to errors. Explain
what happens if the update
timeframe is violated.

See p. 96. Closed

Closed

Closed

p.43 3.2.4

Depending on the security criticality
of the update a failed update might
expose the system to extended
security risks (e.g., due to a zero-day
vulnerability). Further operation of
the un-updated system might not be
reasonable

p.45 3.3

aybe extend “temperature” to
“temperature
and
other
environmental requirements” as
some devices may also rely on
humidity,
pressure
or
other
parameters.

Agree.

Extend "temperature" to
"temperature and other
environmental
requirements".

p. 45, 3.3.1

It must be ensured that using the
bootloader for update does not open
a backdoor for a hacker.

Agree. Security mechanisms should
be implemented in the bootloader,
in conjunction with the secure boot
capability.

Explain
this
deliverable.

in

the

P. 59 table
8

Clarification I.5: according to 61508
there are no random software
failures, all SW failures are systematic
errors, or based on HW or common
cause
errors.
Not sure if the Magerit approach is in
contrast with 61508 regarding this
topic

Agree. We refer to random or
residual systematic HW failures and
residual systematic SW failures. We
do not refer to random SW failures.

Explain
this
deliverable.

in

the

p. 61 4.4

(Second bullet point) For attacks
(security
domain)
the
term
“likelihood” is mostly appropriate, for
technical failures (like with HW) the
term
“probability”
is
more

Agree. However, at this high-level
design stage, where specific
components are not selected yet,
the values obtained for technical
failures are based on a qualitative
analysis (likelihood).

Change
to
"ranking
estimation
of
the
probability of failures and
the likelihood of attacks".

Explanation accepted, although no
change found in the deliverable.
Closed.

See 4.4.2.1. Closed
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No.

RR17

Place

P
67
4.4.1.4.

HS9

p. 69, 4.4.2

RR18

P.
69
4.4.2.1

RR19

HS10

p. 75 4.5

p. 86/87,
5.3.1
/
5.3.2

SASE Concept version V1.0
Comment
appropriate and widely used in the
safety world (see also comment HS-9)
Typo: irst sentence should be: “Table
14 shows the potential impact of
hardware assets.”
It is correct to talk about the
likelihood of attacks. Probability is not
the right word, since the action of an
attacker is not “measurable” with a
probability
measure.
Cp. J. Braband, H. Schäbe, Probability
and security – pitfalls and chances,
Safety and reliability, 36:1, 3-12
(2016)
(Here and in all other subsequent
subchapters of 4.4.2) the term
probability is used again, deviant from
the correct introduction of the term
likelihood in the beginning of 4.4.2
(see HS-9). Only for pure Hardware or
common cause related failures the
term probability might be the best
choice
In the formula again the term
Probability is used as aa synonym for
the term likelihood, that is used in the
text before
Functional Safety Management /
Cybersecurity Management is rather
building up a structure and
organization than implementing a set
of measures against systematic
failures and diagnostic measures

Project's reply

SASE Concept version V2.0
Project's action
TÜV's reply

Agree.

Fix typo.

Closed.

Agree.

Change
to
"ranking
estimation
of
the
probability of failures and
the likelihood of attacks".

Closed.

Agree.

Change
to
"ranking
estimation
of
the
probability of failures and
the likelihood of attacks".

Closed.

Agree.

Change
to
"ranking
estimation
of
the
probability of failures and
the likelihood of attacks".

Closed.

Agree. We were referring to both
things, building up a structure and
organization
as
well
as
implementing a set of measures
against systematic failures and
diagnostic measures according to

Change the title to this
section.

Closed.
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No.

Place

SASE Concept version V1.0
Comment
according to IEC 61508. These latter
actions are part of the normal
functional safety approach, which
seems not to be in the main scope of
the report, and which seems to be
assumed as present.

RR20

RR21

HS11

Project's reply

SASE Concept version V2.0
Project's action
TÜV's reply

IEC
61508.
Agree. This is not the main scope.

p. 88 5.3.3

The Online Monitoring itself must be
protected from violating its own
associated resource limitations,
otherwise it might be the reason for a
denial-of-service scenario

Agree. The online monitoring
partition is also monitored, and its
resource limitations are verified at
runtime. The monitoring partition
also
includes
diagnostic
mechanisms (i.e., watchdog).

Make clear in Section 5.3.3
that
the
resource
limitations of the online
monitoring partition are
also verified.

Closed.

P. 91 5.3.7

Gateway
–
end
device
communication: If the Gateway is
assumed to be compromisable and it
contains the keys for the symmetric
cryptography (assumably 3DES or
AES), also the last line of
communication to the ED might be
compromisable – circumventing the
secure communication channel from
the server to the ED

Keys are owned by the server and
the end-device. AES algorithm is
used to protect the integrity,
authenticity and optionally, the
confidentiality of data.

Explain in the document.

Closed.

p.
108,
Appendix B

It must be noted that the residual risk
(RPN) is higher than 50/ 100 for some
FMEA lines. What is the threshold for
the RPN below which no additional
measures need to be taken? Normally
it is defined as 50 or 100.

At this point where only high-level
failures are considered, a qualitative
analysis has been done. Therefore,
the value for the provability,
severity and detection parameters
were assigned so that the
considered RPN threshold is
affordable.

None.

Understood and accepted. Closed.
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Table 3: List and resolution of TÜVs open issues and comments for Activity 1 (SASE Concept version V3.0)
SASE Concept version V1.0
No.

HS1

RR9

Place

p. 20,
chapter
2.1

p. 35,
Figure
11

Comment
ou write „there are no
officially
recognised
procedures
and
implementations for the safe
and
secure
update
realization.“
Please refer to document:
UN Regulation on uniform
provisions concerning the
approval of vehicles with
regards to software update
and
software
updates
management
system
UN ECE R-156 [9] which is in
force.
The first approvals for the
Software Update Management
System) and Software Update
Vehicle Type are in place.
Also UN Regulation No. 155 Cyber security and cyber
security management system
(for automotive) should be
considered:
Where is the diagnostic
module located? It seems to be
only relevant in the “poweron” sequence, so it seems to
be kind of a basic firmware
diagnostics that is not part of
the other partitions. That

SASE Concept version V2.0

SASE Concept version V3.0

TÜV's reply

Project’s reply

Project's action

Closed for 156, UN ECE R155 is not explicitly Note
that an update procedure
must be organised and
managed securely. The
described steps 1 to 4
nevertheless
address
essential topics of Cyber
security management. It
might be fruitful for the
application in each of the
use cases to make explicit
references to the according
regulations
for
cyber
security management (UN
ECE
R-155
for
the
automotive use case and TR
50701 for the railway use
case)

Agree, explicit references to the according regulations
for cyber security management shall be included.

Add reference to UNECE R155 in Section 2.1.

No additional information
found in 3.2.1, regarding
the location of the
diagnostic module - would
be good to add there your
explanation given in column
D.

Agree.

We have included the
explanation
given
in
column D in Section 3.2.1.
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SASE Concept version V1.0
No.

HS7

Place

p. 36,
3.2.2

Comment
would imply, it’s not accessible
once the system is up and
running in normal mode.
Nevertheless, in Figure 11
there is an arrow from
NORMAL operation to ERROR
indicated with the condition
diag==0, that would require
the diagnostics module to be
part of the normal operation
partitions and to have IO with
the other partitions, at least
for transmitting the diag state.

Here, different partitions with
different SILs and SLs are
proposed, thus possibly mixing
safety and security. Please see
in
this
regard:
Hans-Hermann Bock, Jens
Braband, Birgit Milius, Hendrik
Schäbe: Towards an IT Security
Protection Profile for SafetyRelated Communication in
Railway Automation, Lecture
Notes in Computer Science,
2012, Volume 7612, Computer
Safety,
Reliability,
and
Security, Pages 137-148

SASE Concept version V2.0

SASE Concept version V3.0

TÜV's reply

Project’s reply

Project's action

This point does not only
relate to railway. Mixing up
different ASIL / SIL and
different SLs can lead to
problems in both use cases.

We have implemented a MILS architecture, where we
have defined multiple safety and security
countermeasures to achieve the required level of
independence required by standards (see in this regard:
Tverdyshev, Sergey, Caracuel, Benito, Álvarez, Amelia,
Ortaga, Alvaro, Rico, Jose Emilio, Hametner, Reinhard,
Blasum, Holger, ertis, Tomáš, & Schulz, Thorsten.
(2018). MILS Security Architecture Templates. Zenodo.
https://doi.org/10.5281/zenodo.1442773
and
Hametner, Reinhard, & Resch, Stefan. (2018, June 25). A
Platform Approach for Fusing Safety and Security on a
Solid Foundation. International Workshop on MILS:
Architecture and Assurance for Secure Systems,
Luxembourg.
https://doi.org/10.5281/zenodo.1306081). To ensure
independence of execution, gateway functions are
integrated into partitions on top of a compliant
hypervisor (see Sections 5.3.3) and applications of
different ASIL/SIL and SL are assigned to different
partitions. Communications among these partitions are

Mention Hans-Hermann
Bock, Jens Braband, Birgit
Milius, Hendrik Schäbe:
Towards an IT Security
Protection Profile for
Safety-Related
Communication in Railway
Automation,
Lecture
Notes
in
Computer
Science, 2012, Volume
7612, Computer Safety,
Reliability, and Security,
Pages 137-148 paper in
Section 3.1.
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SASE Concept version V1.0
No.

Place

Comment

SASE Concept version V2.0
TÜV's reply

SASE Concept version V3.0
Project’s reply
implemented
through
inter-partition
data
communication interfaces. In the communication
between partitions of different ASIL/SIL, data
transmission is always from the highest ASIL/SIL
partition to the lowest ASIL/SIL partition, this is enforced
by the implementation of unidirectional communication
channels. Moreover, to guarantee that data
transmission does not block or cause interferences in
the execution of partitions, access control schemes are
implemented (communications is denied by default)
following a defence-in-depth approach. To this end, the
system integrator shall create a partition connectivity
table. The connectivity table determines with which
partition is each partition allowed to communicate and
in which direction. This table is statically defined at
system design and development phase through a safe
and secure configuration of a compliant hypervisor (see
Sections 5.3.3 and 5.3.5). The connectivity table for the
reference architecture presented in the safety and
security concept is given in Table 4 of Section 3.2.2.2.

Project's action

Annex A and Annex B include the full set of material used for the first assessment activity. Annex A, includes V3.0 of the safety and security
concept and the slides used for the review meeting held as a video conference on September 24, 2021, as well as the list of open issues and
comments are provided in Annex B. As this is an incremental report, note that some of this material was already included in D3.3, however,
the authors consider convenient collecting all final versions in the same report.
As a result of the first assessment activity, TÜV Rheinland concluded that the proposed software update management and architecture design
are suitable to comply with all relevant safety and security requirements and present a logic state-of-art solution for safe and secure software
updates on railway and automotive mixed-criticality systems. The independent review report on the Safety and security concept for software
updates on mixed-criticality systems Version 2.0 provided by TÜV Rheinland is included in Annex C.
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3.2 Attack model and Attacker profile
To complement the SASE concept, the attack model described in the Risk Assessment section
is extended with a description of the attacker profile. The attack model, also known as threat
model, is the process of identifying and analysing the threats associated to assets, which are
of value, within their operational context. This model is used to systematically identify
security-related risks and, after that, define security controls and programmes. In D3.3, the
safety and security concept focused on a gateway and an end-device in the scope of an
automotive use case. This is accomplished by the risk assessment procedure explained in D3.3
Annex A and D3.4 Annex A, which can be summarized as follows:
▪
▪
▪
▪
▪

Identifying the valuable assets to be protected
Identifying the threats that those assets are exposed to, as well as the safety and security
properties (a.k.a. dimensions) that are compromised.
Identifying already implemented and/or adopted safeguards.
Determining and evaluating risks based on the failure probability or attack likelihood and
the potential impact.
Definition of safety and security countermeasures to mitigate the identified risks.

For the construction of the attack model, random failures, systematic faults, and wilful attacks
are considered in the scope of UP2DATE. To this end, the MAGERIT threat catalogue is used
[10]. Also, the dimensions defined by MAGERIT are taken into account. These are: data
confidentiality, availability, data integrity, authenticity of service users, authenticity of data
origin, accountability of service use, accountability of data access. Figure 2 shows the threat
model, which relates the assets, threats, and dimensions. A complete list of considered threats
and their dimensions can be found in the Risk Assessment Section of the SASE concept of
Annex A.

Figure 2: Threat model

For the estimation of the attack likelihood for each threat, the following attacker profile is
determined, based on the expected attacker characteristics corresponding to the foreseen
zone in which the target of evaluation is deployed (following IEC62443 [6]):
▪
▪
▪
▪

Origin: Cybercrime
Skills: Generic
Motivation: Low
Means: Simple

Specifically, this attacker profile is obtained from the envisioned security level characteristic
defined by IEC62443-4-2 [6]. As described in SASE concept, it is expected that the Gateway is
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deployed in a SL-2 zone within the overall UP2DATE reference architecture. Thus, the
protection against an active entity that employs “simple means with low resources, generic
skills and low motivation”, as defined by IEC62443-4-2 [6], is needed.
In must be pointed that the UP2DATE reference architecture is divided into two facilities: the
cloud infrastructure and the industrial one, corresponding to the railway and automotive use
cases. The deployed cloud services are sector-independent and should serve the needs for
both use cases. In this regard, it must be also ensured that the server do not expose any port
and that all users are authenticated and authorized. The security risks should be managed
according to cloud-specific security standards (e.g., ISO 27017) and certification schemes, such
as the European Cybersecurity Certification Scheme for Cloud Services (EUCS).

3.3 Architecture refinements
This architecture is based on that defined in D3.3 [11] and includes improvements and
refinements based on project progress. In this section we identify the main advances done in
architecture definition with respect to D3.3, which are adding logging capability (Subsection
3.3.1) and modifications to run runtime updates (Subsection 3.3.2).
3.3.1 Logging
As part of the gateway monitoring features (refer to Section 5.3.9 of Annex A for further
details on the offline monitoring), the gateway integrates the logging capability, which collects
and stores all relevant events related to the software update process. For this purpose, a log
collector is installed in the gateway and an interface offered to the update manager. This agent
will record all the relevant actions. These logs will be then securely transmitted to the server
for further processing.
Concerning the cloud infrastructure, a logs processing system is instantiated, which receives
and manages all logs information coming from the field devices. This is usually accomplished
through a data collector, processing, storage, and visualization micro-services deployed in the
cloud infrastructure.
For an appropriate log analytics and incident handling by the security managers, it is advised
to categorize the records logs according to their priority and meaning. Following the RFC 5424
standard [12], the log categorization shown in Table 4 is used.
Table 4. Logs categorization

Labelling
Description
LOG_EMERG
A panic condition was reported to all processes.
LOG_ALERT
A condition that should be corrected immediately
LOG_CRIT
A critical condition.
LOG_ERR
An error message.
LOG_WARNING
A warning message.
LOG_NOTICE
A condition requiring special handling.
LOG_INFO
A general information message.
LOG_DEBUG
A message useful for debugging programs.
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3.3.2 Implications of runtime updates
Updates can take place at different system states (i.e., offline, online and runtime updates),
which has a direct impact on the system availability (refer to Section 3.4.2 in deliverable D3.2
for further information on the dynamicity of the software update deployment). Runtime
updates take place while the software under update is under operation, without the need of
a halt and restart and, therefore, with very little downtime caused by the update.
In this update mode, the update is executed and tested in the background at runtime (i.e., in
a new shadow partition) in parallel to the old version of the software until there is sufficient
evidence of its correct behaviour (also referred as quarantine mode). From a technical
perspective, as described in deliverable D4.3 [13], runtime updates require:
▪

A shadow partition with the configuration of the updated component that has to run in
parallel to the old version with the old configuration.
A wrapper for all inputs and outputs of the updated and old partitions, that includes a
distributor for the inputs and a decider for the outputs.
Transferring the state information from the old to the updated partition.
Dedicated compatibility and integration checks, verification and monitoring for the
quarantine mode.

▪
▪
▪

While these features are detailed in D4.3, the conceptual diagram of runtime updates is also
included in Figure 3 to improve the understanding of next subsections.
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Figure 3: MCCPS Gateway configuration for runtime updates
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As shown in Figure 3, the runtime update architecture has some differences with respect to
the online update architecture. During the quarantine mode, a shadow partition shall be
created. The execution of this shadow partition shall be synchronized with the old partition
(Partition 5 in Figure 3) through the state handler in the update manager, which transfers the
state information from the old to the updated application partition. This shadow partition is
relevant on the update verification step, therefore, each of the quarantine mode partitions,
including the shadow and wrapper partitions, include an event recorder for monitoring
purpose. Moreover, the quarantine mode requires a wrapper partition to manage the
input/outputs of the old and updated application partitions. Inputs need to be duplicated and
provided to both partitions without interference (see the distributor in the wrapper partition
of Figure 3). Outputs must also be controlled, to allow switching from the old to the quarantine
partition during the activation (see the decider in the wrapper partition of Figure 3).
Whenever a runtime update is initiated, the quarantine mode configuration shall be loaded
into the system (i.e., creating a wrapper and a shadow partition). Once the update has been
verified, the updated system configuration shall be loaded, where the updated application
partition (shadow partition in Figure 3) takes the place of the old application partition
(partition 5 in Figure 3) and the wrapper and old application (partition 5 and wrapper partition
in Figure 3) are removed from the system. Therefore, runtime updates have several
implications also in the update-cycle defined in previous versions of the UP2DATE
architecture. Figure 4 shows the update cycle that was presented in Section 3.4 of D3.2 [14],
adapted for runtime updates. Moreover, the main implications of runtime updates on the
update-cycle are summarized in Table 5.

Development of new func ons & updates
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Update elease
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Figure 4: Update-cycle for dynamic updates
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Table 5: Differences in the update-cycle for online and runtime updates

Name

Online update

Runtime update

Development of
new functions &
updates

Files stored in the update repository:
▪ Update package with binary and metadata
▪ Pre-defined runtime configuration

Files stored in the update repository:
▪ Update package with binary and metadata
▪ Two pre-certified configurations:
quarantine configuration and updated
system configuration

Step 2

Design time
checks

Basic checks in server before update release, e.g.:
▪ File type, version and target device ID
appropriateness
▪ For security updates, patch solves an existing
vulnerability
▪ Dependent software components are available for
coherent update

Same as for online

Step 3

Update release

Step 1

Step 4

Virtual
Compatibility and
Integration check

Step 5

Download

Identification of target systems where the update is
applicable, update distribution and user notification.
Internal tests before authorizing update installation in
particular devices:
▪ Dependencies of the new software with the
running system
▪ Dependencies of the new software with
hardware/software configuration
▪ Resource availability to carry out the update
without unexpected interferences
Transfer of required software, data and files from the
server to the gateway. Software update

Same as for online
Run the same tests as for online updates but
considering both configurations (quarantine and
updated system configuration).
Consider the compatibility and resources
required by the quarantine mode configuration
(i.e., old and new software running at the same
time, wrapper).
Same as for online
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Step 6

Installation

Store update in temporary memory of the gateway or
end-device and set up them to accommodate the
update (e.g., assigning resources to the software
component).

Step 7

Verification

Check the correctness of the new software installation,
configuration and dependencies with other software
updates at deployment (before activation).

Step 8

Step 9

Step 10

Store update in program memory of the
gateway or end-device, load the quarantine
mode configuration and start quarantine mode
execution.
Check the correctness of the new software
installation, configuration and dependencies with
other software updates through the
parallel and monitored operation of the old and
updated application software at runtime (during
quarantine mode).
Check if safety conditions for the update are
given, load updated system configuration and
swap to the updated application partition
(shadow partition during quarantine mode).

Check if safety conditions for the update are given,
invalidate and store old software, copy new software
Activation
to program memory and reboot the partition to launch
the updated application.
Verify, based on runtime information, that the system
meets its specification, and that SASE metrics are
Online Monitoring
Same as for online
within their safe and secure range at system operation:
before, during and after an update.
Send runtime information to a remote server for
Offline Monitoring
Same as for online
offline automatic or manual inspection.

In next subsections we just focus on those steps or features that according to Table 5 require relevant changes due to runtime updates: i.e.,
system configuration, virtual compatibility and integration check, installation, verification, and activation.
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3.3.2.1 Design and release of updates
In the design phase, the development of new functions and updates as well as the design time
checks are affected by the dynamicity of the update.
Development of new functions & updates
According to safety standards [1], dynamic reconfiguration is not recommended for SIL 2-4
integrity levels, therefore, the system reconfiguration required for runtime updates cannot be
done taking online decisions. Adaptation to changing scenarios must be addressed with
precompiled and verified schemes. For this reason, besides the updated system configuration,
a quarantine mode configuration shall also be pre-defined at design time by safety system
architects and programmed using qualified tools. This configuration shall contemplate the
parallel execution of the old (Partition 5 in Figure 3) and updated application software
(Shadow Partition in Figure 3) with the corresponding wrapper (Wrapper Partition in Figure
3).
Compatibility and integration checks (refer to Section 3.3.2.2 Compatibility and integration
check for further details) also require the pre-definition of timing contracts and resource
constraints for the quarantine mode (considering all the partitions defined in Figure 3). To this
end, the software module testing activities (e.g., functional testing, interface testing,
performance testing) shall consider the quarantine mode, to obtain the worst-case estimates
(i.e., WCET and resource usage) and the platform configuration constraints in the quarantine
mode.
For the later verification of the update, activation criteria shall also be defined at design time.
This activation criteria will determine the success of the verification phase later explained in
Section 3.3.2.3 Verification.
3.3.2.2 Deployment phase
Runtime updates have implications in the compatibility and integration check as well as in the
installation steps of the deployment phase.
Compatibility and integration check
As explained in Appendix C of deliverable D3.3 [11], the compatibility and integration tests
verify the dependencies of the new software with the running system as well as with the exact
hardware/software configuration and the corresponding resource availability.
Given that the update partition shall run in quarantine mode during the update process,
virtual compatibility and integration tests shall consider, besides the updated system
configuration, the quarantine mode system configuration (which needs more resources than
the actual system configuration). Virtual compatibility and integration tests for the quarantine
mode ensure that:
▪

The component running in quarantine mode does not cause interferences on any
software component.
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▪

The quarantine mode configuration is compatible with the system requirements. That is,
the system shall be capable of providing the required resources for the component
running in quarantine mode (e.g., memory, CPU, I/Os) without violating the
independence requirements of the other components.

Installation
Once the update is authorized and the update package has been downloaded, it shall be
installed. To this end, the update shall be stored into program memory and the quarantine
mode configuration loaded. Once configured, the execution cycle and state of the quarantine
partition has to be synchronized with the old partition (for more details on how this is done
refer to D4.3) and the quarantine mode execution is launched.
3.3.2.3 Runtime phase
The runtime phase for dynamic updates comprises the update verification and activation steps
as well as the online and offline monitoring. Moreover, the online and offline monitoring
support the update verification running during the quarantine mode.
Verification
Before the activation of the update, its suitability and correct installation is verified. For
runtime updates, the verification is executed in the background at runtime, using the
quarantine mode. During the verification step, the quarantine partition does not act on the
system, whereas its input/output interfaces are used for testing purposes (e.g., compare
output values of the old and new partition, test the quarantine partition using a predefined
input/output dataset, compare output values with the expected output dataset).
Update verification tests shall be defined at design time, and this parallel operation mode is
kept for a predefined amount of time until the update has been approved to be working
correctly according to a predefined confidence level (e.g., every pre-defined verification test
is passed, no unexpected behaviour is detected for a pre-defined time in operation). This step
uses the monitoring middleware for the verification.
Activation
In runtime updates the activation phase slightly differs from online updates. In this case the
new partition has already been up and running in the quarantine mode and the activation
phase shall just swap from the old partition to the new running partition, considerably
reducing system downtime due to the update (refer to D4.3 for implementation details). In
addition, as previously explained for runtime updates there shall be at least two pre-defined
and pre-certified system configurations (one for the quarantine mode and the second for the
updated system). In this activation step, the updated system configuration shall be loaded to
the system.
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4 SECURE COMMUNICATIONS
This section extends the early design of the secure communication procedure presented in
D3.3 [11] with further design and implementation details that resulted in the software library
delivered in D3.5 (“Secure communication library for dynamic software updates”).
Figure 5 depicts the high-level communication scheme of UP2DATE, with two main
connections as explained in D3.3: (i) Server - Gateway communication through TCP/IP and
Gateway - End-device communication through CAN-FD or Ethernet.

Figure 5: Communication protocols

The data/information assets that are transmitted through these communication channels and
that shall be protected are listed in Table 6:
Table 6: Data / Information asset list

Gateway

End-device

ID

Name

Description

G.D.01

Software update

G.D.02

SASE properties

G.D.03

Monitoring data

ED.D.01

Software update

ED.D.02

Monitoring data

Software update for the gateway
SASE properties of an update included in the
metadata file (either gateway or end-device)
Monitoring data of the gateway and its
partition
Software update for end-devices
Monitoring data of the end-device for update
validation

Basically, the assets that shall be protected are related either to the update (the binary and/or
its associated metadata that contains the SASE properties) or to the monitoring (offline
monitoring data and logging information transmitted to the server). The protection
mechanisms differ if the asset is associated to the gateway or to the end-device and the kind
of end-device. Next subsections provide the details for each of these cases, server-gateway
and gateway-end-device communication.
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4.1 Server-Gateway communication
Regardless of the asset type (gateway or end-device), all communications go through the
gateway. As explained in D3.3 this Server – Gateway communication is based on VPN. Figure
6 shows the interfaces among the server and the gateway which can be classified according
to their purpose as: logging (CI_11), update download (CI_12, CI_13), monitoring data
transmission to server (CI_14) and commanding the security auditor (CI_23). For the update
download and monitoring data transmission the process differs if the update target is the
gateway or the end-device. These processes are explained in next subsections.

Figure 6. Server-Gateway interfaces

Table 7 provides a brief description of the main interfaces depicted in Figure 6. Also, the
employed protocol and transmitted contents are provided. It must be noted that all server gateway communications are protected via VPN connections. Specifically, two different VPN
tunnels are created. The first one targets updates and logs data exchanges (interfaces CI_11,
CI_12 and CI_13), whereas the second VPN encompasses the CI_14 and CI_23 interfaces,
required for offline monitoring. The CI_23 interface is aimed for the external security auditor,
for on-premises or continuous security assessments These activities might be accomplished
by an external organization or department (independent from the product supplier),
commonly cyber-security services providing companies. Access should specifically be granted
by the manufacturer.
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Table 7. Server – Gateway interface specification

ID
CI_11
CI_12

Description / Purpose
Update process logging
Update download

Protocol
RSyslog
FTP (TCP/IP)

CI_13

Update download trigger (push)

UDP

CI_14

Monitoring data transmission to
server

CI_23

Security auditor

Tentacle
(TCP/IP)
oscap tool
through SSH

Transmitted contents
Update process logs
Update package
Empty message that triggers the
software updater push mode
Monitoring data
SCAP data-stream file and results

4.1.1 Update download
In order to have a secure connection between the server and the gateway for downloading
the update, the VPN connection must be firstly established. To this end, the update manager
in the gateway shall initiate the communication using the security certificates explained in
D3.3 Section 4.2.1 [11]. The setup of the VPN connection, that will establish a secure
connection, is triggered by the gateway using the CI_12 interface. This shouldn’t be triggered
per each communication session, only when this VPN connection is not previously been
settled.
There are two scenarios for the interaction between the server and the gateway to trigger the
update process:
▪

Polling: the gateway periodically queries the server to know if there is a new update
package. When a new update is detected, the gateway proceeds to download the update
package through FTP.

▪

Push: the gateway has an open port, and the server sends an UDP notification when a
new update is detected. Then, the gateway proceeds to download the update package
through FTP.

For illustration purposes, Figure 9 shows the interactions between server and gateway in the
Push scenario. The Polling scenario is very similar, the only difference is in how the gateway
receives the update notification. When the update target is a gateway partition, the update
package is a TAR file that contains the binary, several metadata files and other files required
during the update cycle (e.g., system and monitoring configuration files, timing and resource
monitors).
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Figure 7 Signing process performed by the server

Figure 8 Update check performed by the gateway

When the update is downloaded to the gateway, the gateway must check the authenticity of
the package downloaded. This is done via digital signature. The server includes a digital
signature generated with a private key as part of the metadata in the update package as
shown in Figure 7. The gateway must verify the authenticity of the update package using that
signature as show in Figure 8.
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Figure 9 Sequence diagram for the push update procedure performed at server and gateway

4.1.2 Monitoring data transmission
The monitoring data is transmitted from gateway to server through the Tentacle protocol,
which is a lightweight client/server file transfer protocol. This is important to reduce the
network bandwidth. Like the update download process described previously, first a VPN
communication is established from the offline monitoring partition to the server. After that,
the monitoring data is periodically sent to the server, as shown in Figure 10.

Figure 10: Sequence diagram for monitoring data transmission from gateway to server
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4.1.3 Security auditor
The security auditor is an additional feature provided in the UP2DATE platform for regular
security evaluations. This service is offered by the offline monitoring partition, and it is
therefore, only accessible through an authenticated VPN connection. All transmitted sensitive
information across this channel is then also encrypted.
According to the IEC 62443 [6], industrial components shall provide the ability to support the
testing and assessment of designed and implemented measures (requirement CR 3.3).
Following best security practices, information system should regularly be assessed for the
detection of new security threats and risks. Organization should then periodically conduct
security audits and assessments. After the discovery and analysis of the issue, a software patch
might be created as mitigation.
In the UP2DATE project, the continuous and automated security evaluations are enabled by
the SCAP framework. For this purpose, the OpenSCAP agent is integrated in the offline
monitoring partition and made accessible through the CI_23 interface. These evaluations
might be carried out by the manufacturer itself or by external entities, such as the asset owner
or a third-party cyber-security services provider.
Following IEC 62443, the asset owner owns and is responsible for the industrial system having
either a perceived or actual value to it. This organization should design and establish a cybersecurity management system. The asset owner (or another organization on behalf of) should
regularly conduct a security review and a risk assessment activity, in which the impact of the
security-related results should be evaluated. That is the reason why, although initial access
been granted to the manufacturer, this remote access interface might be available for thirdparty organizations. This, unless otherwise stated, will be handled by the manufacturer and
access to specific external entities given (i.e., asset owner, service providers). Contractual and
legal obligations should be agreed by all parties.
For a correct separation-of-concerns and accountability, security assessments should be
accomplished using a secure channel on top of the VPN tunnel. It must be mentioned that
support of the capability of performing security audits during normal operation is intended
for high security levels [6], since it may disrupt other essential and critical tasks. Like the
execution of on-premises penetration testing activities, security auditors should pay close
attention to ascertain adverse effects. Commonly, the continuous security audits and
assessments are carried out with the support of a Security Information and Event
Management (SIEM) system and/or by a Security Operations Centre (SOC). These systems
collect, aggregate, index and continuously analyse security data for intrusion, threats, and
unexpected behaviour detection.
4.1.4 Logging
The default RSyslog protocol does not provide security measures, so the transmission of such
data through an open channel would lead to information leakages. For this reason, the logs
transmission is also encapsulated into the first VPN connection, which connects the server
with the software update manager.
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4.2 Secure communications library
A secure communications library is required for sending cryptographed (either encrypted or
MAC authenticated) messages using a common key for each correct communication. In
UP2DATE we have developed a secure communication library (U2D_secCom) which is based
on either software crypto libraries (in this case the one included in mbed TLS) or hardware
HSM, as shown in Figure 11, depending on the use-case.

Figure 11 – SecCom library component diagram

This secure communications library will be executed on the Server and gateway (both using
mbedTLS) and on the end-devices (mbedTLS for railway end-devices and HSM for automotive
end-devices). For performance optimization it could be more convenient to bypass the
U2D_secCom library in automotive use case. In this subsection we describe the U2D_secCom
library and its interfaces to the mbedTLS cryptographic library and HSM module (Table 8).
Table 8: U2D_secCom interface specification

ID
CI_06

CI_08

CI_48

Description / Purpose
API that allows the usage
of the secCom library by
different applications
API that allows the usage
of the mbed TLS library
by the secCom library
HSM driver: APIs that
allows the usage of HSM
AES HW acceleration for
encryption and
decryption.

Protocol

Definition

U2D_secCom_API

Table 9

mbed TLS API

https://tls.mbed.org/api/modules.html

Marelli
proprietary

N/A
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The secCom library uses the mbed TLS library as its cryptographic library for the data
encryption and decryption, besides the MAC generation and check.
The secCom library provides a shared context between the server, gateway and the enddevice that will conditionate the mbed TLS behaviour. The common behaviour is translated
into generating the same temporal keys due to using the same master key and have a shared
counter that is increased per each successful communication session or the same random
number which is calculated and communicated by each communication session.
With the same temporal keys both server and end-device could encrypt and decrypt the data
and generate the same MAC for the same input.
Any context for the secCom is formed by the following fields:
▪

rnumber: a randomly generated number, if it is used for the communication sessions it is
common for both ends. It will be recalculated per communication session.

▪

ccounter: a counter, if it is used for the communication sessions it is common for both
ends. It will be increased per communication session.

▪

master_key: the secret master key common for both ends of a communication session. It
must be kept secret or every communication message traveling through the link between
the gateway and the end-device are compromised.

▪

temp_encryption_key: the encryption key used for a single communication session
between server and end-device to encrypt/decrypt the message. Generated by a
combination of master_key and ccounter. It must be kept secret or the communication
messages of the session traveling through the link between the gateway and the enddevice are vulnerable to eavesdropping.

▪

temp_authentication_key: the authentication key used for a single communication
session between server and end-device to check if the message is valid. Generated by a
combination of master_key and ccounter. It must be kept secret or the communication
messages of the session traveling through the link between the gateway and the enddevice are vulnerable to tampering.

The secCom context is used at every operation performed by the secCom library. The API
offered by the library is described in Table 9.
Table 9: U2D_secCom library API

Function
void
U2D_initSecCom(U2D_secC
om_Context *context);
void
U2D_saveMasterKey(U2D_s
ecCom_Context *context,
unsigned

Description
Initialization process of the
secure communication
library
Procedure to save the
master key for the library
usage.

Parameters
context The context's will be
set to the initial value.
context The context that will
store the master key.
masterKey The private
masterKey that will be
stored.
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Function
char masterKey[], int
size_key_bytes);
void
U2D_generateTempKeys(U2
D_secCom_Context
*context, unsigned long
counter, unsigned long
rnumber);
void
U2D_createRandomNumber
(U2D_secCom_Context
*context, unsigned long
*prnumber);
void
U2D_encryptData(U2D_sec
Com_Context *context,
unsigned
char *plaintext, unsigned
char *cybertext, int length);

void
U2D_decryptData(U2D_sec
Com_Context *context,
unsigned
char *cybertext, unsigned
char *plaintext, int length);

void
U2D_createMAC(U2D_secC
om_Context *context,
unsigned char *data, int
length, unsigned char
*output_mac);
void
U2D_verifyMAC(U2D_secCo
m_Context *context,
unsigned char *data, int

Description

Parameters
size_key_bytes The size in
bytes of the master key.
context The context that will
store the temporal keys.
Procedure to generate and
counter Counter to attach to
safe the authentication and
the master key to generate
encryption keys.
the keys.
rnumber UNUSED
context UNUSED
prnumber A pointer to an
Procedure to generate the
unsigned long that will
random number
contain the random
number.
context The context with
the keys.
plaintext The input text
without any codification.
Procedure to encrypt data
cybertext The output cipher
text.
length The lenght of the
texts, must be multiple of 16
bits.
context The context with
the keys.
cybertext The input cipher
text.
Procedure to decrypt data
plaintext The output
decoded text.
length The lenght of the
texts, must be multiple of 16
bits.
context The context with
the keys.
data The input data to get
the MAC from.
Procedure to generate a
MAC
length The length of the
input data.
output_mac Pointer where
to store the output MAC.
context The context with
the keys.
Procedure to verify the MAC
of a data with an input MAC
data The input data to get
the MAC from.
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Function
length, unsigned char
*input_mac, int *result);

void U2D_printError(void);

Description

Parameters
length The length of the
input data.
input_mac The MAC to
compare with.
result Result of the
verification. 1 verified, 0 not
verified

Procedure that prints an
error message in relation
with the error registered.

n.a.

The secCom library generates the temporary keys applying the SHA256 algorithm to the
concatenation of the pre-shared private key and the ccounter/rnumber (depending on the
end-device type). This derivation function provides the temporal authentication and
encryption keys:
-

The authentication key is used for CMAC generation and CMAC verification.

-

The encryption key is used for the data encryption and decryption.

The key derivation function (U2D_generateTempKeys in the API) must be executed before any
communication session, taking as input an increased ccounter or a new rnumber.
The secCom library API is designed to be used at the server, the gateway and the end-device
to accomplish secure communications with the end-device. Please note that server-gateway
communications are protected through a VPN. mbed TLS (crypto library)
4.2.1 mbed TLS
mbed TLS (https://tls.mbed.org/) is an open-source C library that implements cryptographic
primitives and offers a Secure Sockets Layer (SSL) library which handles the protocol for an
application that wants to establish a secure, encrypted, and authenticated link between two
parties over an insecure network.
In UP2DATE, the symmetric modules of mbed TLS are included to encrypt, decrypt, generate
MACs and generate temporal keys used per communication session. The mbed TLS API
documentation can be found at: https://tls.mbed.org/api/modules.html.
4.2.2 Hardware Security Module (HSM) [MM]
The HS is an embedded security microcontroller inside the silicon of the nfineon Aurix™
that acts as the hardware trusted environment (HTA) for the host. Host is everything outside
HTA but inside the microcontroller such as functional cores, peripherals, memories etc. that
are subjected to cybersecurity attacks trough external communication channels.
HSM is used for different cybersecurity task, in particular:
▪

To ensure the root of trust of the automotive end-device by:
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o securely storing all the cryptographic material in an HW isolated and protected
environment
o managing the authenticated boot of the host
o managing all the cryptographic operation in a trusted environment less prone
to external attacks
▪

To enable and protect the switch of the program flash bank at the end of an OTASU only
if the download process is successfully performed

The HSM has an internal AES HW acceleration peripheral capable to sustain a performance of
25 MiB/s that are used for the continuous large number of operations for Secure
Communication and OTASU signature verification based on CMAC. As the modern vehicles
have hundreds of CAN-FD messages and some of them operating at high rates (5ms), this
solution is a must for the future.
As mbedTLS has not support for HW acceleration for nfineon Aurix™ HS microcontroller
then the U2D_SecCom will be modified in order to link with Marelli proprietary code. The APIs
list will have same format to Table 9: U2D_secCom library API with the difference that will be
modified in order to not call mbedTLS primitives but Marelli existing proprietary interfaces for
HW acceleration.

4.3 End-device communication and update
End-devices are only connected physically to the ateway. The communication’s media layers
of the Open System Interconnect (OSI) model connection established between an End-Device
and the Gateway is considered insecure, the layer classification made by the OSI model is
shown in Figure 12.
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Figure 12 OSI model

However, as shown in Figure 13 and described in Table 10, a secure communication is required
in the interfaces connecting the Gateway with an End-Device (CI_22 is the interface used for
the Railway End-Device and CI_24 is the one used for the Automotive End-Device).
Internally, the Gateway has two more interfaces related with the end-device communication.
Those interfaces communicate the different partitions involved in the gateway as the CI_17
connects the External Update Manager partition with the Update Manager and the CI_20
connects the Offline Monitor with the Update Manager.
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Figure 13 Communication interfaces for the two end-device types
Table 10 Communication interfaces for the two end-device types

ID
CI_17

Description / Purpose
Connect the Update Manager with
the External Update Manager that
will send the update to the
corresponding device.

Protocol
TCP Socket

CI_20

Update of the monitoring platform

SSH

CI_22

Connect the Railway End-Device
with the External Update Manager

TCP/IP - LET

CI_24

Connect the Automotive EndDevice with the External Update
Manager

CAN-FD Autosar
ComStack

Transmitted contents
Communication signals,
encrypted data
(update+mac) and the
counter unencrypted.
Monitoring update
commands, result and
metadata for monitor
configuration.
Communication signals,
encrypted data
(update+mac) and the
counter unencrypted.
Communication signals,
encrypted data
(update+mac) and the
counter unencrypted.
UDS programming sequence
diagnostic commands for
download process.

Not every communication session that affects the physical connection between the gateway
and an end-device is processed in the same way by the host layers shown in Figure 12:
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▪

Plain communication: the messages will travel without any treatment done to the data
transmitted.

▪

Integrity checked communication: the messages will travel with a tampering check as the
monitoring data transmission shown in Section 0.

▪

Integrity checked and confidential communication: the messages will travel encrypted to
avoid useful eavesdropping and they will also allow a tampering check. This has been
done for the update packages transmission shown in Section 4.3.1.

For that integrity and confidentiality, the library presented in Section 4.2 is used to ensure an
expected behaviour in terms of encryption. The temporal private keys generated from the
conjunction of a common master key and a synchronized counter (or random number), and
preferably a label, must be known only by the two end points of the communication.
4.3.1 Server update package generation
Encryption and authentication are used with the objective of providing a secure way to
guarantee integrity, confidentiality and authenticity of the software package to be used for
the update process. The server is the one performing the signature and encryption of the
update package and/or logical blocks containing the update package, generating one or more
MACs that will be used to confirm the integrity of the update received at the end-device.
The encryption and contents authenticity verification are performed with temporal keys
generated by the concatenation of a private key, a label and a counter that will be increased
by the successfully end of each programming session or through a random generated number.
In both cases, a static private master symmetric key used, being the same for the server and
the end-device. The counter increases per OTASU session and the parity of the counters stored
at the server and the end-device is checked at the beginning of the OTASU session. In case of
the random number, a new random number is generated and communicated at the beginning
of the communication session. For each update process temporal keys are generated.
Finally, the server prepares a TAR file containing the encrypted file as well as the metadata
and the rest of the files required for the update. This TAR file is the update package used for
the download process performed by the gateway.
The following steps describe the communication performed for the update operation, which
is depicted in Figure 13:
1. Before any communication session, a VPN connection must be stablished between the
server and the gateway.
2. The server must check if there is any update available as described in Section 4.1.1.
3. Once the server gets the update package file for the end-device, it will send a
notification to the gateway alongside the counter of the signature and encryption
session. The gateway forwards the counter to the end-device using the proper
protocol, this communication is not encrypted. The end-device will check if the
received counter corresponds with the counter stored, in that case the end-device will
confirm it; this communication is performed with unencrypted messages. The server
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and the end-device now generate the temporal keys for the decryption of the blob of
the logical block and the CMAC signature verification session using their private key,
the label and the counter. Both the private key and the counter are the same for server
and end-device. The gateway assures the communication of the above information.
4. Then, the server prepares the update package generating the authenticated signature
(CMAC) and encrypting the binary file content with the proper key. More detail will be
provided for different end-device architectures in Subsections 4.3.2 and 4.3.3.
5. Once the update is received by the end-device, the following tasks are performed:
a. Decryption of the blob
b. CMAC signature verification
More detail will be provided for different end-device architectures in Subsections 4.3.2
and 4.3.3.
6. After performing the update, the end-device sends a confirmation to the gateway.
7. The gateway will send to the end-device a signal or a diagnostic request to start the
process of incrementing the counter for the next session, all the ordered messages of
this communication are not encrypted.
a.
b.
c.
d.

The end-device will send to the server the increase counter signal.
The server will confirm the reception of this signal.
The end-device will re-confirm this procedure execution.
The server will perform the increment of its local counter and confirm it to the
end-device.
e. The end-device will perform the increment of its local counter.
8. Both the server and the end-device are ready for another OTASU session.
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4.3.2 Automotive Update
As the embedded automotive end-device has not filesystem then the signature (CMAC) shall
be part of the logical block itself. Thus, a solution with Header+Code area shall be used as
architecture at least for automotive end-device. The automotive end-device logical block is
composed by an initial section named Header and a subsequent one named Code.
The Header contains information about the Code space area, additional
information for the issuer of the signature process (Server), OTASU rollback
counter and digest (sha256) of the Code area that are under signature. The
Header is signed by the CMAC that must be located in the last 16 bytes of the
Header.
The following picture is an example of the Application SW logical block (APPL)
as it would be represented in the P-FLASH area (Header plus Code section are
displayed):

Figure 14 Logical
block architecture

Figure 15 Application SW (APPL) logical block header details

Binary file of the APPL blob will have the same architecture excluding the addresses.
Same architecture approach shall be performed for all updateable logical block so the server
shall have a dynamic configurable logical block list that shall be signed in order to guarantee
that each logical block has the corresponding CMAC signature generated with the same key.
As can also be observed, a signing name and key identifier is also included in the header. The
following picture is the corresponding logical block for the configuration of APPL calibrations
area (CALIB):

Figure 16 Application SW calibrations (CALIB) logical block header details
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The summary of the process focused on automotive end-device activities are:

Figure 17: Automotive end-device OTASU process
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In the automotive use-case the server shall perform different tasks for organizing the data.
During the preparation of the update package the server follow these steps:
a. The server calculates the CMAC of the header of each updateable logical blocks
and put the CMAC in the proper memory location inside the header of each logical
block.
b. The server encrypts each blob of the logical blocks and concatenates the blobs
forming the update package container
c. The server sends the encrypted package to the gateway, which will trigger and
manage the OTASU process for end-device.
Once the update is received by the automotive end-device, the following tasks are performed:
c. During the reception of the chunks of the logical block being updated sent by the
gateway trough UDS protocol, the end-device decrypts the received data and store
it in the inactive P-FLASH bank
d. When the gateway sends the UDS check Memory diagnostic service the end device
will read the stored C AC from header’s proper location
e. The end-device generates the CMAC of the header from the updated logical block
and check if this CMAC is equal to the CMAC in the header.
f. If the CMACs match, the end-device accepts and considers the logical block valid
and consistent, otherwise it aborts the update process.
g. If the OTASU process is almost completed it waits for counter update from the
server and it waits for the safe state in order to perform the switch of P-FLASH bank
for the new SW
4.3.3 Railway Update
On the contrary in case of the automotive end-device update, in which the UDS protocol is
used, the railway end-device is managed by the LET proprietary protocol. In the railway use
case, a random-number based approach is used instead of the counter-base. This means that
the temporal keys are based on the static master key and a temporal number which is
generated every update process.
The architecture of railway use case is composed by an entire logical block (the SW being
updated) plus an external signature outside the blob code area.

D3.4 Final UP2DATE Architecture safety-security concept
V2.0

Page 50 of 67

Figure 18 Sequence diagram for railway end-device use case update

As shown in Figure 18, the end-device will generate a random number, that is used to create
the temporal keys. The server will then generate the update package, protected against
tampering (authenticated) and disclosure (encrypted). This is transmitted through the
gateway to the end-device, which will then decrypt the data received from the server. After
that, the data will be separated into the update package and the MAC. If the code matches
with the internally generated digest, the update is accepted and the OTASU process proceed.
In this case, unlike the automotive use case, no header is used in the update package. This is
because all OTASU process is handled by the LET protocol and agent, which manages all the
data associated with the update. Besides, the update authenticity verification is expected to
be performed in the gateway, since the railway end-device is considered a legacy equipment
(from the point of view of security) and, according to the TS 50701 [15], a SL 1 component.
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Update authenticity and integrity check (i.e., digital signature verification) is expected in SL 2.
This decision should be then justified by threat modelling and risk assessment results.
4.3.4 Monitoring data transmission
Based on the risk assessment carried out in the safety and security concept (Annex A), the
fieldbus communication entails medium risks regarding its integrity and authenticity.
Monitoring data across the fieldbus channel must be protected against tampering. In addition,
the assumption that the gateway could suddenly be compromised is taken. Thus, an end-toend security mechanism, providing protection of monitoring data from end-device to the
server, is also needed.
Figure 19 shows the secure end-device monitoring data transmission. As depicted, in addition
to the plain data, a message authentication code is sent. This code is created by the security
communication library, following quite the same approach used for the update procedure.
The information is transmitted twice, this is, two secure monitoring data communication
channels are created (two secCom context are created in the end-device). On the one hand,
the first channel (depicted in blue colour in Figure 19) protects the data against fieldbus
communication spoofing and tampering attacks.

Figure 19: Secure end-device monitoring data transmission

On the other hand, the second channel (shown in red colour in Figure 19), protects the
integrity and authenticity of the transmitted monitoring data from the end-device to the
server. It shall be noted that the confidentiality of data is also provided by means of the VPN
connection.
The monitoring data collection is triggered by the gateway, which requests to the end-device
current monitoring information. In this request, the final recipient should also be specified
(i.e., gateway or server), so the end-device can compute a valid MAC code with the
corresponding temporal key. The end-device responds then to the request. If the data is for
the gateway, the message is processed, and the integrity and authenticity verified. On the
contrary, the message (data plus the MAC code) is transmitted to the PandoraFMS cloud
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service if the initial request was asking monitoring information for the server. In this case, the
Tentacle protocol stack splits the message into de monitoring data and its MAC by means of
the secCom library and checks the received MAC. If OK, will store in the data base the received
monitoring data.
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5 UP2DATE ARCHITECTURE
STANDARDS

AND

DOMAIN

SPECIFIC

This section presents the implications of adapting the proposed solution to domain specific
standards (e.g., EN 5012x, ISO 26262, ISO 21434, TS 50701) and standardization frameworks.

5.1 Domain specific standards and standardization frameworks
Figure 20 shows the different standards according to the industrial domain and highlights
those taken as reference for the design of the UP2DATE reference architecture. Next
subsections give a brief overview of such domain specific standards and standardization
frameworks for the automotive and railway sectors as well as for other domains that are not
based on generic IEC 61508 or IEC 62443 standards.

Figure 20: Functional safety and cybersecurity standards

5.1.1 Automotive
ISO 26262 is the equivalent of IEC 61508 for the automotive domain and ISO 21434 covers the
cybersecurity aspects. Unlike other domains, the automotive domain has started to explicitly
cover the topic of software updates in the different standards and regulations. As a result, the
ISO/TC 22/SC 32 committee is developing the ISO 24089 standard [16], entitled Road vehicles
– software update engineering. In addition to standards, the World Forum for Harmonization
of Vehicle Regulations (WP.29) of the United Nation Economic Commission for Europe
(UNECE) establishes regulatory instruments concerning motor vehicles and their equipment
[17]. In contrast to standards, the compliance with these regulations is a prerequisite for
international vehicle type approval. UNECE R-155 [18] explicitly covers cyber security and
cyber security management and UNECE R-156 [19] imposes requirements on safe and secure
over-the-air software update management (SUMS).
AUTOSAR [20] is an extended standardization initiative in the automotive domain. It targets
the definition of unified frameworks for compositional and modular software development,
similar to IMA in avionics [21]. AUTOSAR specifies two different platforms, AUTOSAR Classic
Platform (CP) and AUTOSAR Adaptive Platform (AP). The CP mainly addresses single-purpose
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ECUs by supporting monolithic software images and does not provide any concepts for
modular updates.
The AP was designed to extend the AUTOSAR-approach onto high-performance platforms that
integrate multiple vehicle functions into one ECU. By introducing a service-oriented
architecture approach, the AP allows dynamically linking of software modules during runtime
and this introduces the possibility of replacing them individually. The Update and
Configuration Management module, which is part of the AP specification [22], provides
requirements and a specification for the corresponding functionality in AP implementations,
specifically allowing over-the-air-updates [20, 23].
5.1.2 Railway
EN 5012x refers to the set of CENELEC standards equivalent to IEC 61508 for Railway
communication, signalling and processing systems. This railway standard set contains the EN
50126 for the Reliability, Availability, Maintainability and Safety (RAMS) of the complete
railway system, EN 50129 for the hardware equipment of the signalling system and EN 50128
for railway application software. Additionally, EN 50159 covers the safety related
communication [24, 25].

Figure 21: Scope of CENELEC railway safety standards [25]

Regarding security, the EN 50129 safety standard Clause 6.4 refers to applicable security
standards (e.g., IEC 62443) for addressing the development, implementation, maintenance
and/or operation of security policies or security services [24]. In addition, the TS 50701
technical specification aims to unify the way in which cybersecurity is handled in the whole
railway sector.
5.1.3 Other domains
In other domains such as avionics, standards are not based on the IEC 61508 standards. The
avionics domain DO-178C (software) and DO-254 (hardware) are the primary standards for
the development of safety-critical airborne systems. Additionally, DO-297 introduces the
concept of Integrated Modular Avionics (IMA) where applications can be developed and
certified for different DO-178 assurance levels in a mixed-criticality platform. The standard
describes how to achieve separation between the applications through partitioning and
ARINC-653 defines an IMA architecture based on a time and space partitioning scheme [26].
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While there is no specific standard for software updates, ARINC 615A and ARINC 665-3 are
related to the data loading protocol and file format during the maintenance mode of Aircrafts
[27, 28].

5.2 Mixed-criticality architecture
The central element of the UP2DATE architecture is the centralized high-performance
gateway that implements a MILS architecture with applications of varying levels of safety
integrity and/or security. The generic domain independent architecture of UP2DATE has been
defined according to the requirements of IEC 61508 in this regard, which requires
independence of execution in the spatial and temporal domains. Nowadays it is increasingly
common to find integrated mixed-criticality approaches in different industrial domains [29] as
explained in next subsections.
5.2.1 Mixed-criticality requirements in domain-specific standards
Domain-specific standards such as ISO 26262 or EN 5012X include equivalent requirements to
those defined by IEC 61508 in this regard:
▪

ISO 26262-6 7.4.8: “If the embedded software has to implement software components of
different ASILs, or safety related and non-safety-related software components, then all of
the embedded software shall be treated in accordance with the highest ASIL, unless the
software components meet the criteria for coexistence in accordance with ISO 26262-9
Clause 6”.

▪

EN 50128 7.3.4.9: “Where the software consists of components of different software
safety integrity levels then all of the software components shall be treated as belonging
to the highest of these levels unless there is evidence of independence between the
higher software safety integrity level components and the lower software safety integrity
level components. The evidence shall be recorded in the Software Architecture
Specification”.

▪

EN 50129 Annex F.2.4: “Where the UPIC consists of logic components of different safety
integrity levels then all of the components are treated as belonging to the highest of these
levels unless there is evidence of independence between the higher safety integrity level
components and the lower safety integrity level components. This evidence is typically
recorded in the UPIC architecture”.

Whereas Railway standards do not specify requirements to achieve such independence, ISO
26262-6 7.4.9 defines the requirements for implementing freedom from interference
between software components, ISO 26262-6 Annex D defines possible mechanisms to achieve
it and ISO 26262-11 5.4.2 focus on the implications of multicore components, including
clarifications for freedom from interference.
Regarding security, spatial and temporal independence is not explicitly mentioned, but
standards such as IEC 62443-3 [30] and Common Criteria [31] require application or device
partitioning and countermeasures such as access control, denial-of-service protection and
information flow and resource management [32].
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For other domain specific standards that are not based in IEC 61508 (e.g., avionics, space)
similar approaches can be found:
▪

DO-178 2.4.1: “A partitioned software component should not be allowed to contaminate
another partitioned software component's code, input/output (I/O), or data storage
areas.” “Should be allowed to consume shared processor resources only during its
scheduled period of execution” and “failures of hardware unique to a partitioned
software component should not cause adverse effects on other partitioned software
components”.

▪

ECSS-E-ST-40C (space): Resource usage and system capability requirements shall be
defined, similar to those defined in UP2DATE: 5.8.3.12 “the supplier shall estimate the
technical budgets including memory size, CPU utilization and the way the deadline are
met”. 5.3.8.1 “requirements on the computer resource utilization (e.g. processor capacity
and memory capacity) available for the software item (e.g. sizing and timing)”

In addition to these standards, the Airborne domain published a position paper for addressing
the topic of partitioning in multicore processors (CAST-32A) [33]. CAST-32A defines the
concepts of robust resource and time partitioning and defines a set of objectives to achieve
them. These objectives include the identification of interference sources and provide means
for mitigation. Another objective is to “verify that all software components function correctly
and have sufficient time when all the software is executing in the intended final configuration”.
In platforms that can guarantee robust partitioning or the mitigation of interference, this
verification can be done in a composable manner.
5.2.2 Domain specific frameworks and solutions
Given the equivalence of different standards with respect to mixed-criticality, the defined
architecture is compatible with the requirements of different domain specific standards and
similar approaches can be found in the standardization frameworks too.
▪

Automotive: the software in classic AUTOSAR is organized in multiple abstraction layers.
At the application level, the software is structured in software components connected to
each other through a Virtual Function Bus (VFB). Each of these software components runs
on top of the runtime environment (RTE) and basic software. This is complementary to
the defined mixed-criticality architecture and AUTOSAR supports separation features
such as resource allocation and communication matrix configuration [20]. According to
AUTOSAR Functional Safety Measures documents [34-36], spatial and temporal isolation
can be reached in compliance with ISO 26262 requirements with mechanisms that are
consistent with UP2DATE countermeasures. Actually, there are several AUTOSARcompliant middlewares and hypervisors [37-39] that could be integrated as part of the
UP2DATE architecture. The UP2DATE Automotive use case is based on the TTTech-auto
AUTOSAR-compliant MotionWise middleware [40].

▪

Avionics: the Integrated Modular Avionics (IMA) concept of ARINC 653 is based on
defining the mechanisms for sharing platform resources, standardizing interfaces
between the applications and with the operating system and the hardware layer [21]. This
approach enables the integration of mixed-criticality software on the same platform and
an incremental certification of different software layers (e.g., hardware layer, core
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software or avionics application software [41]. To this end, an IMA architecture shall
provide partitioning and fault containment which is essentially based in temporal and
spatial partitioning and I/O management.
▪

Railway: similarly, the railway industry is working towards the adoption and adaptation
of such standardization frameworks to define a common embedded computing and
communication infrastructure for the modular integration of safety-critical, time-critical,
mission-critical and non-critical train functions [24, 42]. In this regard, the mixed-criticality
application framework designed in the SAFE4RAIL project [24] focuses on system level
partitioning and virtualization with temporal and spatial isolation. The proposed
techniques focus on functional distribution, interoperability, reconfiguration,
deterministic inter-partition communication and virtual coupling of services.

All three previous frameworks have many technical characteristics in common and provide
similar approaches for system configuration, inter-partition communication, time services, I/O
services, real-time support, fault isolation, health monitoring and security services. These
properties are well aligned and can be realized with the defined cross-domain UP2DATE
architecture that was defined taking those frameworks as reference.

5.3 Software updates
This subsection analyses the suitability of the UP2DATE software updating procedures and
architectures for specific industrial domains.
5.3.1 Software update related requirements in standards
WP3 deliverables D3.2 and D3.3 already provide an analysis of software update management
procedures in domain independent functional safety (IEC 61508) and cybersecurity (IEC
62443) standards. In this analysis, UNECE regulations from the automotive domain were also
contemplated. In summary, IEC 61508 does not explicitly address software updates but it
requires the definition of software operation and modification procedures to ensure that the
software systematic capability is maintained during and after any modification. For
cybersecurity instead, IEC 62443 defines software patch related requirements and provides a
specific technical document focusing on patch management, an essential feature to ensure
that system’s security is maintained over time.
As IEC 61508 is the reference standard for domain specific functional safety standards such as
ISO 26262 for automotive and EN 5012x for railway, these standards require similar
approaches for software modifications:
▪

ISO 26262 part 2 that describes the functional safety management, refers to modification
procedures as part of safety management. When doing a modification to an existing item
the implications on functional safety need to be analysed and planned accordingly. To this
end, an impact analysis according to ISO 26262-2 clause 6.4.3 is needed, which should
describe the applied modifications (design, implementation and environment
modifications). Based on the result of the impact analysis, the safety activities to be
performed shall be defined and described. More particularly, the reference safety
lifecycle shall be tailored based on the result of the impact analysis and the affected work
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products that need to be created or updated shall be identified, described and reworked
accordingly as required in clause 6.4.6.7.
In addition, in part 8 of ISO 26262 a change management process is described. This process
seeks to ensure the systematic planning, control, monitoring, implementation and
documentation of changes and is well aligned with the procedures described in IEC 61508
and hence for UP2DATE:
▪ Every modification starts with a change request (clause 8.4.2) which shall
include some minimum information such as an identifier and the reason and
description of the change.
▪ Then, an impact analysis of the items involved and their interfaces shall
determine the type of change, the affected elements and their impact on
functional safety and the schedule for realization and verification of the change.
▪ In the same way as in the procedure defined in IEC 61508, each change shall
initiate the return to the applicable phase of the safety lifecycle.
▪ With previous information, the change request is evaluated by an authorized
person and if accepted, it can be implemented and documented as planned. If
the change has an impact on functional safety the applicable reviews shall also
be updated before releasing the item.
▪

EN 50128 defines the activities for the development of software for railway control and
protection systems, which include modification and change control procedures (clause
6.6). The change management process covers the following aspects:
▪ The practices and documentation to be followed for reporting, tracking and
resolving problems identified both during the development phase and during
software maintenance.
▪ Impact analysis of the effect of changes, which shall state the necessary reverification, re-validation and re-assessment for the change.
▪ Changes shall be authorized before implementation and in the same way as
with the other functional safety standards, they shall initiate a return to an
appropriate phase of the lifecycle.

The ISO SAE 21434 [43] is built upon functional safety standard ISO 26262 and provide a framework
similar like it for the entire life cycle of road vehicles. The focus of this standard to include security
management, project-dependent cyber security management, continuous cyber security activities,
associated risk assessment methods, and cyber security within the concept product development and
post development stages of road vehicles.

In addition, the automotive domain is working on a specific standard that addresses software
updates (ISO 24089). However, at the time of writing, this standard is still under development
and it will be evaluated in future WP3 deliverables.
In the railway domain, the TS 50701 cybersecurity standard refers to patch management with
a focus on how the patch management affects the system’s RAM and safety characteristics. It
does not provide any guidance on how the patch management procedure shall be or the
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implications on the architecture. TS50701 assumes that any installed patch will be managed
as a new application with all safety ensuring activities performed as for any other system
modification.
For other domains such as avionics, ARINC-615A defines the protocol for data loading into
aircrafts using ethernet interface and the ARINC 665-3 standard describes the principles to
ensure compatibility and interoperability of data loads [27, 28]. They provide standardization
in the data loading process of aircrafts, minimizing the cost and time required for data loading.
5.3.2 Tailoring of UP2DATE architecture to specific domains
The way in which UP2DATE architecture is composed, eases scalability and portability to the
protocols and needs of different domains, as it is highly customizable. This is thanks to the
provided abstraction shown in Figure 22 and explained in next paragraphs.

Figure 22: Tailoring of UP2DATE architecture to industrial domains (update related components)

On the server side, the Software Update Management System (SUMS) is separated from the
update master that stablishes the communication with the different gateways. In this way, if
this interface changes, it does not affect the SUMS as each gateway connects to a
containerized VPN endpoint. The chosen container approach at the server allows the
implementation of different connection methods.
On the gateway, the update manager implements the main updating logic and based on the
update metadata, decides whether the update shall be installed in a partition or transmitted
to the end-device. Depending on the domain or the specific application, different protocols
may be needed to transmit the update to the end-devices. For instance, railway or avionics
applications could use ethernet while CAN is used for automotive. To this end, the gateway
shall implement the appropriate external update manager partition to manage the required
protocol while the rest of the system is kept unchanged.
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▪

Automotive: Regarding AUTOSAR, the adaptive platform relies of dynamization of the
runtime environment which allows to load new functions and components [23]. To this
end, it is based on a modular architecture in which only individual application blocks are
updated. To this end, an ‘update master’ manages the communication with an external
client to receive the new updates and an Update Configuration Manager (UCM) and a
Diagnostic Manager (DM) provide the required functions to execute the update. To meet
with security requirements, AUTOSAR includes the security architecture, including
features such as secure boot, TLS, certificate-based authentication and encryption. This is
partially done by the Secure onboard communication (SecOC) module, which ensures that
the transmitted data is authentic often supported by hardware-based encryption (e.g.,
through a Hardware Security Module (HSM).

▪

Railway: In the railway domain, TS 50701 does not define specific procedures and a
reference architecture such as AUTOSAR does not currently exist in the railway domain.
Railway standards usually refer to generic IEC 61508 and IEC 62443 standards for aspects
not covered in railway standards. Therefore, the UP2DATE procedure and architecture
has no conflicts with railway specific requirements and its suitable for its use in railway.

▪

Avionics: UP2DATE architecture could be adapted to be compatible with the ARINC 615A
Protocol stack [27, 28] shown in Figure 23. n particular, the ‘external update manager’ in
the gateway can run the ARINC 615A Data Loader and the end-device act as the ARINC
615A target. The data load protocol uses TFTP over UDP/IP for the transfer of files. These
files shall additionally meet with ARINC 665-3 standard that defines the file formats for
each target device in the aircraft.

Figure 23: ARINC 615A Protocol stack [27]

In addition, when the update is targeting a partition in the gateway, the updating services are
implemented on top of an abstraction layer (libvirt) that ease porting the solution to different
hypervisors, which could be different depending on the domain.
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6 CONCLUSIONS
This deliverable summarizes the progress of WP3 from M21 to M27, giving an update over the
work reported in previous deliverable D3.3. The main advances in this period have focused on
addressing the list of issues raised by the certification authority, analysing the required
architecture adaptations for runtime updates and refining the secure communications task.
The first activity, i.e., addressing the list of issues raised by the certification authority, served
to achieve the positive assessment report by certification authorities, an important milestone
for the project. This assessment concludes that the proposed software update management
and architecture design are suitable to comply with all relevant safety and security
requirements and present a logic state-of-art solution for safe and secure software updates
on critical systems. This activity will follow-up in WP6 with the railway SASE concept, where
the process and architecture will be tailored to the specific railway use-case. In addition, the
last WP3 deliverable D3.5, will collect the lessons learned from these certification processes
in order to propose adaptations to functional safety and cybersecurity standards.
Regarding the architecture, the first approach for runtime updates is defined and its technical
solution reported in D4.3 for starting with its implementation in next project phase. The first
version of secure communications is already implemented and its description updated in this
report.
Finally, this report analysed domain specific solutions and concludes that the current UP2DATE
solution is flexible and scalable enough to be used in compliance with domain specific
standards and frameworks. As it is common, standards do not usually specify the required
technical solution but the requirements that shall be met. As the UP2DATE architecture builds
on generic standards such as IEC 61508 and IEC 62443, and many domains specific standards
are then based on them, the solution could be adapted to meet with other standards with
limited effort.
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